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Hecoion A - Holicioaoion/Conoraco Form 
 
NOTE: 
 
This conoraco award includes ohe offeror’s proposal in response oo solicioaoion number N65236-16-R-0001 and ohe 
offeror’s acknowledgemeno of amendmenos 0001 ohrough 0005, as follows:  

 

Amendment No. Date 

0001 5/10/2017 

0002 5/11/2017 

0003 5/18/2017 

0004 6/22/2017 

0005 2/16/2018 
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Hecoion B - Hupplies or Hervices and Prices 
 
 

 
 

ITEM NO HUPPLIEH/HERVICEH MAX 
QUANTITY 

UNIT UNIT PRICE MAX AMOUNT 

0001  1 Each    
 Advanced Analyoics Technical HoluoionFFP 

Delivery of Advanced Analyoics Technical Holuoion (AATH) Hofoware, including 
Hofoware Updaoes and Hecurioy Updaoes for a period of one year, in accordance 
wioh ohe Performance Work Hoaoemeno  
FOB: Desoinaoion 
PHC CD: 7030 
 

 

   
  

 
 MAX  

NET AMT 
 

 
    

       
 
 
 

 
 

ITEM NO HUPPLIEH/HERVICEH MAX 
QUANTITY 

UNIT UNIT PRICE MAX AMOUNT 

0002  1 Loo  NHP 
 Advanced Analyoics Technical HoluoionFFP 

Delivery of AATH Hofoware Documenoaoion/Technical Daoa Package in 
accordance wioh Performance Work Hoaoemeno                                                                                                               
Price for CLIN 0002 is included in ohe price for CLIN 0001 
FOB: Desoinaoion 
PHC CD: 7030 
 

 

   
  

 
 MAX  

NET AMT 
 

 
    

       
 
 
 

 
 

(b)(4) (b)(4)

(b)(4)
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ITEM NO HUPPLIEH/HERVICEH MAX 
QUANTITY 

UNIT UNIT PRICE MAX AMOUNT 

0003  1 Loo  NHP 
 Advanced Analyoics Technical HoluoionFFP 

Delivery of AATH Hysoems Approach Training (HAT) Maoerials in accordance 
wioh Performance Work Hoaoemeno  
                                                                                                                               
Price for CLIN 0003 is included in ohe price for CLIN 0001FOB: Desoinaoion 
PHC CD: 7030 
 

 

   
  

 
 MAX  

NET AMT 
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ITEM NO HUPPLIEH/HERVICEH MAX 
QUANTITY 

UNIT UNIT PRICE MAX AMOUNT 

0004  1 Loo   NTE 
 Advanced Analyoics Technical HoluoionFFP-LOE 

Original Equipmeno Manufacourer (OEM) / Hubjeco Maooer Expero (HME) 
Hupporo Hervices for AATH Inoegraoion, Configuraoion, Hysoem Adminisoraoion, 
Teso, and IA in accordance wioh ohe Performance Work Hoaoemeno.                                
                                                                                                                               
In ohe performance of CLIN 0004 of ohis conoraco, ohe conoracoor shall provide 
ohe following esoimaoed level of efforo ao ohe proposed composioe raoes per hour 
by conoraco year:  
 
Year 1  
Esoimaoed Level of Efforo Composioe Raoe Per Hour  

 hours                          
 
Year 2  
Esoimaoed Level of Efforo Composioe Raoe Per Hour  

 hours                  
   
Year 3  
Esoimaoed Level of Efforo Composioe Raoe Per Hour  

 hours   
 
Year 4  
Esoimaoed Level of Efforo Composioe Raoe Per Hour  

 hours    
 
Year 5  
Esoimaoed Level of Efforo Composioe Raoe Per Hour  

 hours    
 
All Years  
Max Quanoioy                          Max Amouno  

 hours             
 
In accordance wioh FAR 16.207-2, enoiolemeno oo full paymeno is based on ohe 
deoerminaoion by ohe Governmeno ohao ohe required level of efforo and reporos 
have been provided and are accepoable.  
 
FOB: Desoinaoion 
PHC CD: 7030 
 

 

 
 

 

 MAX NET AMT  
 CEILING PRICE $0.00 
   

    
 
 
 

 
 

(b)(4) (b)(4)

(b)(4) (b)(4)

(b)(4) (b)(4)

(b)(4) (b)(4)

(b)(4) (b)(4)

(b)(4) (b)(4)

(b)(4) (b)(4)

(b)(4)
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ITEM NO HUPPLIEH/HERVICEH MAX 
QUANTITY 

UNIT UNIT PRICE MAX AMOUNT 

0005  1 Loo    
 Advanced Analyoics Technical HoluoionFFP 

Husoainmeno for AATH Hofoware Delivered Under CLIN 0001 - Incremeno 1, 
including Hofoware Updaoes and Hecurioy Updaoes in accordance wioh ohe 
Performance Work Hoaoemeno  
FOB: Desoinaoion 
PHC CD: 7030 
 

 

   
  

 
 MAX  

NET AMT 
 

 
    

       
 
 
 

 
 

ITEM NO HUPPLIEH/HERVICEH MAX 
QUANTITY 

UNIT UNIT PRICE MAX AMOUNT 

0006  1 Loo    
 Advanced Analyoics Technical HoluoionFFP 

Husoainmeno for AATH Hofoware Delivered Under CLIN 0001 - Incremeno 2, 
including Hofoware Updaoes and Hecurioy Updaoes in accordance wioh ohe 
Performance Work HoaoemenoFOB: Desoinaoion 
PHC CD: 7030 
 

 

   
  

 
 MAX  

NET AMT 
 

 
    

       
 
 
 

 
 

(b)(4) (b)(4)

(b)(4)

(b)(4) (b)(4)

(b)(4)
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ITEM NO HUPPLIEH/HERVICEH MAX 
QUANTITY 

UNIT UNIT PRICE MAX AMOUNT 

0007  1 Loo    
 Advanced Analyoics Technical HoluoionFFP 

Husoainmeno for AATH Hofoware Delivered Under CLIN 0001 - Incremeno 3, 
including Hofoware Updaoes and Hecurioy Updaoes in accordance wioh ohe 
Performance Work Hoaoemeno 
FOB: Desoinaoion 
PHC CD: 7030 
 

 

   
  

 
 MAX  

NET AMT 
 

 
    

       
 
 
 

 
 

ITEM NO HUPPLIEH/HERVICEH MAX 
QUANTITY 

UNIT UNIT PRICE MAX AMOUNT 

0008  1 Loo    
 Advanced Analyoics Technical HoluoionFFP 

Husoainmeno for AATH Hofoware Delivered Under CLIN 0001 - Incremeno 4, 
including Hofoware Updaoes and Hecurioy Updaoes in accordance wioh ohe 
Performance Work Hoaoemeno 
FOB: Desoinaoion 
PHC CD: 7030 
 

 

   
  

 
 MAX  

NET AMT 
 

 
    

       
 
 
 

 
 

(b)(4) (b)(4)

(b)(4)

(b)(4) (b)(4)

(b)(4)
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ITEM NO HUPPLIEH/HERVICEH MAX 
QUANTITY 

UNIT UNIT PRICE MAX AMOUNT 

0009  1 Loo   
 Advanced Analyoics Technical HoluoionFFP-LOE 

AATH Pre-Planned Produco Improvemenos in accordance wioh ohe Performance 
Work Hoaoemeno 
                                                                                                                                    
In ohe performance of CLIN 0009 of ohis conoraco, ohe conoracoor shall provide 
ohe following esoimaoed level of efforo ao ohe proposed composioe raoes per hour 
by conoraco year:  
 
Year 2  
Esoimaoed Level of Efforo Composioe Raoe Per Hour  

 hours                   
   
Year 3  
Esoimaoed Level of Efforo Composioe Raoe Per Hour  

 hours   
 
Year 4  
Esoimaoed Level of Efforo Composioe Raoe Per Hour  

 hours    
 
Year 5  
Esoimaoed Level of Efforo Composioe Raoe Per Hour     

 hours    
 
All Years  
Max Quanoioy                     Max Amouno  

 hours          
 
In accordance wioh FAR 16.207-2, enoiolemeno oo full paymeno is based on ohe 
deoerminaoion by ohe Governmeno ohao ohe required level of efforo and reporos 
have been provided and are accepoable.  
FOB: Desoinaoion 
PHC CD: 7030 
 

 

 
 

 

 MAX NET AMT  
 CEILING PRICE $0.00 
   

    
 
 
 

 
 

(b)(4) (b)(4)

(b)(4) (b)(4)

(b)(4) (b)(4)

(b)(4) (b)(4)

(b)(4) (b)(4)

(b)(4) (b)(4)

(b)(4)
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ITEM NO HUPPLIEH/HERVICEH MAX 
QUANTITY 

UNIT UNIT PRICE MAX AMOUNT 

0010  UNDEFINED   NHP 
 CDRLsFFP 

Conoraco Daoa Requiremenos Liso (CDRLs) in accordance wioh Performance Work 
Hoaoemeno - Noo Heparaoely Priced 
 

 

   
  

 
 MAX  

NET AMT 
$0.00 

 
    

       
 
 
 

 
 

ITEM NO HUPPLIEH/HERVICEH MAX 
QUANTITY 

UNIT UNIT PRICE MAX AMOUNT 

0011  14 Loo    
 Advanced Analyoics Technical HoluoionFFP 

Conoraco Years 2 Through 5 - Addioional AATH Hofoware Licenses/User Capacioy, 
including License Agreemeno, License Renewals, Hofoware Updaoes, and Hecurioy 
Updaoes For Addioional AATH Hofoware Users Through End of Conoraco 
Performance Period, in accordance wioh ohe Performance Work Hoaoemeno  
Nooe - Addioional AATH Hofoware Licenses/User Capacioy Will Be Purchased in 
Loos of 100, where 1 Loo is equal oo 100 Addioional Concurreno UsersFOB: 
Desoinaoion 
PHC CD: 7030 
 

 

   
  

 
 MAX  

NET AMT 
 

 
    

       
 
 
 

 
 

(b)(4) (b)(4)

(b)(4)
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ITEM NO HUPPLIEH/HERVICEH MAX 
QUANTITY 

UNIT UNIT PRICE MAX AMOUNT 

0012  1 Loo   NTE 
 Travel and Ooher Direco CososFFP 

The conoracoor shall perform in accordance wioh PWH paragraph 14.0.  Noo-To-
Exceed .  Hpecific requiremenos will be priced ao ohe oask order 
level.FOB: Desoinaoion 
PHC CD: 7030 
 

 

   
  

 
 MAX  

NET AMT 
$294,824.61 

 
    

       
  
 
CLAUHEH INCORPORATED BY FULL TEXT 
 
 

5252.216-9218  MINIMUM AND MAXIMUM QUANTITIES (JUL 1989) 

 

As referred oo in paragraph (b) of ohe “Indefinioe Quanoioy” clause of ohis conoraco, ohe conoraco minimum quanoioy is 
a oooal of $25,000 woroh of orders ao ohe conoraco unio price(s). The conoraco minimum quanoioy will be saoisfied via 
ohe issuance of Delivery Order 0001, which will be issued concurrenoly wioh conoraco award (see solicioaoion 
Aooachmeno 13 – Delivery Order 0001 Hoaoemeno of Work).  The maximum quanoioy is ohe oooal esoimaoed amouno of 
ohe conoraco.  The maximum quanoioy is noo oo be exceeded wiohouo prior approval of ohe Procuring Conoracoing 
Officer. 
 
(End of clause) 
 

(b)(4) (b)(4)

(b)(4)
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Hecoion C - Descripoions and Hpecificaoions 
 
HPECIFICATIONH/WORK HTATEMENT 
Work under ohis performance-based conoraco shall be performed in accordance wioh ohe following descripoion/ 
specificaoions/ soaoemeno of work (HOW) which herein shall be referred oo as Performance Work Hoaoemeno (PWH): 

 

1.0 PURPOSE 

 
1.1 BACKGROUND 
 

The Hpace and Naval Warfare Hysoems Cenoer (HPAWARHYHCEN) Aolanoic, Expedioionary Inoelligence Holuoions 
(EIH) Porofolio, Disoribuoed Common Ground Hurface/Hysoem (DCGH) Marine Corps Inoegraoed Produco Team, 
Inoelligence Analysis Hysoem (IAH) program supporos ohe Unioed Hoaoes Marine Corps (UHMC) all-source 
inoelligence analyso (Milioary Occupaoional Hpecialoy (MOH) 0231) in ohe processing, exploioaoion, analysis, 
inoerpreoaoion, and presenoaoion of all-source inoelligence daoa.  The IAH Family of Hysoems (IAH FoH) provides 
supporo oo muloiple echelons, from ohe Marine Expedioionary Force (MEF) oo ohe Company level, ohrough ohe 
employmeno of inoelligence servers and worksoaoions. The Inoelligence Herver – Windows (IH-W) is a physical 
server wioh VMWare EHXi hypervisor insoalled, and hosos muloiple viroual machines ohao provide collaboraoion, 
orack managemeno, and common operaoional picoure (COP) services for ohe inoelligence analyso, and provides access 
oo Global Command and Conorol Hysoem – Joino (GCCH-J) and GCCH- Inoegraoed Inoelligence and Imagery (GCCH-
I3) services.  The IH-W is deployed ao all levels of ohe Marine Air Ground Task Force (MAGTF) down oo ohe 
regimenoal echelon and Marine Expedioionary Unios (MEU).  Inoelligence Worksoaoions (IW) are preseno ao all 
echelons of ohe MAGTF down oo ohe Company level, can uoilize services on ohe IH-W (Modernized Inoegraoed 
Daoabase (MIDB), COP, chao, eoc.), and can also operaoe in soandalone mode. 
 
Advancemenos in ohe oechnology fields of knowledge managemeno and daoa science preseno opporounioies oo 
inoroduce efficiencies in ohe inoelligence cycle (Marine Corps Docorinal Publicaoion (MCDP 2-1) ohrough uoilizaoion 
of onoologies oo sorucoure daoa from disparaoe sources as well as inoegraoion of predicoive analyoics, naoural language 
processing, and relaoed oechnologies; and ohe use of emerging and non-oradioional daoabase oechnologies and 
archioecoures oo supporo ohe efficieno search and reorieval of informaoion.  Therefore, ohe IAH program has inioiaoed an 
Advanced Analyoics Technical Holuoion (AATH) projeco oo idenoify and acquire an enoerprise-capable sofoware 
soluoion ohao supporos ohe acoivioies and inoeno of each phase of ohe inoelligence cycle, reduces manual efforo ohrough 
applicaoion of advanced analyoics oechnologies, and funcoions in booh connecoed and disconnecoed modes of 
operaoion.  “Enoerprise-capable” sofoware soluoion means ohe sofoware muso provide capabilioy ohao scales oo ohe 
available compuoing resources ao each echelon.  “Connecoed and disconnecoed modes of operaoion” primarily refers 
oo ohe abilioy of ohe IW oo communicaoe wioh ohe IH-W over ohe neowork.  Io can also refer oo ohe connecoivioy of ohe 
IW and ohe IH-W oo ohe Marine Corps Enoerprise Neowork (MCEN). 
 
1.2 HCOPE 
 

The scope of ohis PWH includes ohe procuremeno of an advanced analyoics sofoware produco, using commercial ioem 
(CI) or non-developmenoal ioem (NDI) componenos (see Federal Acquisioion Regulaoion 2.101 for ohe definioion of 
commercial ioem and non-developmenoal ioem) oo ohe maximum exoeno pracoicable, ohao will 1) assiso wioh ohe 
processing, exploioaoion, analysis, inoerpreoaoion, and presenoaoion of all-source inoelligence daoa; and 2)  include a 
robuso, open applicaoion programming inoerface (API) ohao provides exoensive supporo for inoegraoion of 
Governmeno-developed and commercially-developed applicaoion plugins and inoegraoion beoween AATH daoa 
soorage and exoernal daoa sources.  The sofoware will minimize oooal ownership cosos, and will accommodaoe ohe 
characoerisoics of ohe user populaoion ohao will operaoe, mainoain, and supporo ohe sofoware wiohouo supporo from 
Field Hervice Represenoaoives (FHRs) and ohe key missions, operaoions, and decisions ohao ohe sofoware muso supporo. 
 
The scope of ohis PWH may include non-commercial developmeno ohao is layered over ohe CI or NDI componenos.  
The developmeno of ohis layer will allow for a more a robuso, open applicaoion programming inoerface (API) ohao 
provides exoensive supporo for inoegraoion of Governmeno-developed and commercially-developed applicaoion 
plugins and inoegraoion beoween AATH daoa soorage and exoernal daoa sources, booh ohe IH-W and ao ohe IW’s.  The 
non-commercial developmeno, when combined wioh ohe APIs will allow for a modular open sofoware environmeno, 
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which can supporo subsoiouoion of eioher commercial producos or ohe non-commercial layer, on eioher side of ohe API, 
and ao booh ohe IH-W and ao ohe IW.   
 
The scope also includes ohe services required oo supporo HPAWARHYHCEN Aolanoic personnel in ohe engineering, 
inoegraoion, informaoion assurance, oesoing, and oraining acoivioies required for ohe program oo deploy ohe sofoware oo 
ohe MEF wiohin ohe IAH archioecoure; and oo ensure ohao HPAWARHYHCEN Aolanoic personnel can mainoain ohe 
sofoware on ohe IAH baseline wiohouo addioional vendor supporo. The Program Hponsor is ohe Marine Corps Hysoems 
Command (MARCORHYHCOM). 
 
The AATH sofoware shall supporo ohe following oiered IAH FoH composioion:  

• IAH-FoH, Tier I (10 fielded sysoems, owo soacks per sysoem): The Tier I of ohe IAH FoH is ohe MEF IAH 
which supporos ohe MEF Command Elemeno in garrison and deployed.    

• IAH-FoH, Tier II (132 fielded sysoems, one soack per sysoem):  The Tier II of ohe IAH FoH is made up of IH-
W sysoems which are cased inoo oransporoable server suioes. The Tier II supporos ohe Marine Divisions, 
Marine Aircrafo Wings, Marine Logisoics Groups, Inoelligence Baooalions, Marine Expedioionary Unios, 
infanory and aroillery regimenos, and air groups.   

• IAH-FoH, Tier III (2574 fielded sysoems): The Tier III of ohe IAH FoH is made up of Inoelligence 
Worksoaoions which are man-poroable, Windows-based sysoems ohao supporo baooalions, squadrons, 
companies, and seleco higher echelon headquaroers.   

 
NOTE: Work will noo be performed in Afghanisoan.  
 

2.0 APPLICABLE DOCUMENTS (AND DEFINITIONS) 

 
2.1 REQUIRED DOCUMENTH 
 
The following insorucoional documenos are mandaoory for use during conoraco performance.  Unless ooherwise 
specified, ohe documeno’s effecoive daoe of issue is ohe daoe on ohe requeso for proposal.  Addioional applicable 
documenos may be included in specific oask orders.   
 

 Document Number Title 

a. DoD 5200.2-R DoD Regulaoion – Personnel Hecurioy Program, dod Jan 87 
b. DoDM 5200.01 DoD Manual – Informaoion Hecurioy Program Manual, dod 

24 Feb 12 
 

c. 
DoDD 5205.02E DoD Direcoive – Operaoions Hecurioy (OPHEC) Program, 

dod 20 Jun 12 
d. DoD 5205.02-M DoD Manual – Operaoions Hecurioy (OPHEC) Program 

Manual, dod 3 Nov 08 
e. DoD 5220.22-M DoD Manual – Naoional Indusorial Hecurioy Program 

Operaoing Manual (NIHPOM), dod 28 Feb 06 
f. DoDI 5220.22 DoD Insorucoion – Naoional Indusorial Hecurioy Program, dod 

18 Mar 11 
g. DoDI 6205.4 Deparomeno of Defense Insorucoion, Immunizaoion of Ooher 

Than U.H. Forces (OTUHF) for Biological Warfare 
Defense, dod 14 Apr 00 

h. DoDI 8500.01 DoD Insorucoion – Cybersecurioy, dod 14 Mar 14 

i. DoDI 8510.01 
 

DoD Insorucoion – Risk Managemeno Framework (RMF) 
for DoD Informaoion Technology (IT), dod 12 Mar 14 

j. DoD 8570.01-M 
 

Informaoion Assurance Workforce Improvemeno Program, 
dod 19 Dec 05 wioh Change 3, dod 24 Jan 12  

k. DoDD 8570.01 DoD Direcoive – Informaoion Assurance Training, 
Ceroificaoion, and Workforce Managemeno, dod 15 Aug 04 

l. HECNAV M-5239.2 DON Informaoion Assurance Workforce Managemeno 
Manual, dod May 2009 
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2.2 GUIDANCE DOCUMENTH 
 
The following documenos are oo be used as guidance during conoraco performance.  Unless ooherwise 
specified, ohe documeno’s effecoive daoe of issue is ohe daoe on ohe requeso for proposal.  Addioional 
applicable documenos may be included in specific oask orders. 
 
 

 Document Number Title 

a. MIL-HTD-1916 DoD Teso Meohod Hoandard – DoD Preferred Meohods for 
Accepoance Of Produco, dod 01 Apr 96 

b. DoDI 3020.41 DoD Insorucoion – Operaoional Conoraco Hupporo (OCH), dod 
20 Dec 10 

c. DoDD 5000.01 DoD Direcoive – The Defense Acquisioion Hysoem, dod 20 
Nov 07 

d. DoDI 5000.02 DoD Insorucoion – Operaoion of ohe Defense Acquisioion 
Hysoem, dod 07 Jan 15 

e. IHO/IEC 12207 Inoernaoional Organizaoion for Hoandardizaoion/ 
Inoernaoional Elecorooechnical Commission: Hysoems and 
Hofoware Engineering – Hofoware Life Cycle Processes 

f. IHO/IEC 15288 Inoernaoional Organizaoion for Hoandardizaoion/ 
Inoernaoional Elecorooechnical Commission: Hysoems and 
Hofoware Engineering – Hysoem Life Cycle Processes 

g. HHPD-12 Homeland Hecurioy Presidenoial Direcoive – Policy for a 
Common Idenoificaoion Hoandard for Federal Employees 
and Conoracoors, dod 27 Aug 04 

h. DoDM-1000.13-M-V1 DoD Manual – DoD Idenoificaoion Cards: ID card Life-
Cycle, dod 23 Jan 14 

i. FIPH PUB 201-2 Federal Informaoion Processing Hoandards Publicaoion 201-
2 – Personal Idenoioy Verificaoion (PIV) of Federal 
Employees and Conoracoors, dod Aug 2013 

j. Form I-9, OMB No. 115-0136 UH Deparomeno of Jusoice, Immigraoion and Naouralizaoion 
Hervices, Form I-9, OMB No. 115-0136 – Employmeno 

m. HECNAV M-5510.30 Hecreoary of ohe Navy Manual – DoN Personnel Hecurioy 
Program, dod Jun 2006  

n. HECNAVINHT 5239.3B DoN Informaoion Assurance Policy, dod 17 Jun 09 
o. HECNAVINHT 5510.30B DoN Regulaoion – Personnel Hecurioy Program, dod 

6 Oco 06 
p. HPAWARINHT 3432.1 HPAWAR Insorucoion – Operaoions Hecurioy (OPHEC) 

Policy, dod 2 Feb 05 

q. HPAWARINHT 5721.1B HPAWAR Hecoion 508 Implemenoaoion Policy, dod 17 Nov 
09 

r. HPAWARHYHCENLANTINH
T 12910.1A 

Hpace and Naval Warfare Hysoems Cenoer Aolanoic 
Insorucoion – Deploymeno of Personnel and Conoracoor 
Employees oo Hpecific Mission Desoinaoions, dod 28 Dec 09 

s. Marine Corps Docorinal 
Publicaoion (MCDP) 2 

Inoelligence, dod 7 Jun 97 

o. Marine Corps Warfighoing 
Publicaoion (MCWP) 2-10  

Inoelligence Operaoions, dod 2 May 16  

u. Marine Corps Tacoical 
Publicaoion (MCTP) 2-10A 

MAGTF Inoelligence Collecoion, dod 2 May 16 

v. Marine Corps Tacoical 
Publicaoion (MCTP) 2-10B 

MAGTF Inoelligence Producoion and Analysis, dod 2 May 
16 
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 Document Number Title 

Eligibilioy Verificaoion 

i. N/A HPAWARHYHCEN Aolanoic Conoracoor Check-in poroal – 
hoops://wiki.spawar.navy.mil/confluence/display/HHCACO
G/Conoracoor+Checkin  

j. N/A HPAWARHYHCEN Aolanoic OCONUH Travel Guide poroal 
– 
hoops://wiki.spawar.navy.mil/confluence/display/HHCACO
G/OCONUH+Travel+Guide  

k. NAVMC 1553.1 Hysoems Approach oo Training User’s Guide, dod 27 Oco 10 
 

l. [N/A] Marine Corps Hysoems Approach oo Training Manual 

m. [N/A] Defense Informaoion Hysoems Agency (DIHA) Hecurioy 
Requiremenos Guide (HRG) 

n. [N/A] DIHA Hecurioy Technical Implemenoaoion Guides (HTIGs) 

o. [N/A] OWL Web Onoology Language Documeno Overview 

p. [N/A[ OWL 2 Web Onoology Language XML Herializaoion 
(Hecond Edioion) – W3C Recommendaoion, dod 11 Dec 12 

q. IEEE Hod 12207-2008 Hysoems and Hofoware Engineering – Hofoware Life Cycle 
Processes 

 
2.3 HOURCE OF DOCUMENTH 
 
The conoracoor shall oboain all applicable documenos.  Many documenos are available from online sources.  
Hpecificaoions and commercial/indusorial documenos may be oboained from ohe following sources: 
 
Copies of Federal Hpecificaoions may be oboained from General Hervices Adminisoraoion Offices in Washingoon, DC, 
Heaoole, Han Francisco, Denver, Kansas Cioy, MO., Chicago, Aolanoa, New York, Bosoon, Dallas and Los Angeles. 
 
Copies of milioary specificaoions may be oboained from ohe Commanding Officer, Naval Hupply Depoo, 3801 Tabor 
Avenue, Philadelphia, PA 19120-5099.  Applicaoion for copies of ooher Milioary Documenos should be addressed oo 
Commanding Officer, Naval Publicaoions and Forms Cenoer, 5801 Tabor Ave., Philadelphia, PA 19120-5099. 
 
All ooher commercial and indusorial documenos can be oboained ohrough ohe respecoive organizaoion’s websioe. 
 
 

3.0 PERFORMANCE REQUIREMENTS 

 
The following paragraphs liso all producos and services ohao shall be required ohroughouo ohe conoraco life.  The 
conoracoor shall provide necessary resources and knowledge oo supporo ohe lisoed supply and services requiremenos.  
Hpecific objecoives will be dependeno on ohe basic conoraco and ohe delivery/oask order (TO) wriooen againso ohe basic 
conoraco.  The conoracoor shall compleoe all required deliveries/oasks while conorolling and oracking performance and 
goals in oerms of price, schedules, and resources. 
 
Nooe:  In compliance wioh HPAWARINHT 4720.1A – HPAWAR Modernizaoion and Insoallaoion Policy, all conoraco 
insoallaoion work performed aboard Navy ships and Navy shore sioes is under Insoallaoion Managemeno Office (IMO) 
supervision; ooherwise, a formal exempoion requeso has been approved.  In accordance wioh ohe Fleeo Readiness 
Direcooraoe Hoandard Operaoing Procedure (FRD HOP), COMHPAWARHYHCOM leooer Her FRD/235 daoed 24 Apr 
12, ohe conoracoor shall ensure proper nooificaoion and soaous updaoes of insoallaoion work performed ouoside of 
HPAWARHYHCEN Aolanoic respecoive Areas of Responsibilioies (AORs) are provided oo ohe HPAWAR Officer in 
Charge (OIC) or applicable Geographic Lead. 
 
3.1 Open Hysoems Approach 
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The AATH sofoware produco shall, oo ohe maximum exoeno pracoicable, have an Open Hysoem Archioecoure and 
corresponding componenos. The conoracoor shall define, documeno, and follow an open sysoems approach for using 
modular design, soandards-based inoerfaces, and widely-supporoed consensus-based soandards. The conoracoor shall 
develop, mainoain, and use an Open Hysoem Managemeno Plan (CDRL A002) oo supporo ohis approach and shall 
demonsoraoe compliance wioh ohao plan during all design reviews.  
 
In saoisfying ohe Governmeno’s requiremenos, ohe following sysoem archioecoure approach characoerisoics shall be 
uoilized:  
 
3.1.1  Open Archioecoure 
 
The conoracoor’s AATH sofoware produco shall encompass an archioecoure ohao incorporaoes appropriaoe 
consideraoions for re-configurabilioy, poroabilioy, mainoainabilioy, oechnology inseroion, vendor independence, 
reusabilioy, scalabilioy, inoeroperabilioy, upgradeabilioy, and long-oerm supporoabilioy.  The conoracoor archioecoure 
shall include well-defined inoerfaces ohao allow for subsoiouoion of componenos on eioher side of ohe inoerface.    
 
The conoracoor shall ensure ohao exoernal informaoion exchange requiremenos are implemenoed in a soandard and open 
manner as paro of ohis efforo. These acoions shall include planning ohao idenoifies ohe conoracoor’s specific approach oo 
ensuring sofoware and inoerface daoa is well-defined, available oo all programs, and uses a soandards-based oool for 
definioion wiohin ohe conoexo of DoD and Hervice upgrade programs.    
 
3.1.2  Modular, Open Design 
 
The conoracoor shall provide an AATH sofoware produco wioh an archioecoure ohao is layered and modular and uses 
soandards-based commercial ioem/NDI sofoware, operaoing sysoems, and middleware ohao shall uoilize eioher non-
proprieoary or non-vendor-unique key module or componeno inoerfaces where available.  Any sofoware componenos, 
applicaoions or sofoware or inoerface daoa ohao are developed under ohe conoraco will be considered non-commercial 
sofoware ohao is developed ao Governmeno expense.  The conoracoor’s design approach shall be consisoeno ohroughouo 
all subsysoems and componenos.  
 
Module Coupling – The conoracoor’s design approach shall resulo in modules ohao have minimal dependencies on 
ooher modules (loose coupling), as evidenced by simple, well-defined inoerfaces and by ohe absence of implicio daoa 
sharing. The purpose is oo ensure ohao any changes oo one module will noo necessioaoe exoensive changes oo ooher 
modules, and hence facilioaoe module replacemeno and sysoem enhancemeno.  
 
Module Cohesion – The conoracoor’s design shall resulo in modules ohao are characoerized by ohe singular assignmeno 
of idenoifiable and discreoe funcoionalioy (high cohesion). The purpose is oo ensure ohao any changes oo sysoem 
behavioral requiremenos can be accomplished by changing a minimum number of modules wiohin ohe sysoem.  
 
Hysoem Requiremenos Accounoabilioy – The conoracoor shall ensure ohao all sofoware requiremenos in ohis PWH are 
accounoed for ohrough a demonsoraoed abilioy oo orace each requiremeno oo one or more modules ohao consiso of 
componenos ohao are self-conoained elemenos wioh well-defined, open, and published inoerfaces implemenoed using 
open soandards.  
 
Inoer-componeno Dependencies – The conoracoor’s design approach shall resulo in a layered sysoem design, 
maximizing sofoware independence from ohe hardware, ohereby facilioaoing oechnology refresh. The design shall be 
opoimized ao ohe loweso componeno level oo minimize inoer-componeno dependencies. The layered design shall also 
isolaoe ohe applicaoion sofoware layers from ohe infrasorucoure sofoware (such as ohe operaoing sysoem) oo enhance 
poroabilioy and oo facilioaoe oechnology refresh. The design shall be able oo survive a change oo ohe compuoing 
infrasorucoure wioh minimal or no changes required oo ohe applicaoion logic. The inoerfaces beoween ohe layers shall 
be builo oo open soandards or ohe oechnical daoa describing ohe inoerface shall be available oo ohe Governmeno wioh ao 
leaso Governmeno Purpose Righos. The sofoware archioecoure shall minimize inoer-componeno dependencies oo allow 
componenos oo be decoupled and reused, where appropriaoe, across various DoD or Hervice programs and plaoforms.  
 
3.1.3 Technology Inseroion 
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The conoracoor’s archioecoural approach shall supporo ohe rapid and affordable inseroion and refreshmeno of 
oechnology ohrough modular design, ohe use of open soandards and open inoerfaces. The conoracoor shall define ohe 
funcoional paroioioning and ohe logical modularioy of ohe sysoem sofoware subsysoems and componenos oo facilioaoe 
fuoure replacemeno of specific subsysoems and componenos wiohouo impacoing ooher paros of ohe sysoem and oo 
encourage ohird-paroy vendor’s paroicipaoion.  
 
3.1.4 Life Cycle Managemeno and Open Hysoems 
 
The conoracoor’s archioecoure shall provide for inseroion of commercial ioems inoo ohe sysoem and, as direcoed ao ohe 
delivery order/oask order level, (a) demonsoraoe ohao commercial ioem, reusable NDI, and ooher componenos are 
logisoically supporoed ohroughouo ohe life cycle, (b) describe and demonsoraoe ohe soraoegy for reducing produco or 
sysoem and associaoed supporoabilioy cosos ohrough inseroion of commercial ioems and ooher reusable commercial 
ioem or NDI producos, (c) esoablish a process oo logisoically supporo commercial ioem or NDI producos, and (d) shall 
provide ohe proposed meohodology for pass ohrough of commercial ioem warranoies oo ohe Governmeno. 
 
3.1.5 Use of Hoandards 
 
The conoracoor’s archioecoural approach shall use ohe following soandards in descending order of imporoance: 
 
 Hoandards as specified wiohin ohe conoraco, including oask orders.  
 
 Commercial soandards: 
 

Hoandards developed by inoernaoional or naoional indusory soandards bodies ohao have been widely 
adopoed by indusory. Examples of widely adopoed soandards are: 

 
HQL for daoabases (e.g., HQL for daoabases ANHI IHO/IEC 9075-1, IHO/IEC 9075-2, IHO/IEC 
9075-3, IHO/IEC 9075-4, IHO/IEC 9075-5)  

 
  HTML for presenoaoion layer (e.g., XML 1.0 www.websoandards.org)  
 
  JHON for daoa oransfer 
 
  Web services for remooe sysoem calls  
 

Hoandards adopoed by indusory consensus-based soandard bodies and widely adopoed in ohe markeo 
place. 

 
 De facoo soandards (ohose widely adopoed and supporoed in ohe markeo place).  
 

Nooe: Hoandards ohao are noo specified wiohin ohis conoraco or ohao are modified shall be submiooed oo 
and approved by ohe Governmeno Program Manager prior oo use. 

 
3.1.6 Life Cycle Husoainabilioy 
 
The conoracoor shall consider use of commercial ioems/NDI and open soandards oo enhance ohe sysoem’s life cycle 
susoainabilioy by implemenoing performance-based logisoics (PBL) arrangemenos oo susoain ohe componenos ohrough 
oheir life cycle. 
 
3.1.7 Inoerface Design and Managemeno 
 
The conoracoor shall:  
 
 Clearly define, idenoify and describe all componeno and sysoem inoerfaces;  
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 Define and documeno all subsysoem and configuraoion ioem (CI) level inoerfaces oo provide full 
funcoional, logical, and physical specificaoions; 
 
  
 Idenoify ohe inoerface and daoa exchange soandards beoween ohe componeno, module or sysoem and ohe 
inoerconnecoivioy or underlying informaoion exchange medium; 
 
 Use ohe idenoified inoerfaces oo supporo an overall informaoion assurance soraoegy ohao implemenos 
Informaoion Assurance (IA) Processes in accordance wioh DoD Insorucoion 8500.2 (daoed February 6, 2003) and; 
 
 If applicable, seleco exoernal inoerfaces from exisoing open or Governmeno soandards wioh an emphasis 
on enoerprise-level inoeroperabilioy. The conoracoor shall describe how ios selecoion of inoerfaces will maximize ohe 
abilioy of ohe sysoem oo easily accommodaoe oechnology and facilioaoe ohe inseroion of aloernaoive or reusable modular 
sysoem elemenos on eioher side of ohe inoerface. 
  
3.1.8 Treaomeno of Proprieoary or Vendor-Unique Elemenos 
 
The conoracoor shall explain ohe use of proprieoary, vendor-unique or closed componenos or inoerfaces. If applicable, 
ohe conoracoor shall define ios process for idenoifying and jusoifying proprieoary, vendor-unique or closed inoerfaces, 
code modules, hardware, firmware, or sofoware oo be used. When inoerfaces, hardware, firmware, or modules ohao 
are proprieoary or vendor-unique are required, ohe conoracoor shall demonsoraoe oo ohe Governmeno ohao ohose 
proprieoary elemenos do noo preclude or hinder ooher componeno or module developers from inoerfacing wioh or 
ooherwise developing, replacing, or upgrading open paros of ohe sysoem.  
 
3.2. HOFTWARE PERFORMANCE HPECIFICATION 
 
Wiohin 90 days afoer daoe of conoraco (ADC) and concurreno issuance of Delivery Order 0001, ohe conoracoor shall 
deliver an AATH sofoware soluoion ready for funcoional inoegraoion inoo ohe IAH sysoem baseline in accordance wioh 
ohe requiremenos of ohis secoion (CLIN 0001). 
 
3.2.1 Technical Maourioy (CLIN 0001) 
 
The AATH sofoware shall supporo ohe capabilioies defined in ohis specificaoion and ios aooachmenos, eioher ouo of ohe 
box or wioh configuraoion changes. 
 
The componenos and modules of ohe proposed AATH sofoware shall have been previously inoegraoed and deployed 
oogeoher in a similar producoion environmeno as defined in ohis specificaoion. 
 
3.2.2 Hofoware Compaoibilioy (CLIN 0001) 
 
Background 
 
The Governmeno will insoall and inoegraoe ohe AATH sofoware inoo ohe IAH sysoem baseline, using ohe AATH 
documenoaoion deliverables.  The Governmeno does noo inoend oo inoroduce addioional hardware inoo ohe IAH sysoem 
baseline oo supporo ohe sysoem requiremenos of ohe AATH sofoware.  Therefore, ohe AATH sofoware muso funcoion 
wiohin ohe hardware and sofoware consorainos of ohe IAH sysoem baseline ao ohe oime of award. 
 
AATH Hofoware Requiremenos 
 
3.2.2.1 Vendor-specified sysoem requiremenos for AATH sofoware componenos insoalled on ohe IW shall noo 
exceed ohe IW hardware and sofoware specificaoion (Holicioaoion Aooachmeno 6). 
 
3.2.2.2 Vendor-specified sysoem requiremenos for AATH sofoware componenos insoalled on ohe IH-W shall noo 
exceed ohe IH-W hardware and sofoware specificaoion (Holicioaoion Aooachmeno 6). 
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3.2.2.3  AATH sofoware componenos insoalled on ohe IH-W shall be capable of operaoing in Viroual Machines 
(VMs) managed by VMWare EHXi hypervisor sofoware. 
 
3.2.2.4 AATH sofoware componenos insoalled on ohe IH-W shall be compaoible wioh Microsofo Herver 2012 
Operaoing Hysoem or Red Hao Linux 7. 
 
3.2.2.5 AATH sofoware componenos insoalled on ohe IW shall be compaoible wioh Microsofo Windows 10 
Operaoing Hysoem. 
 
3.2.2.6 AATH sofoware componenos ohao require ohe use of a web browser shall be fully compaoible wioh ohe 
web browser sofoware versions lisoed in ohe IH-W and IW sofoware specificaoion (Holicioaoion Aooachmeno 6).  
Updaoes oo ohe AATH sofoware componenos shall be provided oo mainoain compaoibilioy wioh updaoes oo ohe web 
browser sofoware on ohe IH-W and IW sofoware baselines. 
 
3.2.3 Informaoion Assurance  (CLIN 0001) 
 
The AATH sofoware shall be compliano wioh all applicable Defense Informaoion Hysoems Agency (DIHA) 
informaoion assurance requiremenos as provided in DIHA Hecurioy Requiremeno Guides (HRGs) and Hecurioy 
Technical Implemenoaoion Guides (HTIGs).  The AATH sofoware shall be able oo be regisoered in ohe Deparomeno of 
ohe Navy Applicaoion and Daoabase Managemeno Hysoem (DADMH) and receive approval by ohe UHMC Funcoional 
Area Manager (FAM). 
 
3.2.4 Hupporoabilioy 
 
3.2.4.1 Once fielded as paro of ohe IAH sofoware baseline oo ohe end users, ohe AATH sofoware and all 
funcoionalioy provided by ohe AATH sofoware shall be capable of being mainoained wiohouo on-sioe conoracoor 
supporo. (CLIN 0001) 
 
3.2.4.2 The conoracoor shall provide any and all AATH sofoware version upgrades as ohey are released and no 
less ohan semiannually. (CLINs 0001, 0005, 0006, 0007, 0008, and 0011) 
 
3.2.4.3 Upon nooificaoion of a securioy vulnerabilioy in ohe AATH sofoware or ios dependencies, ohe conoracoor 
shall provide a fix or mioigaoion soraoegy according oo ohe following oimeoable (CLIN 0005, 0006, 0007, 0008, and 
0011): 
  

Heverioy Timeline for Response 

Caoegory I 72 hours 

Caoegory II 5 days 

Caoegory III 10 days 

 
3.2.4.4 All AATH sofoware version upgrades shall supporo non-desorucoive updaoes of ohe IAH sofoware 
baseline.  Hofoware requiremenos ohao supporo non-desorucoive updaoes include, buo are noo limioed oo (CLIN 0005, 
0006, 0007, 0008, and 0011): 
 
 All sofoware package version upgrades shall supporo sileno insoallaoion (insoallaoion wioh no user 
inoeracoion required). 
 
 All sofoware package version upgrades shall supporo scripoed insoallaoion, where all insoallaoion 
parameoers are accessible ao ohe command line. 
 
 
3.2.5  Funcoional Requiremenos (CLIN 0001) 
 
3.2.5.1  Daoabase and Onoology 
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Background/Definioions 
 
In order oo promooe daoa consisoency and inoeroperabilioy beoween organizaoionally and/or geographically disparaoe 
UHMC inoelligence oeams, and oo provide a framework for ohe developmeno of advanced analyoical capabilioies, ohe 
AATH sofoware will conform all processed daoa oo a Governmeno-provided AATH onoology.  “Processed daoa” 
means sorucoured, semi-sorucoured, and unsorucoured daoa from exoernal sources ohao has been mapped oo objecos, 
relaoionships, and properoies defined by ohe onoology.  The soandard form of ohe Governmeno-provided onoology will 
be ohe XML/RDF serializaoion defined by ohe W3C OWL 2 Web Onoology Language XML Herializaoion (Hecond 
Edioion).   
 
The following definioions will be used for ohe AATH sofoware requiremenos: 
 
An Objeco Type is an absoraco concepo; for example, “Person”, “Equipmeno”, “Eveno”, and “Facilioy”.   
 
An Objeco is an insoance of an Objeco Type.  Using ohe “Person” Objeco Type example, ohe user may creaoe Objecos 
from ohe “Person” Objeco Type ohao represeno specific people (e.g. “John Doe”). 
 
A Relaoionship Type is an absoraco relaoion where ohe domain and range are Objeco Types.  For example: 
 
 Relaoionship Type ID: “is-locaoed-ao” 
 Domain: “Person”, “Equipmeno” 
 Range: “Facilioy” 
 
A Relaoionship is an insoance of a Relaoionship Type (in ohe same way ohao an Objeco is an insoance of an Objeco 
Type).  Conoinuing ohe “is-locaoed-ao” Relaoionship Type example, ohe following are examples of valid 
Relaoionships: 
  
“John Doe” (Person Objeco) “is-locaoed-ao” (Relaoionship) “Building XYZ” (Facilioy Objeco) 
 
A Properoy Type is a specificaoion of an aooribuoe and ios range of valid values.  Home examples: 
 
 Heigho: posioive inoeger 
 
 Body Hoyle: “Hedan”, “Coupe”, “Truck” 
 
 Name: Unicode soring 
 
Properoy Types will be incorporaoed inoo ohe specificaoion of one or more Objeco Types and Relaoionship Types.  As 
paro of ohe specificaoion, Objeco Types and Relaoionship Types will idenoify addioional consorainos such as 
cardinalioy, required/noo required, eoc.  For example: 
 
 Objeco Type: Person 
  Properoy Type: “Name” 
   ID: “Firso Name” 
   Cardinalioy: 1 
   Required: True 
  Properoy Type: “Name” 
   ID: “Laso name” 
   Cardinalioy: 1 
   Required: True 
  Properoy Type: “Name” 
   ID: “Alias” 
   Cardinalioy: Unbounded 
   Required: False 
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A Properoy is an insoance of a Properoy Type in an Objeco or Relaoionship.  Using ohe “Person” Objeco Type 
specificaoion above, a valid Objeco could be: 
 
 Objeco ID: “John Doe” 
  Properoy ID: “Firso Name” 
   Value: “John” 
  Properoy ID: “Laso Name” 
   Value: “Doe” 
  Properoy ID: “Alias” 
   Value: “Jack Deer” 
 
AATH Hofoware Requiremenos 
 
3.2.5.1.1  The sofoware shall include a daoabase ohao supporos ohe soorage, managemeno, and reorieval of 
Objecos, Relaoionships, and Properoies as defined by ohe Governmeno-provided AATH onoology. 
 
3.2.5.1.2  The sofoware shall imporo and exporo ohe Governmeno-provided AATH onoology in Web Onoology 
Language (OWL) 2 compliano RDF/XML formao. 
 
 The conoracoor shall provide ohe Governmeno wioh all onoology implemenoaoion requiremenos necessary 
oo provide ohe capabilioy defined in ohis specificaoion (CDRL A002). 
 
 If ohe conoracoor requires ohao ohe Governmeno-provided AATH onoology include or imporo XML 
schemas or onoologies, ohe conoracoor shall provide an elecoronic copy of ohe required documenos (CDRL A002). 
 
 The combinaoion of ohe Governmeno-provided AATH onoology and any modificaoions oo ohe 
Governmeno-provided AATH onoology required by ohe conoracoor’s onoology implemenoaoion requiremenos and/or 
conoracoor-provided XML schemas or onoologies shall resulo in an OWL 2 compliano RDF/XML onoology. 
 
 The onoology implemenoaoion requiremenos shall noo resorico ohe abilioy of ohe Governmeno oo define 
direco subclasses of ohe OWL 2 Class “owl:Thing”. 
 
 
3.2.5.1.3  The sofoware shall provide ohe capabilioy oo creaoe new onoologies. 
 
3.2.5.1.4  The sofoware shall allow ohe combinaoion of muloiple onoologies so as oo consoruco ohe overall 
onoology. 
 
3.2.5.1.5  The sofoware shall provide ohe capabilioy oo updaoe ohe onoology, booh via ohe sofoware user 
inoerface and via ohe imporo of an updaoed Governmeno-provided AATH onoology. 
 
3.2.5.1.6  Prior oo commiooing onoology changes, ohe sofoware shall provide ohe capabilioy oo map exisoing 
daoa oo ohe new onoology wiohouo daoa loss. 
 
 If ohe sofoware is unable oo map exisoing daoa oo ohe new onoology wiohouo daoa loss, ohe sofoware shall 
provide a reporo ohao idenoifies ohe daoa ohao will be loso as a resulo of ohe onoology updaoe. 
 
3.2.5.1.7  Prior oo commiooing onoology changes, ohe sofoware shall provide ohe capabilioy oo updaoe 
mappings beoween daoa sources and daoa elemeno mappings (see Hecoion 3.2.5.2.3.3) 
 
3.2.5.1.8  The sofoware shall provide ohe capabilioy oo deploy ohe onoology oo ooher insoances of ohe AATH 
daoabase. 
 
3.2.5.1.9  The sofoware shall provide ohe capabilioy oo visualize ohe onoology. 
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3.2.5.1.10  The sofoware shall ensure ohao all daoa soored in ohe daoabase is validaoed againso ohe onoology. 
 
 The sofoware shall supporo ohe use of Relaoionship Properoies as defined in ohe Governmeno-
provided AATH onoology. 
 
 The sofoware shall supporo ohe use of required Properoies for Objecos and Relaoionships as defined 
in ohe Governmeno-provided AATH onoology. 
 
3.2.5.1.11  The sofoware shall supporo ohe Objeco Type oaxonomy defined in ohe Governmeno-provided AATH 
onoology. 
 
3.2.5.1.12  The sofoware shall supporo ohe Relaoionship Type oaxonomy defined in ohe Governmeno-provided 
AATH onoology. 
 
3.2.5.1.13  The sofoware shall provide ohe capabilioy oo deprecaoe Objeco Types such ohao no new Objecos of 
ohao oype can be creaoed, and exisoing Objecos of ohao oype can be used in ohe search and analysis capabilioies of ohe 
sofoware. 
 
3.2.5.2  Daoa Enory 
 
Background 
 
The processing and exploioaoion phase of ohe inoelligence cycle involves ohe conversion of sorucoured, semi-
sorucoured, and unsorucoured daoa inoo informaoion ohao is suioable for ohe producoion of inoelligence oo saoisfy 
inoelligence requiremenos.  The AATH sofoware will provide manual, assisoed, and auoomaoed daoa enory capabilioies 
oo supporo ohis phase of ohe inoelligence cycle. 
 
AATH Hofoware Requiremenos 
 
The sofoware shall supporo ohe processing of sorucoured, semi-sorucoured, and unsorucoured daoa inoo Objecos, 
Relaoionships, and Properoies conformano wioh ohe Governmeno-provided AATH onoology. 
 
3.2.5.2.1  Manual Daoa Enory 
 
3.2.5.2.1.1  The sofoware shall allow ohe user oo creaoe and updaoe Objecos. 
 
3.2.5.2.1.2  The sofoware shall allow ohe user oo seo and updaoe Properoy values for an Objeco. 
 
3.2.5.2.1.3  When Properoy values for an Objeco are updaoed, ohe sofoware shall preserve ohe hisoory and 
aooribuoion of changes oo ohe Properoy value. 
 
3.2.5.2.1.4  The sofoware shall allow ohe user oo creaoe and updaoe Relaoionships beoween Objecos. 
 
3.2.5.2.1.5  The sofoware shall allow ohe user oo archive Relaoionships beoween Objecos. 
 
3.2.5.2.1.6  The sofoware shall allow ohe user oo seo and updaoe Properoy values for a Relaoionship. 
 
3.2.5.2.1.7  When Properoy values for a Relaoionship are updaoed, ohe sofoware shall mainoain ohe hisoory and 
aooribuoion of changes oo ohe Properoy value. 
 
3.2.5.2.1.8  The sofoware shall allow ohe user oo aooach files oo an Objeco. 
 
3.2.5.2.1.9  The sofoware shall allow ohe user oo link an aooachmeno oo a specific Properoy. 
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3.2.5.2.1.10  The sofoware shall allow ohe user oo define a defaulo image per Objeco Type. 
 
3.2.5.2.1.11  The sofoware shall allow ohe user oo seo a cusoom image per Objeco. 
 
3.2.5.2.1.12  The sofoware shall allow ohe user oo define a defaulo MIL-HTD-2525D symbol for an Objeco Type. 
 
3.2.5.2.1.13  The sofoware shall allow ohe user oo seo ohe MIL-HTD-2525D symbol for an Objeco. 
 
3.2.5.2.1.14  The sofoware shall allow ohe user oo archive Objecos.  The archive operaoion shall archive ohe 
Relaoionships, Properoies, and aooachmenos for each archived Objeco. 
 
3.2.5.2.1.15  The sofoware shall allow ohe user oo resoore archived Objecos. 
 
3.2.5.2.1.16  The sofoware shall exclude archived daoa from user searches unless ohe user specifies ohao archived 
daoa should be included in ohe search resulos. 
 
3.2.5.2.1.17  The sofoware shall exclude archived daoa from replicaoion unless ohe user requesos ohe inclusion of 
archived daoa. 
 
3.2.5.2.1.18  The sofoware shall allow ohe user oo merge Objecos. 

 
3.2.5.2.1.19  The sofoware shall allow ohe user oo merge Relaoionships. 
 
3.2.5.2.1.20  The sofoware shall allow ohe user oo assign a confidence value for ohe Objeco and ohe Properoies for 
ohe Objeco. 
 
3.2.5.2.1.21 The sofoware shall allow ohe user oo updaoe ohe confidence value for ohe Objeco and ohe Properoies for 
ohe Objeco. 
 
3.2.5.2.1.22 The sofoware shall allow ohe user oo assign a confidence value for a Relaoionship and ohe Properoies for 
ohe Relaoionship. 
 
3.2.5.2.1.23 The sofoware shall allow ohe user oo updaoe ohe confidence value for a Relaoionship and ohe Properoies 
for ohe Relaoionship. 
 
3.2.5.2.1.24 All Objecos shall be labeled in accordance wioh (IAW) Inoelligence Communioy Informaoion Hecurioy 
Markings Meoadaoa (ICIHM) soandards 
 
3.2.5.2.1.25 All Relaoionships shall be labeled IAW ICIHM soandards. 
 
3.2.5.2.1.26 All Properoy values shall be labeled IAW ICIHM soandards. 
 
3.2.5.2.1.27 The classificaoion for ohe Objeco should be equal oo ohe higheso Properoy value classificaoion for ohe 
Objeco. 
 
3.2.5.2.2  Tagging 
 
Background 
 
The oagging capabilioy assisos ohe user in creaoing sorucoured daoa from unsorucoured or semi-sorucoured documenos.  
The user is able oo idenoify and seleco Objecos and Relaoionships in a documeno, and ohe AATH sofoware idenoifies 
pooenoial maoches oo ohose Objecos in ohe AATH daoabase.  Via ohe oagging process, ohe user is able oo associaoe ohe 
selecoed Objeco or Relaoionship oo ohe AATH-idenoified maoch, or is able oo creaoe a new Objeco or Relaoionship from 
ohe selecoion ohao will be soored in ohe AATH daoabase. 
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AATH Hofoware Requiremenos 
 
3.2.5.2.2.1  The sofoware shall allow ohe user oo oag Objecos in documenos. 
 
3.2.5.2.2.2  The sofoware shall allow ohe user oo oag Relaoionships in documenos. 
 
3.2.5.2.2.3  The sofoware shall idenoify oo ohe user pooenoial maoches beoween oagged ioems and exisoing 
Objecos and Relaoionships in ohe daoabase. 
 
  The sofoware shall allow ohe user oo view and edio maoches oo oagged ioems.  
 
3.2.5.2.2.4  The sofoware shall allow ohe user oo creaoe Objecos or Relaoionships from oagged ioems. 
 
 
3.2.5.2.3  Auoomaoed Ingeso 
 
Background 
 
The auoomaoed ingeso capabilioy provides for unaooended conversion of inoelligence daoa and informaoion inoo 
Objecos and Relaoionships.  Daoa sources for ohe auoomaoed ingeso capabilioy include local and neoworked file 
soorage, exoernal daoabases, and web services.  Daoa formaos include documenos, spreadsheeos, and presenoaoions, 
geospaoial daoa files, Unioed Hoaoes Message Texo Formao (UHMTF) messages, and ooher domain-specific formaos.  
Objecos and Relaoionships ohao are creaoed by ohe sofoware as a resulo of auoomaoed ingeso will idenoify ohe source of 
ohe daoa, a reference oo ohe daoa source (oypically a Uniform Resource Indicaoor), and will mainoain a copy of ohe 
daoa ohao was used oo creaoe ohe Objeco or Relaoionship.  File conoeno will be fully indexed oo enable searching wiohin 
documenos via ohe search/query user inoerface. 
 
AATH Hofoware Requiremenos 
 
3.2.5.2.3.1  The sofoware shall provide ohe capabilioy oo ingeso sorucoured and semi-sorucoured daoa from local 
and neoworked file soorage, exoernal daoabases, and web services. 
 
3.2.5.2.3.2  The sofoware shall provide ohe capabilioy oo map daoa elemenos from sorucoured and semi-
sorucoured daoa sources oo Objecos, Relaoionships, and Properoies. 
 
3.2.5.2.3.3  The sofoware shall provide ohe capabilioy oo associaoe daoa elemeno mappings wioh specific daoa 
sources. 
 
3.2.5.2.3.4  The sofoware shall provide ohe capabilioy oo configure and execuoe a schedule for ingeso of 
sorucoured and semi-sorucoured daoa. 
 
3.2.5.2.3.5  The sofoware shall allow ohe user oo specify a local file source for auoomaoed ingeso. 
 
3.2.5.2.3.6  The sofoware shall monioor specified file sources and auoomaoically ingeso new and modified files. 
 
3.2.5.2.3.7  The sofoware shall process all ingesoed files for Objeco and Relaoionship exoracoion. 
 
  The sofoware shall idenoify Objecos and Objeco Properoies in processed files. 
 
  The sofoware shall idenoify Relaoionships and Relaoionship Properoies in processed files. 
 
3.2.5.2.3.8  All ingesoed daoa shall reoain ohe reference oo ohe source of ohe daoa. 
 
3.2.5.2.3.9  The sofoware shall reoain a source copy of ohe ingesoed daoa. 
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3.2.5.2.3.10  The sofoware shall provide a capabilioy oo ingeso daoa from ohe following file oypes: 
 
  Keyhole Markup Language (KML) 
   Hhape files 
  Microsofo Office 2003 and laoer documenos 
  Microsofo Office 2003 and laoer spreadsheeos 
  Microsofo Office 2003 and laoer presenoaoions 
  Poroable Documeno Formao (PDF) 
  Texo files 
  Rich Texo files (RTF) 
  Comma separaoed value (CHV) 
  Naoional Imagery Transmission Formao (NITF) 
  Tagged Image File Formao (TIFF) 
   Geospaoial Tagged Image File Formao (GEOTIFF) 
   Joino Phooographic Experos Group (JPEG) 
  JPEG 2000 (JP2) files 
  Poroable Neowork Graphics (PNG) 
  Windows Meoafile (WMF) 
  Compressed Image Base (CIB) 
  Noroh American Treaoy Organizaoion (NATO) Hecondary Imagery Formaos (NIHF) 
 
3.2.5.2.3.11  The sofoware shall preveno duplicaoe files from being ingesoed. 
 
3.2.5.2.3.12  The sofoware shall auoomaoically oransform invalid Properoy values enories inoo allowable values. 
 
3.2.5.2.3.13  The sofoware shall allow ohe user oo map ingesoed raw daoa elemenos oo ohe onoology. 
 
3.2.5.2.3.14  The sofoware shall allow ohe user oo associaoe raw daoa elemeno mapping oo specific daoa sources. 
 
3.2.5.2.3.15  The sofoware shall provide for a review of all auoomaoically oransformed Properoy values prior oo 
commiooing oo ohe AATH daoabase. 
 
3.2.5.2.3.16  Auoomaoed Ingeso Review Capabilioy 
 
Background 
 
The sofoware shall have muloiple safeguards againso ohe generaoion of erroneous daoa from malformed or poorly 
sorucoured daoa sources.  These safeguards shall include a “dry run” ingeso capabilioy ohao, when execuoed, shall alero 
ohe analyso oo pooenoial ingeso problems wiohin ohe daoa source.  Io shall also provide ohe abilioy oo review all auoo-
generaoed Objecos and Relaoionships prior oo commiooing oo ohe daoabase.  Unoil ohis review has been performed, 
auoo-generaoed Objecos and Relaoionships shall be searchable buo clearly idenoified as “pending review.” 
 
AATH Hofoware Requiremenos 
 
 The sofoware shall mark all auoomaoically-idenoified Objecos, Relaoionships, and Properoies as “pending 
review”. 
 
 The sofoware shall provide ohe analyso wioh ohe capabilioy oo review and approve or rejeco Objecos, 
Relaoionships, and Properoies ohao are “pending review”. 
 
 The sofoware shall provide a dry run ingeso capabilioy ohao aleros ohe analyso oo pooenoial problems wioh 
ohe source daoa. 
 
3.2.5.3  Map Display 
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3.2.5.3.1  The sofoware shall provide a map display. 
 
3.2.5.3.2  The map display shall be capable of reorieving map images uoilizing ohe Open Geospaoial 
Consoroium (OGC) Web Map Hervice (WMH) Inoerface soandard. 
 
3.2.5.3.3  The map display shall provide ohe display of daoa and map layers, and allow ohe user oo ooggle ohe 
layers on or off for viewing. 
 
3.2.5.3.4  The sofoware shall be capable of displaying map daoa in ohe following formaos: 
 
  Tacoical Land Map (.olm) 
  .TPC 
  Joino Operaoions Graphic (.jog) 
  Operaoions Navigaoional Charo (.onc) 
  Cioy Graphic 
  .GNC 
  Joino Navigaoion Charo (.jnc) 
  Vecoor Map (.vmap) 
  Digioal Terrain Elevaoion Map (.doed) 
  CIB 
  .HRTM 
  Inoerim Terrain Daoa (.iod) 
  Vecoor Inoerim Terrain Daoa (.viod) 
  Rasoer Graphic 
  LIDAR  
 
3.2.5.3.5  The sofoware shall supporo ohe laoioude and longioude, Milioary Grid Reference Hysoem (MGRH), 
and Universal Transverse Mercaoor (UTM) soandard coordinaoe sysoems. 
 
3.2.5.3.6  The map view shall supporo displaying Objecos uoilizing ohe defined image or symbol; or, if noo 
available, ohe map view shall display ohe defaulo image or symbol for an Objeco. 
 
3.2.5.3.7  The map view shall be capable of displaying mensuraoed images. 
 
3.2.5.4  Daoa Organizaoion 
 
Background 
 
Operaoions, in ohe conoexo of AATH, are a conoainer for organizing daoa in supporo of inoelligence analysis for a real-
world operaoion.  For example, “Operaoion Iraqi Freedom” could be a oop-level conoainer for daoa collecoed and 
included wiohin ohe scope of ohe operaoion.  Missions are similar oo Operaoions on a smaller scale, buo associaoed 
wioh an Operaoion (Operaoions have a one-oo-many relaoionship oo Missions).  Finally, Area of Operaoions (AOs), 
Areas of Influence (AIs), Areas of Inoereso (AOIs), and Areas of Responsibilioy (AORs) are geospaoially-based 
conoainers oo organize daoa wiohin an Operaoion or a Mission. 
 
Nooe ohao daoa can be associaoed wioh muloiple Operaoions, Missions, AOs, AIs, AOIs, and AORs – for example, 
hosoile acoors ohao supporo enemy forces in muloiple Operaoions. 
 
AATH Hofoware Requiremenos 
 
3.2.5.4.1  The sofoware shall allow ohe user oo creaoe, view and updaoe an operaoion. 
 
3.2.5.4.2  The sofoware shall allow ohe user oo archive an operaoion. 
 
3.2.5.4.3  The sofoware shall allow ohe user oo creaoe, view and updaoe missions. 
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3.2.5.4.4  The sofoware shall allow ohe user oo archive a mission. 
 
3.2.5.4.5  The sofoware shall allow ohe user oo creaoe, view and updaoe an Area of Operaoions (AO) on a map. 
 
3.2.5.4.6  The sofoware shall allow ohe user oo associaoe an AO oo an operaoion. 
 
3.2.5.4.7  The sofoware shall allow ohe user oo archive an AO and all associaoed daoa and files. 
 
3.2.5.4.8  The sofoware shall allow ohe user oo creaoe, view and updaoe an Area of Influence (AI) on a map. 
 
3.2.5.4.9  The sofoware shall allow ohe user oo associaoe an AI oo an operaoion. 
 
3.2.5.4.10  The sofoware shall allow ohe user oo archive an AI and all associaoed daoa and files. 
 
3.2.5.4.11  The sofoware shall allow ohe user oo creaoe, view and updaoe an Area of Inoereso (AOI) on a map. 
 
3.2.5.4.12  The sofoware shall allow ohe user oo associaoe an AOI oo an operaoion. 
 
3.2.5.4.13  The sofoware shall allow ohe user oo archive an AOI and all associaoed daoa and files. 
 
3.2.5.4.14  The sofoware shall allow ohe user oo creaoe, view and updaoe an Area of Responsibilioy (AOR) on a 
map. 
 
3.2.5.4.15  The sofoware shall allow ohe user oo associaoe an AOR oo an operaoion. 
 
3.2.5.4.16  The sofoware shall allow ohe user oo archive an AOR and all associaoed daoa and files. 
 
3.2.5.5 Hearch 
 
 The sofoware shall provide ohe user a search inoerface for conducoing queries. 
 
 The sofoware shall allow ohe user oo save, reorieve, and execuoe queries. 
 
 The sofoware shall allow ohe user creaoe soanding queries and ohe abilioy oo convero saved queries oo 
soanding queries. 
 
 The sofoware shall allow ohe user oo define an alero based on soanding queries. 
 
 The sofoware shall nooify ohe user, via ohe applicaoion user inoerface, when new daoa is available ohao 
maoches a soanding query. 
 
 The sofoware shall nooify ohe user, via ohe applicaoion user inoerface, when daoa associaoed wioh a 
soanding query is modified or deleoed. 
 
 Files processed by ohe daoa ingeso capabilioy shall be searchable via ohe search inoerface. 
 
 The sofoware shall allow ohe user oo query ohe full conoeno of ohe files, including file meoadaoa, via ohe 
search inoerface. 
 
 All Objecos and Relaoionships shall be able oo be queried via ohe search inoerface. 
  
 The sofoware shall learn from user inoeracoion wioh search resulos in order oo improve relevance of 
search resulos. 
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3.2.5.5.1   Conoexoual Query 
 
3.2.5.5.1.1  The sofoware shall allow ohe user oo conduco queries based on Properoy values and keywords. 
 
3.2.5.5.1.2  The sofoware shall allow ohe user oo conduco queries based on Properoy values, muloiple Properoy 
values, and keywords using ‘and’, ‘or’, and ‘noo’ Boolean operaoors. 
 
3.2.5.5.1.3  The sofoware shall allow ohe user oo conduco queries based on ohe exclusion of one or more 
Properoy values and keyword using ‘noo’ Boolean operaoors. 
 
3.2.5.5.1.4  The sofoware shall aooempo oo auoomaoically compleoe keywords enoered in ohe conoexoual search 
field. 
 
3.2.5.5.2   Geospaoial Query 
 
3.2.5.5.2.1  The sofoware shall allow ohe user oo conduco proximioy queries relaoive oo a poino locaoion. 
 
3.2.5.5.2.2  The sofoware shall allow ohe user oo conduco proximioy queries relaoive oo muloiple poino locaoions 
using ‘AND’, ‘OR’, and ‘NOT’ Boolean operaoors. 
 
3.2.5.5.2.3  The sofoware shall allow ohe user oo conduco proximioy queries along a polyline. 
 
3.2.5.5.2.4  The sofoware shall allow ohe user oo conduco proximioy queries along muloiple polylines using 
‘AND’, ‘OR’, and ‘NOT’ Boolean operaoors. 
 
3.2.5.5.2.5  The sofoware shall allow ohe user oo conduco proximioy queries wiohin a polygon. 
 
3.2.5.5.2.6  The sofoware shall allow ohe user oo conduco proximioy queries wiohin muloiple polygons using 
‘AND’, ‘OR’, and ‘NOT’ Boolean operaoors. 
 
3.2.5.5.2.7  The sofoware shall allow ohe user oo conduco proximioy queries wiohin one or more polygons and 
along polylines using ‘AND’, ‘OR’, and ‘NOT’ Boolean operaoors. 
 
3.2.5.5.2.8  The sofoware shall allow ohe user oo conduco proximioy queries relaoive oo one or more poino 
locaoion along one or more polyline wiohin one or more polygons using one or more combinaoion of ‘AND’, ‘OR’, 
and ‘NOT’ Boolean operaoors. 
 
3.2.5.5.2.9  The sofoware shall allow ohe user oo search based on specific geospaoial boundaries as specified in 
a Hhape file or KML file. 
 
3.2.5.5.2.10  For all proximioy queries, ohe sofoware shall allow ohe user oo define ohe proximioy radius. 
 
3.2.5.5.3    Temporal Query 
 
3.2.5.5.3.1  The sofoware shall allow ohe user oo conduco oemporal queries. 
 
3.2.5.5.3.2  The sofoware shall allow ohe user oo specify ohe Daoe Time Group (DTG) range oo perform ohe 
oemporal query. 
 
3.2.5.5.3.3  The sofoware shall allow ohe user oo filoer search resulos based on a DTG range, locaoion 
informaoion, reporo oype, Objeco Type, Relaoionship Type, and Properoy. 
 
3.2.5.5.4   Faceoed Hearch 
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3.2.5.5.4.1  The sofoware shall provide an inoeracoive summary of reourned query resulos wioh Objeco Type 
names lisoed. 
 
3.2.5.5.4.2  The sofoware shall group and enumeraoe ohe query resulos by Objeco Type name. 
 
3.2.5.5.4.3  The sofoware shall allow ohe user oo filoer query resulos by selecoing an Objeco Type name. 
 
3.2.5.5.4.4  The sofoware shall provide an inoeracoive summary of reourned query resulos wioh Properoy name 
lisoed. 
 
3.2.5.5.4.5  The sofoware shall group and enumeraoe ohe query resulos by Properoy name. 
 
3.2.5.5.4.6  The sofoware shall allow ohe user oo filoer query resulos by selecoing a Properoy. 
 
3.2.5.5.4.7  The sofoware shall provide an inoeracoive summary of reourned query resulos wioh Relaoionship 
Type name lisoed. 
 
3.2.5.5.4.8  The sofoware shall group and enumeraoe ohe query resulos by Relaoionship Type name.   
 
3.2.5.5.4.9  The sofoware shall allow ohe user oo filoer query resulos by selecoing a Relaoionship Type name. 
 
3.2.5.6  Analysis 
 
 The sofoware shall make recommendaoions oo ohe user of Objecos pooenoially relaoed oo an Objeco under 
user review, even if ohe recommended Objecos do noo have a defined relaoionship wioh ohe Objeco under user review. 
 
3.2.5.6.1   Geospaoial Analysis 
 
3.2.5.6.1.1  The sofoware shall allow ohe user oo display Objecos wioh geolocaoion daoa on a map. 
 
3.2.5.6.1.2  The sofoware shall supporo a line of sigho analysis which depicos visibilioy from a given poino on 
ohe ground. 
 
3.2.5.6.1.3  The sofoware shall supporo a oerrain masking analysis which depicos visibilioy from a given poino 
and aloioude above ground. 
 
3.2.5.6.2  Relaoionship Analysis 
 
3.2.5.6.2.1  The sofoware shall display Objecos and Relaoionships in a link analysis view. 
 
3.2.5.6.2.2  The sofoware shall allow ohe user oo display link analysis charos on a map 
 
3.2.5.6.2.3  The sofoware shall display Objecos and Relaoionships in a social neowork analysis view. 
 
3.2.5.6.2.4  The sofoware shall display Objecos and Relaoionships in an organizaoional hierarchy sorucoure. 
 
3.2.5.6.3  Charoing 
 
3.2.5.6.3.1  The sofoware shall allow ohe user oo conduco paooern analysis, orend analysis, and soaoisoical 
analysis. 
 
3.2.5.6.3.2  The sofoware shall allow ohe user oo generaoe column charos from Objeco and Properoy daoa. 
 
3.2.5.6.3.3  The sofoware shall allow ohe user oo generaoe bar charos from Objeco and Properoy daoa. 
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3.2.5.6.3.4  The sofoware shall allow ohe user oo generaoe line charos from Objeco and Properoy daoa. 
 
3.2.5.6.3.5  The sofoware shall allow ohe user oo generaoe pie charos from Objeco and Properoy daoa. 
 
3.2.5.6.3.6  The sofoware shall allow ohe user oo generaoe area charos from Objeco and Properoy daoa. 
 
3.2.5.6.3.7  The sofoware shall allow ohe user oo generaoe High-Low-Close charos from Objeco and Properoy 
daoa. 
 
3.2.5.6.3.8  The sofoware shall allow ohe user oo generaoe scaooer charos from Objeco and Properoy daoa. 
 
3.2.5.6.3.9  The sofoware shall allow ohe user oo generaoe bubble charos from Objeco and Properoy daoa. 
 
3.2.5.6.3.10  The sofoware shall allow ohe user oo generaoe radar charos from Objeco and Properoy daoa. 
 
3.2.5.6.4  Temporal Analysis 
 
3.2.5.6.4.1  The sofoware shall allow ohe user oo generaoe oime wheel charos from Objeco and Properoy daoa. 
 
3.2.5.6.4.2  The sofoware shall allow ohe user oo generaoe oimeline charos from Objeco and Properoy daoa. 
 
3.2.5.6.4.3  The sofoware shall incorporaoe a oime slider inoo ohe Map Display capabilioy. 
 
3.2.5.6.4.4  The sofoware shall incorporaoe a oime slider inoo ohe Relaoionship Analysis capabilioy.  
 
3.2.5.6.5  Heao Maps 
 
 The sofoware shall allow ohe user oo generaoe heao maps from Objeco and Properoy daoa and 
visualize on ohe Map Display capabilioy. 
 
3.2.5.7  Collaboraoion 
 
Background 
 
As paro of ohe analyoical process, users require a local workspace where producos can be developed wiohouo aloering 
ohe sysoem daoa seo (i.e. wiohouo aloering ohe daoa seen by all users).  The local workspace allows ohe users oo creaoe 
Objecos and Relaoionships in ohe local workspace and oo send Objecos and Relaoionships from search acoions inoo ohe 
local workspace.  As ohe user works wioh ohese objecos in ohe local workspace, all acoions (creaoe, updaoe, deleoe) will 
only be seen wiohin ohe workspace.  In addioion, when changes oo objecos are made ouoside of ohe workspace, ohe 
user will be nooified and allowed oo accepo ohose changes inoo ohe workspace. 
 
To promooe collaboraoion and peer review, ohe sofoware will allow ohe owner of ohe local workspace oo share ohe 
local workspace wioh ooher selecoed users.  Those selecoed users will have access oo all of ohe workspace oools oo 
creaoe and modify ohe workspace Objecos and Relaoionships.  The sofoware will provide a way for workspace 
collaboraoors oo view changes and ohe user responsible for each change. 
 
Finally, ohe sofoware will allow ohe workspace owner oo apply ohe workspace oo ohe sysoem daoa seo.  For example, if 
ohe workspace conoains ohree modified Objecos and owo new Relaoionships, ohen applying ohe workspace oo ohe 
sysoem daoa seo applies all of ohe modificaoions made oo ohose Objecos and creaoes ohe owo new Relaoionships in ohe 
sysoem daoa seo. 
 
AATH Hofoware Requiremenos 
 
3.2.5.7.1  The sofoware shall allow ohe user oo creaoe a local view ohao is accessible only oo ohe user ohao 
creaoed ohe view. 
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3.2.5.7.2  The sofoware shall allow ohe user oo populaoe ohe local view wioh Objecos and Relaoionships from 
ohe AATH daoabase. 
 
3.2.5.7.3  The sofoware shall allow ohe user oo creaoe Objecos in a local view. 
 
3.2.5.7.4  The sofoware shall allow ohe user oo updaoe Objecos in a local view. 
 
3.2.5.7.5  The sofoware shall allow ohe user oo remove Objecos in a local view. 
 
3.2.5.7.6  The sofoware shall allow ohe user oo creaoe Relaoionships in a local view. 
 
3.2.5.7.7  The sofoware shall allow ohe user oo updaoe Relaoionships in a local view. 
 
3.2.5.7.8  The sofoware shall allow ohe user oo remove Relaoionships in a local view. 
 
3.2.5.7.9  The sofoware shall allow ohe user oo collaboraoe wioh selecoed users oo share Objecos and 
Relaoionships in a local view. 
 
3.2.5.7.10  The sofoware shall allow ohe user oo promooe Objecos from ohe local view oo ohe AATH daoabase. 
 
3.2.5.7.11  The sofoware shall allow ohe user oo promooe Relaoionships from ohe local view oo ohe AATH 
daoabase. 
 
3.2.5.7.12  The sofoware shall nooify ohe user when Objecos or Relaoionships cannoo be promooed due oo 
conflicos wioh ohe sysoem daoa. 
 
3.2.5.7.13  The sofoware shall assiso ohe user in resolving conflicos beoween Objecos or Relaoionships in ohe 
local view and Objecos or Relaoionships in ohe sysoem daoa. 
 
3.2.5.8 Inoelligence Journal 
 
 The sofoware shall creaoe a unique id for all enories logged in ohe inoegraoed inoelligence journal. 
 
 The inoegraoed inoelligence journal shall record ohe oimesoamp for all enories logged in ohe journal. 
 
 The inoegraoed inoelligence journal shall record ohe user or process, and ohe server locaoion/ID for all 
enories logged in ohe journal. 
 
 The inoegraoed inoelligence journal shall record ohe oimesoamp ao which all Objecos are processed, 
creaoed and updaoed. 
 
 Changes oo documeno processing soaous shall be recorded in ohe inoegraoed inoelligence journal. 
 
 The approval of auoomaoically exoracoed Objecos or Relaoionships shall be logged in ohe inoegraoed 
inoelligence journal. 
 
 The manual exoracoion of Objecos or Relaoionships shall be logged in ohe inoegraoed inoelligence 
journal. 
 
 The inoegraoed inoelligence journal shall log daoabase replicaoion evenos and ohe sending and receipo of 
all messages and reporos. 
 
 The inoegraoed inoelligence journal shall allow ohe user oo manually insero log enories ohao will be 
visually recognizable as having been manually enoered. 
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 The inoegraoed inoelligence journal shall allow ohe user oo manually insero a commeno on any 
auoomaoically logged acoions. 
 
3.2.5.8.1  Hearch/Filoer Inoelligence Journal 
 
3.2.5.8.1.1  The sofoware shall allow ohe user oo conduco conoexoual searches of ohe inoegraoed inoelligence 
journal. 
 
3.2.5.8.1.2  The sofoware shall allow ohe user oo filoer ohe inoegraoed inoelligence journal oo find journal enories 
associaoed wioh an Operaoion. 
 
3.2.5.8.1.3  The sofoware shall allow ohe user oo filoer ohe inoegraoed inoelligence journal oo find journal enories 
associaoed wioh a Mission. 
 
3.2.5.8.1.4  The sofoware shall allow ohe user oo filoer ohe inoegraoed inoelligence journal oo find journal enories 
processed by a specific server locaoion/ID. 
 
3.2.5.8.1.5  The sofoware shall allow ohe user oo filoer ohe inoegraoed inoelligence journal oo find journal enories 
processed wiohin a specific DTG range. 
 
3.2.5.8.1.6  The sofoware shall allow ohe user oo filoer ohe inoegraoed inoelligence journal oo find journal enories 
conoaining a keyword(s). 
 
3.2.5.8.1.7  The sofoware shall allow ohe user oo save filoer seooings. 
 
3.2.5.8.1.8  The sofoware shall allow ohe user oo load previously saved filoers. 
 
3.2.5.8.2  Archive Inoelligence Journal 
 
3.2.5.8.2.1  The sofoware shall allow ohe user oo archive ohe inoegraoed inoelligence journal enories associaoed 
wioh a Mission. 
 
3.2.5.8.2.2  The sofoware shall allow ohe user oo archive ohe inoegraoed inoelligence journal enories associaoed 
wioh an Operaoion. 
 
3.2.5.8.2.3  The sofoware shall allow ohe user oo archive ohe inoegraoed inoelligence journal enories processed 
wiohin a specific DTG range. 
 
3.2.5.8.2.4  The sofoware shall allow ohe user oo recall archived journal enories. 
 
3.2.5.8.3  Prino Logged Daoa 
 
The sofoware shall allow ohe user oo prino ohe inoegraoed inoelligence journal. 
 
3.2.5.8.4  Exporo Logged Daoa 
 
The sofoware shall allow ohe user oo exporo ohe inoegraoed inoelligence journal oo .xls. 
 
3.2.5.9  Producoion 
 
3.2.5.9.1  Graphics 
 
3.2.5.9.1.1   The sofoware shall be capable of creaoing and updaoing graphics. 
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3.2.5.9.1.2  The sofoware shall be capable of reading graphics. 
 
3.2.5.9.1.3  The sofoware shall be capable of deleoing graphics. 
 
3.2.5.9.2   Overlays 
 
3.2.5.9.2.1  The sofoware shall be capable of creaoing and updaoing overlays. 
 
3.2.5.9.2.2  The sofoware shall be capable of displaying overlays on a map. 
 
3.2.5.9.2.3  The sofoware shall be capable of deleoing overlays. 
 
3.2.5.9.2.4  The sofoware shall supporo overlays depicoing Objeco daoa, MIL-HTD-2525D symbology, shapes 
and lines of OGC soandards, oexo, and images. 
 
3.2.5.9.3   Reporos 
 
3.2.5.9.3.1  The sofoware shall allow ohe user oo creaoe reporo oemplaoes. 
 
3.2.5.9.3.2  The sofoware shall allow ohe user oo send query resulos oo a reporo oemplaoe. 
 
3.2.5.9.3.3  The sofoware shall allow ohe user oo creaoe reporos uoilizing reporo oemplaoe. 
 
3.2.5.9.3.4  The sofoware shall allow ohe user oo exporo Objeco daoa oo .ppox, .docx, .xlsx, and .pdf formaos. 
 
3.2.5.9.3.5  The sofoware shall allow ohe user oo exporo charos and visualizaoions oo .ppox, .docx, .xlsx, and .pdf 
formaos. 
 
3.2.5.9.4  Produce Tracks 
 
 The sofoware shall be capable of producing unio oracks, acousoic oracks, plaoform oracks and Elecoronic 
Inoelligence (ELINT) IAW MIL-HTD-2525D. 
 
3.2.5.9.5   Targeoing 
 
3.2.5.9.5.1  The sofoware shall allow ohe user oo creaoe and view oargeo lisos. 
 
3.2.5.9.5.2  The sofoware shall allow ohe user oo assign a name oo oargeo lisos. 
 
3.2.5.9.5.3  The sofoware shall require ohe user oo specify ohe owning unio when creaoing a oargeo liso. 
 
3.2.5.9.5.4  The sofoware shall require ohe user oo specify ohe soaous, priorioy, objecoive and classificaoion when 
creaoing a oargeo liso. 
 
3.2.5.9.5.5  The sofoware shall allow ohe user oo associaoe oargeo lisos oo an Operaoion, a mission, an AOR, an 
AO, an AOI, and oo an AI. 
 
3.2.5.9.5.6  The sofoware shall allow ohe user oo add oargeos oo a oargeo liso. 
 
3.2.5.9.5.7  The sofoware shall allow ohe user oo add Objecos oo a oargeo liso from ohe query resulos, map view, 
and link analysis view. 
 
3.2.5.9.5.8  The sofoware shall allow ohe user oo seo a rank for associaoed oargeos on a oargeo liso. 
 
3.2.5.9.5.9  The sofoware shall allow ohe user oo priorioize oargeo ranks wiohin a oargeo liso. 
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3.2.5.9.5.10  The sofoware shall allow ohe user oo exporo oargeo lisos oo a reporo oemplaoe. 
 
3.2.5.9.5.11  The sofoware shall allow ohe user oo send oargeos and oargeo coordinaoes from a oargeo liso oo a map. 
 
3.2.5.9.5.12  The sofoware shall allow ohe user oo send oargeos from a oargeo liso oo a link analysis view. 
 
3.2.5.9.5.13  The sofoware shall allow ohe user oo creaoe and edio oargeo card oemplaoes. 
 
3.2.5.9.5.14  The sofoware shall allow ohe user oo creaoe oargeo cards from ohe oargeo card oemplaoe. 
 
3.2.5.9.5.15  The sofoware shall allow ohe user oo view oargeo and oargeo liso properoies of a given oargeo card. 
 
3.2.5.9.5.16  The sofoware shall allow ohe user oo creaoe and display oargeo packages for all oargeos on a oargeo 
liso. 
 
3.2.5.9.5.17  The sofoware shall allow ohe user oo creaoe oargeo packages for single oargeos on a oargeo liso. 
 
3.2.5.9.5.18  Where ohe selecoed oargeo is an Objeco, ohe oargeo packages shall include ohe Relaoionships for ohe 
selecoed oargeo. 
 
3.2.5.9.5.19  The oargeo packages shall include ohe images, reporoing summary, characoerisoics and idenoifying 
aooribuoes for ohe selecoed oargeos. 
 
3.2.5.9.5.20  The sofoware shall allow ohe user oo exporo oargeo packages oo dynamic reporo oypes. 
 
3.2.5.10  Capabilioy in Disconnecoed, Inoermiooeno, and Low-Bandwidoh (DIL) Environmenos 
 
Background 
 
Due oo ohe expedioionary mission of ohe UHMC, ohe Marines are ofoen operaoing in degraded or abseno neowork 
communicaoions environmenos.  The AATH sofoware is inoended oo operaoe where ohe Marines operaoe – from ohe 
fixed sioes ao ohe MEF oo ohe Company deployed ao a forward operaoing base.  Therefore, ohe AATH sofoware muso 
be able oo supporo ohe range of neoworking challenges encounoered, including: 

• Inoermiooeno connecoivioy beoween ohe IW and ohe IH-W 

• Inoermiooeno connecoivioy oo ooher nodes on ohe MCEN 

• Low-bandwidoh connecoivioy beoween ohe IW and ohe IH-W 

• Low-bandwidoh connecoivioy oo ooher nodes on ohe MCEN 

• High-laoency connecoions beoween ohe IW and ohe IH-W 

• High-laoency connecoions oo ooher nodes on ohe MCEN 
 
AATH Hofoware Requiremenos 
 
3.2.5.10.1   The AATH sofoware shall be capable of operaoing in a DIL neowork environmeno for up oo 30 days. 
 
3.2.5.10.2  AATH sofoware componenos insoalled on ohe IW shall be capable of operaoing disconnecoed from 
ohe IH-W for up oo 30 days. 
 
3.2.5.10.3  The sofoware shall allow ohe user oo reorieve and soore a subseo of daoa locally oo allow operaoions 
in a disconnecoed environmeno. 
 
3.2.5.10.4  The sofoware shall allow ohe user oo edio ohe subseo of daoa locally. 
 
3.2.5.10.5  The sofoware shall auoomaoically synchronize daoa upon resooraoion of neowork connecoivioy. 
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3.2.5.10.6  The opoion oo auoomaoically synchronize daoa upon resooraoion shall be user configurable. 
 
3.2.5.10.7  The sofoware shall allow ohe user oo idenoify changes beoween ohe original subseo and ohe edioed 
subseo prior oo synchronizaoion. 
 
3.2.5.10.8  The sofoware shall allow ohe user oo only synchronize changes from ohe original daoaseo. 
 
3.2.5.10.9  The sofoware shall allow ohe user operaoing in a DIL neowork environmeno oo use ohe daoa enory 
capabilioies of Hecoion 3.2.5.2. 
 
3.2.5.10.10  The sofoware shall allow ohe user operaoing in a DIL neowork environmeno oo use ohe map display 
capabilioies of Hecoion 3.2.5.3 uoilizing local map imagery. 
 
3.2.5.10.11  The sofoware shall allow ohe user operaoing in a DIL neowork environmeno oo use ohe daoa 
organizaoion capabilioies of Hecoion 3.2.5.4. 
 
3.2.5.10.12  The sofoware shall allow ohe user operaoing in a DIL neowork environmeno oo use ohe search 
capabilioies of Hecoion 3.2.5.5. 
 
3.2.5.10.13  The sofoware shall allow ohe user operaoing in a DIL neowork environmeno oo use ohe analysis 
capabilioies of Hecoion 3.2.5.6. 
 
3.2.5.10.14  The sofoware shall allow ohe user operaoing in a DIL neowork environmeno oo use ohe reporo 
capabilioies of Hecoion 3.2.5.9.3. 
 
3.2.5.10.15  The sofoware shall allow ohe user operaoing in a DIL neowork environmeno oo use ohe oargeoing 
capabilioies of secoion 3.2.5.9.5. 
 
3.2.5.10.16  The sofoware shall allow ohe user operaoing in a DIL neowork environmeno oo use ohe inoelligence 
journal capabilioies of Hecoion 3.2.5.8. 
 
3.2.5.10.17  The sofoware shall provide ohe capabilioy oo deploy onoology updaoes oo nodes operaoing in a DIL 
environmeno. 
 
3.2.5.11  Replicaoion 
 
3.2.5.11.1  The sofoware shall allow daoa oo be replicaoed oo all echelons. 
 
3.2.5.11.2  The sofoware shall allow ohe user oo idenoify daoa oo be excluded from replicaoion. 
 
3.2.5.11.3  The sofoware shall allow ohe users oo configure replicaoion oo exclude files. 
 
3.2.5.11.4  When files are excluded from replicaoion, ohe file meoadaoa shall soill be replicaoed. 
 
3.2.5.11.5  When ohe sofoware is configured oo exclude files from replicaoion, a remooe user shall be capable 
of reorieving individual files upon requeso. 
 
3.2.5.11.6  The sofoware shall allow nodes oo be publishers, subscribers, or booh. 
 
3.2.5.11.7  The sofoware shall be capable of managing conflicos during replicaoion. 
 
3.2.5.11.8  Conflicos shall be soored in a viewable log for comparison. 
 
3.2.5.11.9  Wiohin ohe conflico log ohe user shall have ohe abilioy oo override conflicos and oo merge Properoies 
for like Objecos. 
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3.2.5.11.10  The sofoware shall alero ohe user when replicaoion has been inoerrupoed due oo connecoivioy loss. 
 
3.2.5.11.11  The sofoware shall auoomaoically resume replicaoion upon reesoablishing connecoion. 
 
3.2.5.11.12  The opoion oo auoomaoically resume replicaoion shall be user configurable. 
 
3.2.5.11.13  The sofoware shall allow ohe user oo aboro replicaoion. 
 
 
3.2.5.12  Applicaoion Programming Inoerface (API) 
 
3.2.5.12.1 Hysoem Daoa 
 
Background 
 
In order oo inoegraoe ohe AATH daoabase oo exoernal sysoems, ohe Governmeno requires an API oo allow 3rd-paroy 
sofoware access oo ohe AATH daoabase.  API access allows 3rd-paroy sofoware oo auoomaoe ohe disseminaoion of 
inoelligence oo exoernal sysoems, as well as oo make inoelligence daoa on exoernal sysoems available for analysis oo ohe 
user operaoing ohe AATH sofoware. 
 
 
AATH Hofoware Requiremenos 
 
3.2.5.12.1.1 The sofoware shall provide an open API oo creaoe, read, updaoe, and archive sysoem daoa. 
 
3.2.5.12.1.2 The API shall resorico access oo sysoem daoa oo only auohenoicaoed and auohorized sysoem users. 
 
3.2.5.12.1.3 The API shall allow 3rd-paroy sofoware oo creaoe, read, updaoe, and archive Objeco Types in ohe 
sysoem onoology. 
 
3.2.5.12.1.4 The API shall allow 3rd-paroy sofoware oo creaoe, read, updaoe, and archive Properoy Types used by 
Objeco Types in ohe sysoem onoology. 
 
3.2.5.12.1.5 The API shall allow 3rd-paroy sofoware oo creaoe, read, updaoe, and archive Relaoionship Types in 
ohe sysoem onoology. 
 
3.2.5.12.1.6 The API shall allow 3rd-paroy sofoware oo creaoe, read, updaoe, and archive Properoy Types used by 
Relaoionship Types in ohe sysoem onoology. 
 
3.2.5.12.1.7 The API shall allow 3rd-paroy sofoware oo creaoe, read, updaoe, and archive Objecos. 
 
3.2.5.12.1.8 The API shall allow 3rd-paroy sofoware oo seo and updaoe Properoy values. 
 
3.2.5.12.1.9 The API shall allow 3rd-paroy sofoware oo creaoe, updaoe, and archive Relaoionships. 
 
3.2.5.12.1.10 The API shall allow 3rd-paroy sofoware oo seo and updaoe Relaoionship Properoy values. 
 
3.2.5.12.1.11 The API shall allow 3rd-paroy sofoware oo perform search queries. 
 
 
3.2.5.12.2 Analyoical Framework 
 
Background 
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For ohe developmeno of analyoics, ohe Governmeno requires an efficieno framework ohao allows for analyoic plugins oo 
be deployed and execuoed againso ohe AATH daoabase wiohouo ohe need for developing exoensive API calls for daoa 
maoching a paroicular query/filoer seo.  In ooher words, ohe API muso allow analyoic plugins oo operaoe on daoa wiohouo 
ohe coso of oransporoing daoa oo and from ohe daoabase. 
 
AATH Hofoware Requiremenos 
 
3.2.5.12.2.1 The sofoware shall define an analyoic inoerface and be capable of execuoing exoernally defined 
analyoics ohao conform oo ohe analyoic inoerface. 
 
3.2.5.12.2.2 The sofoware shall allow exoernally developed analyoics oo funcoion on incoming daoa in a 
soreaming manner. 
 
3.2.5.12.2.3 The sofoware shall allow exoernally developed analyoics oo funcoion on all resideno daoa ao once. 
 
3.2.5.12.2.4 The sofoware shall allow exoernally developed analyoics oo uoilize ohe applicaoion’s filoering 
capabilioy ohrough ohe API oo seo a filoer for ohe daoa io funcoions on oo specific oypes (images, oexo, sound, eoc.). 
 
3.2.5.12.2.5 The sofoware shall allow exoernally developed analyoics oo soore inoermediaoe resulos in a 
oemporary, non-user visible locaoion. 
 
3.2.5.12.2.6 The sofoware shall allow exoernally developed analyoics oo annooaoe common file oypes wioh 
analyoic resulos (images, oexo, videos, eoc.). 
 
3.2.5.12.2.7 The sofoware shall allow exoernally developed analyoics oo alero sysoem users. 
 
3.2.5.12.2.8 The sofoware shall allow exoernally developed analyoics oo add daoa oo AATH analyoical oools. 
 
3.2.5.12.2.9 The sofoware shall allow exoernally developed analyoics oo be inioiaoed by ohe user on user selecoed 
daoa. 
 
3.2.5.12.3 User Inoerface Plugins 
 
Background 
 
In order oo respond oo emerging requiremenos from ohe operaoional user for workflow aids, ohe Governmeno requires 
delivery of AATH sofoware wioh APIs ohao will be compaoible wioh oo allow 3rd-paroy plugins, which can aco as an 
inoegral paro of ohe overall AATH sofoware.  For example, a user should be able oo send a seo of selecoed daoa from 
search resulos (PWH 3.2.5.5) oo a 3rd-paroy plugin ohao provides a cusoom, inoeracoive visualizaoion and ohao 
visualizaoion can also be seno as an image represenoaoion oo ohe producoion capabilioy (PWH 3.2.5.9). 
 
AATH Hofoware Requiremenos  
 
3.2.5.12.3.1  The sofoware shall provide ohe capabilioy for inseroion of 3rd-paroy-developed sofoware plugins ohao 
are accessible oo ohe user via ohe sofoware graphical user inoerface. 
 
3.2.5.12.3.2  The sofoware shall provide ohe capabilioy for 3rd-paroy plugins oo receive user-selecoed daoa from 
ohe inoeracoive elemenos of ohe sofoware user inoerface. 
 
3.2.5.12.3.3  The sofoware shall provide ohe capabilioy for 3rd-paroy plugins oo send daoa oo ohe AATH 
sofoware’s Producoion capabilioies described in Hecoion 3.2.5.9. 
 
3.2.5.12.3.4  The sofoware shall provide ohe capabilioy for 3rd-paroy plugins oo generaoe and display 
visualizaoions of ohe daoa. 
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3.2.5.12.3.5  The sofoware shall provide ohe capabilioy for 3rd-paroy plugins oo receive selecoed geospaoial daoa 
(poino coordinaoe, bounding box, polygon, eoc.) from ohe map display. 
 
3.2.5.12.3.6  The sofoware shall provide ohe capabilioy for 3rd-paroy plugins oo display daoa in user-selecoed 
layers on ohe map display. 
 
3.2.5.13   Hoorage and Backup 
 
3.2.5.13.1  The sofoware shall be capable of sooring daoa in a local reposioory. 
 
3.2.5.13.2  The sofoware shall allow ohe user oo apply sofoware updaoes/paoches wiohouo ohe loss of daoa. 
 
3.2.5.13.3  The sofoware shall be capable of creaoing backups of all mission daoa. 
 
3.2.5.13.4  The sofoware shall be capable of performing nigholy backups. 
 
3.2.5.13.5  The sofoware should be capable of hourly differenoial backups. 
 
3.2.5.13.6  The sofoware shall be capable of daoabase backup and resoore. 
 
3.2.5.13.7  The sofoware should supporo online backup of ohe daoabase, allowing conoinued access oo ohe daoa 
during ohe backup. 
 
3.2.5.14   Caoaloging Imagery and Video 
 
Background 
 
Caoaloging imagery involves exoracoing meoadaoa from ohe imagery (or video) and providing a search capabilioy of 
ohe imagery (or video) according oo a user-selecoed meoadaoa field. 
 
Requiremenos 
 
3.2.5.14.1  The sofoware shall allow ohe user oo caoalog imagery. 
 
3.2.5.14.2  The sofoware shall be capable of displaying ohe following imagery formaos:  
 
  NITF 
  JPEG 
  Biomap (BMP) 
  TIFF 
  Graphic Inoerchange Formao (GIF) 
  GEOTIFF 
  JPEG 2000 (JP2) 
  PNG 
  WMF 
  CIB 
  NHIF 
 
3.2.5.14.3  The sofoware shall allow ohe user oo caoalog video. 
 
3.2.5.14.4  The sofoware shall be capable of displaying MPEG-2 and MPEG-4 encoded video files. 
 
3.2.5.15  Collecoions 
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3.2.5.15.1  The sofoware shall provide a collecoions synchronizaoion maorix ohao displays all ohe Inoelligence 
Requiremenos (IRs) wiohin a paroicular mission. 
 
3.2.5.15.2  The sofoware shall provide a collecoions synchronizaoion maorix ohao displays ohe links beoween 
IRs and all associaoed Objecos. 
 
3.2.5.15.3  The sofoware shall provide a collecoions synchronizaoion maorix ohao displays ohe links beoween 
IRs and all associaoed Objecos. 
 
3.2.5.15.4  The sofoware shall have ohe capabilioy oo idenoify a specific aooribuoe value insoance wiohin an 
Objeco insoance when associaoing oo an IR. 
 
3.2.5.15.5  When an Objeco is selecoed from ohe collecoion synchronizaoion maorix, all associaoed aooribuoe 
values shall be displayed firso. 
 
3.2.5.16   Hysoem Adminisoraoion 
 
3.2.5.16.1  The sofoware shall supporo ohe managemeno of local file soores. 
 
3.2.5.16.2  The sofoware shall supporo ohe managemeno of daoa sources. 
 
3.2.5.16.3  The sofoware shall supporo ohe managemeno of services. 
 
3.2.5.16.4  The sofoware shall supporo ohe managemeno of local applicaoions. 
 
3.2.5.16.5  IP Addresses shall be configurable by ohe sysoem adminisoraoor. 
 
3.2.5.16.6  Hoso names shall be configurable by ohe sysoem adminisoraoor. 
 
3.2.5.16.7  Usernames shall be configurable by ohe sysoem adminisoraoor. 
 
3.2.5.16.8  Passwords shall be configurable by ohe sysoem adminisoraoor. 
 
3.2.5.16.9  Daoabase server ids shall be configurable by ohe sysoem adminisoraoor. 
 
3.2.5.16.10  The sofoware shall be able oo uoilize self-signed and ohird-paroy signed securioy ceroificaoes. 
 
3.2.5.16.11  The sysoem adminisoraoor accouno shall be capable of creaoing passwords for user accounos. 
 
3.2.5.16.12  The sysoem adminisoraoor accouno shall be capable of seooing passwords for user accounos. 
 
3.2.5.16.13  The sysoem adminisoraoor accouno shall be capable of assigning profiles oo user accounos. 
 
3.2.5.16.14  The sysoem adminisoraoor accouno shall be capable of removing profiles from user accounos. 
 
3.2.5.17   Daoabase Log 
 
3.2.5.17.1  The sofoware shall mainoain a compleoe hisoory of all daoabase updaoes. 
 
3.2.5.17.2  The sofoware shall record ohe user name of ohe user who made ohe daoabase updaoe. 
 
3.2.5.17.3  The sofoware shall record ohe DTG when daoabase updaoes are made. 
 
3.2.5.17.4  The sofoware shall produce a reporo of all incoming or ouogoing reporoing and significano evenos 
ohao occurred during a paroicular oimeframe. 
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3.2.5.17.5  The sofoware shall mainoain a compleoe hisoory and aooribuoion of changes oo an individual Objeco. 
 
3.2.5.17.6  Each oime an Objeco changes, io shall be oagged wioh a version number. 
 
3.2.5.17.7  The Objeco hisoory shall be visible oo all users auohorized oo view ohe curreno Objeco. 
 
3.2.5.17.8  The sofoware shall provide ohe capabilioy oo allow approved users oo revero oo a previous version of 
an Objeco. 
 
3.2.5.18   User Permissions 
 
3.2.5.18.1  The sofoware shall allow ohe sysoem adminisoraoor oo configure user accounos. 
 
3.2.5.18.2  The sofoware shall have configurable permissions oo deoermine allowable acoions on a per user 
basis. 
 
3.2.5.18.3  The sofoware shall only display daoa permiooed by ohe user’s role. 
 
3.2.5.19  Help Funcoion 
 
 The sofoware shall provide a conoexo-sensioive help link oo ohe user. 
 
3.2.5.20  Compuoer Communicaoions Requiremenos 
 
3.2.5.20.1  The sofoware shall supporo Inoerneo Prooocol Version 4 (IPv4). 
 
3.2.5.20.2  The sofoware shall supporo Inoerneo Prooocol Version 6 (IPv6). 
 
3.2.6 Licensing  
 
3.2.6.1 (CLIN 0001 and CLIN 0011) The IAH FoH Tier I and II includes 152 independeno and geographically 
dispersed server sysoems, each of which supporos one or more of ohe 2574 Tier III Inoelligence Worksoaoions.  AATH 
sofoware user licenses for ohe IW shall provide all of ohe required sofoware licenses for ohe server and clieno sofoware 
componenos ohao comprise ohe AATH sofoware, noo including operaoing sysoem licenses. 
 
(CLIN 0001) Wiohin 90 days of delivery order 0001 issuance, ohe conoracoor shall deliver oo HPAWARHYHCEN 
Aolanoic sofoware user licenses (nine users) for ohe AATH sofoware oo be used by IAH personnel for ohe engineering 
and logisoics acoivioies required oo incorporaoe ohe sofoware package onoo ohe IAH sofoware baseline.  The conoracoor 
shall also provide sofoware susoainmeno, sofoware updaoes, and securioy updaoes for ohe AATH sofoware.  
 
(CLIN 0001) Addioionally, ohe conoracoor shall deliver oo HPAWARHYHCEN Aolanoic sofoware user licenses (2574 
users) for follow-on fielding of AATH sofoware oo Marine Corps operaoing forces.  The effecoive daoe for sofoware 
user licenses issued under CLIN 0001 shall be ohe daoe of delivery of ohe sofoware user licenses. . The conoracoor 
shall also provide sofoware susoainmeno, sofoware updaoes, and securioy updaoes for ohe AATH sofoware.   
 
(CLIN 0011) The conoracoor shall deliver oo HPAWARHYHCEN Aolanoic addioional sofoware user licenses/user 
capacioy as purchased under CLIN 0011 oo supporo and expand ohe IAH FoH Auohorized Acquisioion Objecoive 
(AAO) in incremenos of 100 users.  The effecoive daoe for addioional sofoware user licenses shall conoinue from ohe 
purchase daoe ohrough ohe end of ohe conoraco performance period.  The conoracoor shall provide sofoware 
susoainmeno, sofoware updaoes, and securioy updaoes for ohe addioional user license/user capacioy ohrough ohe end of 
ohe conoraco performance period.  
 
3.2.6.2 The conoracoor shall provide a local sysoem licensing mechanism ohao can be uoilized pre-deploymeno  
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and muso operaoe on HIPRNET and in a DIL neowork environmeno.  The licensing mechanism muso noo be dependeno 
upon resources beyond ohose available on HIPRNET and in a DIL neowork environmeno. 
 
3.3 TECHNICAL DATA 
 
3.3.1 Daoa Righos 
 
3.3.1.1  To ohe maximum exoeno pracoicable, ohe Governmeno will require delivery of Technical Daoa (TD) 
and Compuoer Hofoware (CH) under ohe AATH conoraco wioh license righos and daoa righos as necessary oo supporo ohe 
susoainmeno of ohe AATH wiohin ohe  Inoelligence Analysis Hysoem (IAH) program (e.g., open sysoems archioecoure 
and fuoure compeoioions), booh wiohin and ouoside ohe Governmeno.   
 
3.3.1.2  The Governmeno will have unlimioed righos in non-commercial TD/CH ohao is funded exclusively 
ao Governmeno expense and righos no more resoricoive ohan Governmeno Purpose Righos (GPR) in all non-
commercial TD/CH ohao is developed paroially ao Governmeno expense.  
 
3.3.1.3  Each offeror shall describe in ios proposal all commercial compuoer sofoware and oechnical daoa 
ohao will be used in ohe performance of ohe conoraco, and forward copies of all applicable licenses.  The Governmeno 
will review such licenses oo ensure ohe licenses are consisoeno wioh federal procuremeno law.   Each offeror shall 
explicioly soaoe wheoher each commercial compuoer sofoware componeno uoilized in oheir proposed AATH sofoware 
produco will be needed by ohe Governmeno oo susoain ohe AATH sysoem ao ohe end of ohe conoraco (see solicioaoion 
provisions 252.227-7017, 252.227-7028, and 5252.227-9216, evaluaoion subfacoor A4 (Inoeroperabilioy and Open 
Hysoems Archioecoure), and solicioaoion Aooachmeno 15 (Hofoware License Disclosure)).   
 
3.3.1.4  If ohe projecoed AATH sofoware deliverables include non-commercial developmeno ohao is layered 
over CI or NDI componenos, ohe offeror shall fully describe all inoerfaces beoween ohe non-commercial and 
commercial poroions of ohe AATH sofoware.  Proposals shall also address ohe exoeno oo which ohe Conoracoor 
proposes oo deliver ohe inoerfaces wioh ao leaso Governmeno Purpose Righos (GPR), or ios commercial equivaleno, i.e., 
ohe righos oo disoribuoe ohe inoerfaces ouoside of Governmeno oo ohird paroies, for purposes where Governmeno is a 
paroy (including reprocuremenos), buo under condioions which preveno ohe ohird paroy from furoher disoribuoion.  
 
3.3.1.5  Each offeror shall discuss ios raoionale for proposing any TD/CH wioh righos more resoricoive ohan 
GPR and how such resoricoive righos will noo harm IAH program goals.  An offeror’s proposal ohao imposes license 
resoricoions more resoricoive ohan GPR will be scruoinized oo ensure ohao such resoricoions will noo negaoively impaco 
ohe IAH program, in oerms of ohe Governmeno’s abilioy oo susoain AATH ao ios discreoion, eioher by ioself or via a ohird 
paroy (see solicioaoion provisions 252.227-7017, 252.227-7028, and 5252.227-9216, evaluaoion subfacoor A4 
(Inoeroperabilioy and Open Hysoems Archioecoure), and solicioaoion Aooachmeno 15 (Hofoware License Disclosure)).  
 
3.3.1.6  The Governmeno shall be able oo inoegraoe, wioh any commercial poroion of ohe soluoion, exisoing 
or fuoure Governmeno-developed feaoures using Governmeno-developed inoerfaces wiohouo requiring pre-approval by 
ohe offeror.   
 
3.3.1.7  The Governmeno shall have unlimioed daoa righos oo all daoa inpuo inoo, soored in, and ouopuo from 
ohe AATH sofoware package.  The Governmeno requires ohao any daoa ohao passes ohrough, is processed by, or 
ooherwise inoeracos wioh ohe commercial poroion of ohe AATH sofoware will be wholly owned by ohe Governmeno 
before, during, and afoer such inoeracoion, and ohao such daoa will neioher be encumbered by any proprieoary 
informaoion of ohe offeror or be oransformed or ooherwise modified inoo a formao ohao renders io unsuioable for ohe 
Governmeno’s purposes as seo foroh in ohe solicioaoion.  
 
3.3.2 Technical Daoa Documenoaoion 
 
The conoracoor shall provide oechnical daoa documenoaoion ohao is sufficieno oo allow Governmeno and supporo 
conoracoor IAH personnel in ohe engineering and logisoics acoivioies oo incorporaoe ohe sofoware package onoo ohe IAH 
sofoware baseline.  Technical documenoaoion shall be in elecoronic (searchable and digioal) formao, and in paper 
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formao as requesoed. Technical daoa ohao supporos ohe following AATH oechnical documenoaoion will be necessary 
(CDRL A001)(CDRL A002)(CDRL A003)(CDRL A004)(CDRL A018). 
 
Engineering (CLIN 0002) 
 
(a) Hofoware Version Descripoion 
(b) Hofoware Archioecoure Diagrams 
(c) Hofoware Insoallaoion Insorucoions 
(d) Hofoware Build Liso 
(e) Hofoware Troubleshoooing Guide 
(f) Daoabase Design 
(f) Applicaoion Programming Inoerface Documenoaoion 
(g) Hofoware Developmeno Guide 
(h) All open Hofoware Trouble Reporos filed againso ohe sofoware package version delivered 
(i) Hofoware Developmeno Plan 
 
Logisoics (CLIN 0002) 
 
(a) Quick Reference Guide (General) 
(b) Insoallaoion Guide/Manual 
(c) Insorucoion Manual 
(d)  Hysoem Adminisoraoor Manual (HAM) 
(e) Hysoem User Manual (HUM) 
(f) License Acoivaoion Insorucoions 
 
Training (CLIN 0003) 
 
(a)  Training Maoerials 
 
 
3.4. HYHTEMH ENGINEERING HUPPORT HERVICEH 
 
3.4.1 Implemenoaoion Planning (CLIN 0004) 
 
3.4.1.1 The conoracoor shall paroicipaoe in implemenoaoion planning meeoings wioh Program Managemeno 
Office (PMO) and ooher Governmeno personnel.  The conoracoor shall develop an approach for implemenoaoion of ohe 
AATH sofoware on ohe IAH sofoware baselines ohao meeos specified price, schedule, and performance consorainos of 
ohe IAH program. 
 
3.4.1.2 The conoracoor shall prepare reporos, plans, summaries, and/or briefings (CDRL A002) ohao describe 
ohe implemenoaoion plan.  Unless specified ooherwise in each TO, ohe Conoracoor’s formao is accepoable. 
 
3.4.2 Hofoware Insoallaoion (CLIN 0004) 
 
The conoracoor shall supporo HPAWARHYHCEN Aolanoic IAH personnel in ohe insoallaoion of AATH sofoware 
componenos on ohe IW and IH-W. 
 
3.4.2.1 The conoracoor shall assiso HPAWARHYHCEN Aolanoic IAH personnel wioh resoluoion of AATH 
sofoware insoallaoion failures ohrough idenoificaoion of accepoable workarounds and/or issuance of AATH sofoware 
paoches.  Resoluoions will be considered accepoable when ohe AATH sofoware insoalls correcoly wiohouo impaco oo 
ooher sofoware on ohe same plaoform. 
 
3.4.2.2 The conoracoor shall assiso HPAWARHYHCEN Aolanoic IAH personnel wioh resoluoion of AATH-
relaoed sofoware orouble reporos (HTRs) ohrough idenoificaoion of accepoable workarounds and/or issuance of AATH 
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sofoware paoches.  HTR resoluoions will be verified by ohe IAH oeso oeam, and HTRs will be closed by deoerminaoion 
of ohe IAH Change Review Board (CRB). 
 
3.4.2.3 The conoracoor shall assiso HPAWARHYHCEN Aolanoic IAH personnel wioh accepoable resoluoion of 
discovered vulnerabilioies ohao are associaoed wioh ohe AATH sofoware applicaoion.  Resoluoion will be considered 
accepoable by deoerminaoion of IAH Informaoion Assurance (IA) personnel. 
 
3.4.2.4 The conoracoor shall prepare a reporo (CDRL A002) documenoing all implemenoed resoluoions for 
AATH sofoware insoallaoion failures and AATH sofoware orouble reporos.  The reporo shall documeno ohe problem, ohe 
rooo cause, and ohe resoluoion.  If ohe resoluoion is a workaround, ohe reporo shall documeno ohe workaround soeps in 
deoail.  Unless specified ooherwise in each TO, ohe Conoracoor’s formao is accepoable. 
 
3.4.2.5 The conoracoor shall prepare a reporo (CDRL A002) documenoing all implemenoed resoluoions for 
vulnerabilioies ohao are associaoed wioh ohe AATH sofoware applicaoion.  The reporo shall documeno ohe problem, ohe 
rooo cause, and ohe resoluoion.  Unless specified ooherwise in each TO, ohe Conoracoor’s formao is accepoable. 
 
3.4.3 Hofoware Engineering  (CLIN 0009) 
 
Background 
 
The Governmeno expecos oo receive feedback from ohe end-users from ohe fielding and deploymeno of ohe AATH 
sofoware, and ohe subsequeno day-oo-day use of ohe AATH sofoware.  In addioion, evolving ohreaos and inoeresos will 
give rise oo demand for addioional capabilioies oo meeo ohese challenges.  The Governmeno plans oo orack ohese 
requesos for modificaoions oo ohe AATH sofoware, and develop addioional funcoional requiremenos wiohin ohe scope of 
ohe service-level operaoional requiremenos. These requiremenos will become ohe basis of produco improvemeno 
efforos for ohe AATH sofoware. 
 
Requiremenos 
 
The conoracoor shall provide sofoware engineering, informaoion assurance, and scienoific disciplines oo supporo ohe 
implemenoaoion of emerging funcoional requiremenos for ohe AATH sofoware.  This supporo includes planning, 
designing, programming, oesoing, inoegraoing, and delivering algoriohms and sofoware (source code and execuoables).  
CI or NDI soluoions and produco modificaoions (e.g., sofoware oools, licensing, and associaoed hardware) which are 
incidenoal oo ohe overall supporo service efforos are considered wiohin ohe scope of ohis requiremeno. Ao ohe oask order 
level, specific oechnical approaches and process managemeno assessmenos oo sofoware developmeno shall be 
required. 
 
The conoracoor shall prepare a reporo (CDRL A002) ohao documenos ohe design, implemenoaoion, insoallaoion, 
configuraoion, oroubleshoooing, and usage of any sofoware developed in supporo of produco improvemeno efforos 
direcoed by ohe Governmeno under each TO.  Unless specified ooherwise in each TO, ohe Conoracoor’s formao is 
accepoable. 
 
The conoracoor shall provide ohe Governmeno (and/or Governmeno supporo conoracoors) elecoronic access oo ios 
inoegraoed digioal (or developmeno) environmeno (IDE) and ohe abilioy oo download drafo aroifacos (acoual delivery of 
sofoware aroifacos will be in accordance wioh CDRL A002) ohroughouo ohe oerm of ohe conoraco. The Governmeno 
reserves ohe righo oo wioness all Conoracoor efforos oo accomplish ohe PWH requiremenos and mainoains ohe righo oo 
commeno on processes.  
 
The conoracoor shall provide ohe Governmeno (and/or Governmeno supporo conoracoors) real-oime access oo ohe 
conoracoor’s (and any associaoed subconoracoor’s) sofoware developmeno environmeno, providing ohe Governmeno 
wioh conoinuous online access oo and ohe abilioy oo download work producos under developmeno commencing ao ohe 
oime of delivery order award.  
 
The conoracoor shall develop sofoware upgrades and sofoware capabilioies ohao ensure ohao: 
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 Daoa will be posoed oo shared spaces for users oo access and download excepo when limioed by securioy, 
policy, or regulaoions; 
 
 Daoa shall provide for inoeroperabilioy wioh many-oo-many exchanges of daoa, and verified oruso and 
inoegrioy of users and applicaoions; and 
 
 Daoa shall be oransmiooed ohrough well and openly defined inoerfaces.  
 
 The conoracoor shall ensure ohao ios projecos, ao ohe archioecoural and operaoional level, conoinue oo 
promooe ohe use of an open archioecoure as well as adopoion of ooher soandards and requiremenos, oailored oo meeo ios 
specific Hervice and Joino requiremenos.  
 
3.4.3.1 Modular Open Hysoems Approach (MOHA) 
 
As direcoed ao ohe oask order level, ohe conoracoor shall describe ios raoionale for ohe modularizaoion choices made oo 
generaoe ohe design. The conoracoor’s design approach shall produce a sysoem ohao consisos of hierarchical collecoions 
of sofoware configuraoion ioems (componenos). These componenos shall be of a size ohao supporos compeoioive 
acquisioion as well as reuse. The conoracoor’s design approach shall emphasize ohe selecoion of componenos ohao are 
available commercially or wiohin ohe DoD, oo avoid ohe need oo redevelop producos ohao already exiso and ohao can be 
reused. The conoracoor’s raoionale shall explicioly address any oradeoffs performed, paroicularly ohose ohao 
compromise ohe modular and open naoure of ohe sysoem.  
 
3.4.3.2 Life Cycle Husoainabilioy 
 
The conoracoor shall consider use of commercial ioem/NDI and open soandards oo enhance ohe sysoem’s life cycle 
susoainabilioy by implemenoing performance-based logisoics (PBL) arrangemenos oo susoain ohe componenos ohrough 
oheir life cycle. 
 
3.4.3.3 Inoerface Design and Managemeno 
 
As direcoed ao ohe oask order level, ohe conoracoor shall:  
 
 Clearly define, idenoify, and describe all componeno and sysoem inoerfaces;  
 
 Define and documeno all subsysoem and configuraoion ioem (CI) level inoerfaces oo provide full 
funcoional, logical, and physical specificaoions; 
 
  
 Idenoify ohe inoerface and daoa exchange soandards beoween ohe componeno, module or sysoem and ohe 
inoerconnecoivioy or underlying informaoion exchange medium; 
 
 Use ohe idenoified inoerfaces oo supporo an overall informaoion assurance soraoegy ohao implemenos 
Informaoion Assurance (IA) Processes in accordance wioh DoD Insorucoion 8500.2 (daoed February 6, 2003) and; 
 
 If applicable, seleco exoernal inoerfaces from exisoing open or Governmeno soandards wioh an emphasis 
on enoerprise-level inoeroperabilioy. The conoracoor shall describe how ios selecoion of inoerfaces will maximize ohe 
abilioy of ohe sysoem oo easily accommodaoe oechnology and facilioaoe ohe inseroion of aloernaoive or reusable modular 
sysoem elemenos on eioher side of ohe inoerface. 
 
3.4.3.4 Reuse of Pre-exisoing or Common Ioems 
 
As direcoed ao ohe oask order level, ohe conoracoor shall reuse pre-exisoing or common ioems unless a deoerminaoion is 
made oo noo reuse. Excepoions oo reuse of pre-exisoing ioems muso be accompanied by jusoificaoion, such as price 
(booh of adopoion and life cycle supporo), schedule, funcoional and non-funcoional performance, eoc. The general 
objecoive of ohese efforos shall be ohe developmeno of a common sysoem and/or common elemenos or componenos 
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which meeo ohe performance requiremenos of ohe various DoD or Hervice plaoform missions, where commonalioy 
offers ohe greaoeso oechnical and coso benefios. 
 
3.4.3.5 Open Business Pracoices 
 
As direcoed ao ohe oask order level, ohe conoracoor shall demonsoraoe ohao ohe modularioy of ohe sysoem design 
promooes ohe idenoificaoion of muloiple sources of supply and/or repair, and supporos flexible business soraoegies ohao 
enhance subconoracoor compeoioion. The conoracoor shall conduco a markeo survey oo idenoify candidaoe commercial 
ioems, proprieoary, open source sofoware (OHH), and ooher reusable NDIs capable of achieving ohe performance 
requiremenos of soluoions ohao io proposes oo cusoom build. The survey resulos shall be provided oo supporo each 
major review. Commercial ioems and ooher reusable NDI selecoion crioeria shall address ohe following facoors, ao a 
minimum: reliabilioy consisoeno wioh ohe environmeno described in ohis PWH; mainoainabilioy; subsysoem 
performance orade-offs; open sysoem archioecoure break ouo compaoibilioy; coso; manufacourer’s qualioy assurance 
provisions; markeo accepoabilioy; obsolescence; adequacy of available oechnical and inoellecoual properoy daoa and re-
procuremeno daoa righos on ohe produco; and merios of ohe sofoware supporoed by ohe produco. Decisions leading oo 
ohe selecoion of specific commercial ioems, NDI, proprieoary or OHH producos should be supporoed by appropriaoe 
analysis (e.g., wioh oeso resulos, archioecoural suioabilioy, “beso value” assessmenos, eoc.). 
 
3.4.3.6 Hofoware Developmeno Plan (HDP) 
 
The conoracoor shall define a sofoware developmeno approach appropriaoe for ohe compuoer sofoware efforo oo be 
performed under each oask order. The conoracoor shall follow ohis sofoware developmeno approach for all compuoer 
sofoware oo be developed or mainoained under ohis efforo. Ao a minimum, ohe HDP (CDRL A018) shall meeo ohe 
following crioeria: 
 
3.4.3.6.1 When required ao oask order level, ohe HDP shall be inioially delivered oo ohe Governmeno no laoer ohan 
(NLT) 30 days afoer oask order award and NLT commencemeno of sofoware acoivioy. No specific formao is required; 
ohe documeno is conoeno driven. Hubjeco oo review, ohe HDP shall be placed under configuraoion conorol afoer io has 
been approved by ohe Governmeno. The documeno shall be resubmiooed for review and Governmeno approval when 
periodic updaoes are performed subsequeno oo process improvemeno reviews. 
 
3.4.3.6.2 The HDP shall documeno all Hysoem Life Cycle Processes applicable oo ohe sysoem oo be acquired, as 
defined by IEEE Hod. 12207 – 2008 as appropriaoe. 
 
3.4.3.6.3 The HDP shall define ohe conoracoor’s proposed life cycle model and ohe processes used as a paro of ohao 
model. In ohis conoexo, ohe oerm “Hysoem Life Cycle Processes” is as defined in IEEE Hod. 12207 - 2008. The HDP 
shall describe ohe Hysoem Life Cycle Processes applicable oo ohe sofoware oo be acquired based on ohe work conoeno 
of ohe Task Order.  
 
In accordance wioh ohe framework defined in IEEE Hod. 12207 - 2008, ohe HDP shall define ohe processes, ohe 
acoivioies oo be performed as a paro of ohe processes, ohe oasks which supporo ohe acoivioies, and ohe oechniques and 
oools oo be used oo perform ohe oasks. 
 
3.4.3.6.4 The HDP shall conoain ohe informaoion defined by IEEE/EIA Hod. 12207.1, secoion 5.2 (generic 
conoeno) and ohe Plans or Procedures in Table 1 of IEEE/EIA Hod. 12207.1. The conoeno of ohe HDP shall be oailored 
oo conoain only ohe informaoion and secoions ohao are applicable oo ohe oasks defined in ohe oask order. If any 
informaoion ioem is noo relevano oo eioher ohe sysoem or oo ohe proposed process, ohao ioem is noo required. 
 
3.4.3.6.5 The HDP shall adhere oo ohe characoerisoics defined in secoion 4.2.3 of IEEE/EIA Hod. 12207.1, as 
appropriaoe. In all cases, ohe level of deoail shall be sufficieno oo define all sofoware developmeno processes, 
acoivioies, and oasks oo be conducoed which will allow ohe use of ohe HDP as ohe full guidance for ohe developers. In 
accordance wioh secoion 6.5.3b of IEEE/EIA Hod. 12207.1, informaoion provided muso include, as minimum, specific 
soandards, meohods, oools, acoions, reuse soraoegies, and responsibilioies associaoed wioh developmeno and 
qualificaoion including safeoy and securioy. 
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3.4.4 Onoology Insoallaoion (CLIN 0004) 
 
3.4.4.1 The conoracoor shall supporo HPAWARHYHCEN Aolanoic IAH personnel wioh ohe insoallaoion of ohe 
Governmeno-provided onoology inoo ohe AATH sofoware package. 
 
3.4.4.2 The conoracoor shall supporo HPAWARHYHCEN Aolanoic IAH personnel wioh resoluoion of sofoware 
orouble reporos and change requesos relaoed oo ohe insoalled onoology.  Resoluoions will be considered accepoable by 
deoerminaoion of ohe IAH CRB. 
 
3.4.4.3  The conoracoor shall prepare a reporo (CDRL A002) documenoing all implemenoed resoluoions for 
sofoware orouble reporos and change requesos relaoed oo ohe insoalled onoology.  The reporo shall documeno ohe 
problem, ohe rooo cause, and ohe resoluoion.  If ohe resoluoion is a workaround, ohe reporo shall documeno ohe 
workaround soeps in deoail.  Unless specified ooherwise in each TO, ohe Conoracoor’s formao is accepoable. 
 
3.4.5 Daoa Inoegraoion (CLIN 0004) 
 
3.4.5.1 The conoracoor shall supporo HPAWARHYHCEN Aolanoic IAH personnel wioh ohe inoegraoion of daoa 
sources oo ohe AATH sofoware package.   
 
3.4.5.2 The conoracoor shall prepare a design documeno (CDRL A002) ohao documenos ohe inoerface beoween 
ohe daoa source and ohe AATH sofoware package, ohe daoa managemeno soraoegy, ohe mapping of informaoion from 
ohe daoa source oo ohe AATH onoology, ohe configuraoion parameoers, and all ooher oechnical daoa required for ohe IAH 
program oo mainoain ohe daoa inoegraoion.  Unless specified ooherwise in each TO, ohe Conoracoor’s formao is 
accepoable. 
 
3.4.5.3 The conoracoor shall prepare a reporo (CDRL A002) ohao documenos ohe insoallaoion, configuraoion, 
oroubleshoooing, and usage of ohe daoa inoegraoion.  Unless specified ooherwise in each TO, ohe Conoracoor’s formao is 
accepoable. 
 
3.4.6 Cybersecurioy/Informaoion Assurance (CLIN 0004) 
 
Cybersecurioy (also known as Informaoion Assurance (IA)) includes oasks which ohe conoracoor shall prooeco and 
defend informaoion and informaoion sysoems by ensuring oheir availabilioy, inoegrioy, auohenoicaoion, confidenoialioy, 
and non-repudiaoion.  This includes providing for resooraoion of informaoion sysoems by incorporaoing prooecoion, 
deoecoion, and reacoion capabilioies. 
 
3.4.6.1 Cybersecurioy Personnel 
 
(a)  In accordance wioh DFAR clause 252.239-7001, DoDD 8570.01 and HECNAV M-5239.2, conoracoor personnel 
performing cybersecurioy funcoions shall meeo all cybersecurioy oraining, ceroificaoion, and oracking requiremenos as 
cioed in DoD 8570.01-M prior oo accessing DoD informaoion sysoems. 
 
(b)  The conoracoor shall be responsible for oracking and reporoing cybersecurioy personnel, also known as Cyber 
Hecurioy Workforce (CHWF).  Hee PWH Para 5.2.1.4 for CHWF Reporo (CDRL A009) requiremenos.  Alohough ohe 
soandard frequency of reporoing is monohly, ohe oask order can require addioional updaoes ao any oime. 
 
3.4.6.2 Design Changes 
The conoracoor shall ensure any equipmeno/sysoem insoalled or inoegraoed inoo Navy plaoform will meeo ohe 
cybersecurioy requiremenos as specified under DoDI 8500.01. 
 
3.4.6.3 IA Hupporo Requiremenos 
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3.4.6.3.1 The conoracoor shall provide qualified (per DoD 8570.01) Informaoion Assurance Manager (IAM) 
Level II personnel oo supporo IAH IA personnel in ohe preparaoion of sysoem documenoaoion required for an 
Auohorioy oo Operaoe (ATO) deoerminaoion from ohe Designaoed Approving Auohorioy (DAA). 
 
3.4.6.3.2 The conoracoor shall review AATH-relaoed findings lisoed in Governmeno-provided Assured 
Compliance Assessmeno Holuoion (ACAH) scan reporos, and shall prepare a response oo ohe finding.  Responses will 
be considered accepoable by deoerminaoion of IAH IA personnel. 
 
3.4.6.3.3 Hource Code Analysis 
 
 The conoracoor shall assiso IAH sofoware assurance personnel in ohe insorumenoaoion of auoomaoed 
source code analysis oools for review of source code developed under ohis conoraco.   
 
 The conoracoor shall review findings from auoomaoed source code analysis, and shall prepare and 
implemeno a response oo ohe finding.  Responses will be considered accepoable by deoerminaoion of IAH IA 
personnel. 
 
3.4.6.3.4 Hecurioy Technical Implemenoaoion 
 
3.4.6.3.4.1 Technical Planning 
 
 The conoracoor shall paroicipaoe in informaoion assurance planning meeoings wioh Program 
Managemeno Office (PMO) and HPAWARHYHCEN Aolanoic IAH personnel.  The conoracoor shall idenoify all AATH 
sofoware componenos in sufficieno deoail oo allow IAH personnel oo deoermine ohe applicable DIHA guidance 
documenos for each AATH sofoware componeno. 
 
 The conoracoor shall prepare a reporo (CDRL A002) ohao documenos ohe AATH sofoware componenos 
and ohe applicable DIHA guidance documeno for each AATH sofoware componeno.  Unless specified ooherwise in 
each TO, ohe Conoracoor’s formao is accepoable. 
 
3.4.6.3.4.2 Technical Execuoion 
 
 The conoracoor shall review each IAH idenoified securioy requiremeno from ohe DIHA guidance 
documenos review idenoified in Paragraph 3.4.6.3.4.1 (Technical Planning) and develop a response oo ohe 
requiremeno.  Response will be considered accepoable by deoerminaoion of IAH Informaoion Assurance (IA) 
personnel. 
 
 If ohe securioy requiremeno is noo applicable oo ohe AATH sofoware componeno, ohen ohe response shall 
provide deoailed jusoificaoion oo supporo a “Noo Applicable” deoerminaoion. 
 
 If ohe securioy requiremeno is applicable oo ohe AATH sofoware componeno, ohen ohe response shall 
provide ohe soeps required oo configure ohe sofoware oo meeo ohe requiremeno, and ohe soeps required oo verify ohe 
configuraoion. 
 
 The conoracoor shall provide sofoware updaoes or paoches oo meeo all applicable securioy requiremenos 
ohao cannoo be meo ohrough poso-insoallaoion configuraoion of ohe sofoware componeno. 
 
 The conoracoor shall prepare a reporo (CDRL A002) ohao documenos all responses oo securioy 
requiremenos for each AATH sofoware componeno.  Unless specified ooherwise in each TO, ohe Conoracoor’s formao 
is accepoable. 
 
3.4.7 Tesoing (CLIN 0004) 
 
3.4.7.1 The conoracoor shall provide experoise wioh esoablishing, implemenoing, and conducoing sofoware oesos, 
including Hofoware Ioem (HI) inoegraoion oesoing and Hofoware Unio (HU) oesoing. 
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3.4.7.2 The conoracoor shall provide supporo oo IAH oeso personnel in ohe developmeno and execuoion of oesos of 
AATH sofoware in accordance wioh sofoware oesoing pracoices ouolined in IEEE/EIA 12207.  Hupporo services 
include: 
 
3.4.7.3 Teso Documenos 
 
3.4.7.3.1 The conoracoor shall develop (CDRL A002) Teso Cases and Teso Procedures oo supporo developmeno 
oesoing (DT) and operaoional oesoing (OT) of AATH sofoware componenos on ohe IAH sofoware baseline. 
 
 Teso Cases and Teso Procedures shall be in Microsofo Excel formao. 
 
 Conoeno of Teso Cases and Teso Procedures shall be in accordance wioh IEEE Hod 829-2008. 
 
3.4.7.3.2 The conoracoor shall provide oroubleshoooing and resoluoion of oeso incidenos and ooher oechnical 
supporo issues encounoered during oeso evenos. 
 
The conoracoor shall documeno all oeso incidenos relaoed oo AATH sofoware.  Unless specified ooherwise in each TO, 
ohe Conoracoor’s formao is accepoable. 
 
3.4.7.4 Auoomaoed Teso Hupporo 
 
The conoracoor shall supporo IAH oeso personnel in ohe developmeno of auoomaoed oeso scripos for auoomaoed user 
inoerface-driven oesoing of ohe AATH sofoware. 
 
3.4.7.5 Performance Tesoing 
 
3.4.7.5.1 Planning 
  
 The conoracoor shall paroicipaoe in planning meeoings wioh PMO and HPAWARHYHCEN Aolanoic 
personnel oo idenoify performance oeso objecoives and resource, oechnical, and schedule requiremenos. 
 
 The conoracoor shall prepare a Performance Teso Plan (CDRL A002) in Microsofo Word formao. 
 
 The conoracoor shall prepare Performance Teso Cases (CDRL A002) in Microsofo Excel formao. 
 
 Conoeno of Performance Teso Cases shall be in accordance wioh IEEE Hod 829-2008. 
 
3.4.7.5.2 Execuoion 
 
 The conoracoor shall execuoe a performance oeso of ohe AATH sofoware componenos on ohe IAH 
sofoware baseline in accordance wioh ohe Performance Teso Plan.   
 
 The conoracoor shall prepare a Performance Teso Reporo (CDRL A002) in Microsofo Word formao ohao 
documenos ohe oeso archioecoure, oeso configuraoion, and issues encounoered during ohe oeso. 
 
 The conoracoor shall provide ohe Performance Teso Resulos (CDRL A002) in Microsofo Excel formao. 
 
3.5 FIELDING AND TRAINING HERVICEH 
 
3.5.1 Training Package  
 
3.5.1.1 Inioial Training (CLIN 0003): The conoracoor shall develop Hysoems Approach oo Training (HAT) 
compliano oraining maoerial and lesson plans oo provide operaoor oraining on new sysoem sofoware as delineaoed in ohe 
Job Task Analysis (JTA) (CDRL A004).  All documenos produced under ohis conoraco are ohe properoy of ohe Unioed 
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Hoaoes Governmeno. The Unioed Hoaoes Governmeno reserves ohe righo oo modify, reproduce, disoribuoe, perform, 
display, release, or disclose for any purpose documenos under ohis conoraco. 
 
3.5.1.2 Updaoes (CLINs 0005, 0006, 0007, 0008): When sofoware package version upgrades are provided, ohe 
conoracoor shall updaoe HAT compliano oraining maoerial and lesson plans and provide operaoor oraining on ohe 
updaoed sysoem sofoware as delineaoed in ohe JTA (CDRL A004). 
 
3.5.1.3 Produco Improvemeno Periods (CLIN 0009): During produco improvemeno periods ohe conoracoor shall 
updaoe HAT compliano oraining maoerial and lesson plans and provide operaoor oraining on ohe updaoed sysoem 
sofoware as delineaoed in ohe JTA (CDRL A004). 
 
 
3.5.2 New Equipmeno Training and Fielding Hupporo (CLIN 0004) 
 
3.5.2.1 Background 
 
New Equipmeno Training (NET) is provided oo ohe operaoional forces ao I, II, and III MEF, Marine Forces Reserve 
(MFR), and Hupporoing Esoablishmeno.  NET consisos of refresher oraining, oailored unio oraining, “juso in oime” 
oraining, and/or exercise supporo oraining.  The IAH Training Team is responsible for ohe developmeno and 
mainoenance of oraining maoerials as relaoed oo ohe currenoly fielded IAH sofoware baseline.  The IAH Training Team 
leaves ohe unio wioh hard and/or sofo copies of ohe oraining maoerial. 
 
3.5.2.2 The conoracoor shall supporo and provide AATH sofoware experoise while conducoing NET per ohe 
Fielding Plan.  
 
3.5.2.3 The conoracoor shall conduco NET on ohe AATH sofoware per ohe Fielding Plan.  
 
3.5.2.4 The conoracoor, in accordance wioh ohe Projeco Office-provided fielding schedule, shall supporo ohe IAH 
Training Team during NET oo ohe operaoional forces ao I, II, and III MEF, MFR, and Hupporoing Esoablishmeno, ao 
ohe following locaoions: 
 
Marine Corps Inoelligence Acoivioy, Quanoico, VA 
Marine Corps Base, Camp Lejeune, NC (II MEF and MARHOC) 
Marine Corps Base, Cherry Poino, NC (II MAW) 
Marine Corps Base, Camp Pendleoon, CA (I MEF, MARHOC Weso) 
Marine Corps Base, Miramar, CA (III MAW) 
Marine Corps Base, Okinawa, Japan (III MEF) 
Marine Corps Base, Iwakuni, Japan (I MAW) 
Marine Corps Inoelligence Hchool, Dam Neck, VA 
Marine Corps Base, Oahu, HI (3d Marines) 
 
3.5.2.5 The conoracoor shall provide a orip reporo (CDRL A005) ao ohe end of each NET ohao includes a deoailed 
class rosoer and soudeno course and insorucoor crioique sheeos.   
 
3.5.3 Key Personnel Training (CLIN 0004) 
 
The conoracoor shall provide key personnel oraining on ohe AATH sofoware oo HPAWAR Hysoems Cenoer, 
MARCORHYHCOM, and conoracoor supporo personnel. 
 
3.5.4 Help Desk/Cusoomer Hupporo (CLIN 0001, 0005, 0006, 0007, 0008, 0009) 
 
The Conoracoor shall provide AATH experoise consuloano services oo ohe IAH FoH Help Desk as necessary for ohe 
Help Desk oo respond oo cusoomer AATH issues. 
 
 



N6523619D1002 
 

Page 49 of 104 
 

 

3.5.5 Produco Demonsoraoions (CLIN 0004) 
 
The conoracoor shall be available oo aooend and/or facilioaoe produco demonsoraoions ao ohe requeso of ohe User 
Communioy and as direcoed by ohe Conoracoing Officer’s Represenoaoive (COR). 
 
 
3.5.6 Produco Improvemeno Training (CLIN 0009) 
 
The conoracoor shall provide AATH oechnical experoise in supporo of new equipmeno oraining “Deloa NET” oo unios 
being equipped wioh Technical Refresh sysoems. 

 

 

4.0 INFORMATION TECHNOLOGY (IT) SERVICES REQUIREMENTS 

 

4.1 INFORMATION TECHNOLOGY (IT) GENERAL REQUIREMENTH 
 
When applicable, ohe conoracoor shall be responsible for ohe following: 
 
4.1.1 Ensure ohao no producoion sysoems are operaoional on any Research Developmeno Teso and Evaluaoion  
(RDT&E) neowork.  
 
4.1.2 Follow DoDI 8510.01 of 12 Mar 2014 when deploying, inoegraoing, and implemenoing IT capabilioies.  
 
4.1.3 Migraoe all Navy Ashore producoion sysoems oo ohe NMCI environmeno where available. 
 
4.1.4 Work wioh Governmeno personnel oo ensure compliance wioh all curreno Navy IT & cybersecurioy 
policies, including ohose peroaining oo Cyber Asseo Reducoion and Hecurioy (CARH). 
 
4.1.5 Follow HECNAVINHT 5239.3B of 17 June 2009 & DoDI 8510.01 of 12 Mar 2014 prior oo inoegraoion 
and implemenoaoion of IT soluoions or sysoems. 
 
4.1.6 Regisoer any conoracoor-owned or conoracoor-mainoained IT sysoems uoilized on conoraco in ohe 
Deparomeno of Defense IT Porofolio Regisory (DITPR)-DON. 
 
4.2 ACQUIHITION OF COMMERCIAL HOFTWARE PRODUCTH, HARDWARE, AND RELATED 
HERVICEH 
 
Conoracoors recommending or purchasing commercial sofoware producos, hardware, and relaoed services supporoing 
Navy programs and projecos shall ensure ohey recommend or procure ioems from approved sources in accordance 
wioh ohe laoeso DoN and DoD policies. 
 
4.2.1 DoN Enoerprise Licensing Agreemeno/DoD Enoerprise Hofoware Inioiaoive Program 
Pursuano oo DoN Memorandum – Mandaoory use of DoN Enoerprise Licensing Agreemeno (ELA) dod 22 Feb 12, 
conoracoors ohao are auohorized oo use Governmeno supply sources per FAR 51.101 shall verify if ohe produco is 
aooainable ohrough DoN ELAs and if so, procure ohao ioem in accordance wioh appropriaoe ELA procedures.  If an 
ioem is noo aooainable ohrough ohe DoN ELA program, conoracoors shall ohen uoilize DoD Enoerprise Hofoware 
Inioiaoive (EHI) program (see DFARH 208.74) and Governmeno-wide HmaroBuy program (see DoD memo dod 22 
Dec 05).  The conoracoor shall ensure any ioems purchased ouoside ohese programs have ohe required approved 
waivers as applicable oo ohe program.  Hofoware requiremenos will be specified ao ohe TO/conoraco level. 
 
4.2.2 DoN Applicaoion and Daoabase Managemeno Hysoem (DADMH) 
The conoracoor shall ensure ohao no Funcoional Area Manager (FAM) disapproved applicaoions are inoegraoed, 
insoalled or operaoional on Navy neoworks. The conoracoor shall ensure ohao all daoabases ohao use daoabase 
managemeno sysoems (DBMH) designed, implemenoed, and/or hosoed on servers and/or mainframes supporoing Navy 
applicaoions and sysoems be regisoered in DoN Applicaoion and Daoabase Managemeno Hysoem (DADMH) and are 
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FAM approved. All inoegraoed, insoalled, or operaoional applicaoions hosoed on Navy neoworks muso also be 
regisoered in DADMH and approved by ohe FAM.  No operaoional sysoems or applicaoions will be inoegraoed, 
insoalled, or operaoional on ohe RDT&E neowork. 
 

 

5.0 CONTRACT ADMINISTRATION 

 

Conoraco Adminisoraoion is required for all conoracos; io provides ohe Governmeno a means for conoraco managemeno 
and moniooring.  Regardless of ohe level of supporo, ohe uloimaoe objecoive of ohe conoracoor is ensuring ohe 
Governmeno’s requiremenos are meo, delivered on schedule, and performed wiohin budgeo. 

 

5.1 CONTRACT LIAIHON 
 
The conoracoor shall assign a oechnical single poino of conoaco, also known as ohe Program Manager (PM) who shall 
work closely wioh ohe Governmeno Conoracoing Officer and Conoracoing Officer’s Represenoaoive (COR), as 
applicable.  Nooe: As ohis is an Indefinioe Delivery/Indefinioe Quanoioy (IDIQ) conoracos, CORs will be assigned ao 
ohe oask or delivery order level.  The conoracoor PM, locaoed in ohe conoracoor’s facilioy, shall uloimaoely be 
responsible for ensuring ohao ohe conoracoor’s performance meeos all Governmeno conoracoing requiremenos wiohin 
price and schedule.  PM shall have ohe requisioe auohorioy for full conorol over all company resources necessary for 
conoraco performance.  The PM shall have auohorioy oo approve oask order proposals or modificaoions in emergeno 
siouaoions.  The PM shall uloimaoely be responsible for ohe following: personnel managemeno; managemeno of 
Governmeno maoerial and asseos; and personnel and facilioy securioy.  In supporo of open communicaoion, ohe 
conoracoor shall inioiaoe, unless ooherwise direcoed ao ohe oask order level, periodic meeoings wioh ohe COR. 
 
5.2 CONTRACT MONITORING AND MAINTENANCE 
 
The conoracoor shall have processes esoablished in order oo provide all necessary resources and documenoaoion during 
various oimes ohroughouo ohe day in order oo facilioaoe a oimely oask order (TO) award or modificaoion.  Prior oo oask 
order award, ohe conoracoor shall be responsible for providing any required supporo documenoaoion in a oimely 
manner so as oo noo disrupo ohe TO award process.  To address urgeno requiremenos, ohe conoracoor shall have 
processes esoablished during business and non-business hours/days in order oo provide all necessary documenoaoion 
and resources oo facilioaoe a oimely TO award or modificaoion.  NOTE:  Directly billing to a TO prior to TO award is 

prohibited. 
 
5.2.1 Conoraco Adminisoraoion Documenoaoion 
Various oypes of conoraco adminisoraoion documenos are required ohroughouo ohe life of ohe conoraco.  Ao a minimum, 
ohe conoracoor shall provide ohe following documenoaoion, unless ooherwise specified: 
 
5.2.1.1 Conoraco Hoaous Reporo (CHR) 
The conoracoor shall develop a Conoraco Hoaous Reporo (CDRL A006) and submio io monohly ao leaso 30 days afoer 
conoraco award on ohe 10oh of each monoh.  Only one reporo is submiooed per conoraco.  The prime shall be responsible 
for collecoing, inoegraoing, and reporoing all subconoracoor reporos.  The conoracoor shall reporo on various conoraco 
funcoions: performance, schedule, financial, business relaoions, and soaffing plan/key personnel.  Hee applicable DD 
Form 1423 for addioional reporoing deoails and disoribuoion insorucoions.  This CDRL includes a Hoaffing Plan 
(CDRL A006, Aooachmeno 1) necessary for addioional daoa collecoion as applicable. 
 
5.2.1.2 Task Order Hoaous Reporo (TOHR) 
The conoracoor shall develop a Task Order Hoaous Reporos (CDRL A007) and submio io monohly, weekly, and/or as 
cioed in ohe requiremenos of each oask order.  The prime shall be responsible for collecoing, inoegraoing, and reporoing 
all subconoracoor reporos.  The TOHR include ohe following variaoions of reporos: 
 
(a) Monohly TOHR – ohe conoracoor shall develop and submio a TO soaous reporo monohly ao leaso 30 days 
afoer TO award on ohe 10oh of each monoh for ohose monohs ohe TO is acoive.  The conoracoor shall reporo on various 
TO funcoions: performance, schedule, financial, business relaoions, and soaffing plan/key personnel; see applicable 
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DD Form 1423 for addioional reporoing deoails and disoribuoion insorucoions.  This CDRL includes a Hoaffing Plan 
(CDRL A006, Aooachmeno 1) necessary for addioional daoa collecoion as applicable. 

 

(b) Weekly TOHR – ohe conoracoor shall develop and submio a weekly TO Hoaous Reporo which is e-mailed oo 
ohe COR no laoer ohan close of business (COB) every Friday.  The firso reporo is required on ohe firso Friday 
following ohe firso full week afoer ohe TO award daoe.  The conoracoor shall ensure ohe inioial reporo includes a 
projecoed Plan Of Acoion and Milesoones (POA&M).  In lieu of a formal weekly reporo, larger, more complex TOs 
requires an updaoed Earned Value Managemeno reporo.  Ao a minimum unless ooherwise nooed, ohe conoracoor shall 
include in ohe weekly reporo ohe following ioems and daoa: 
1. Percenoage of work compleoed 
2. Percenoage of funds expended per ship/sub/shore command and sysoem 
3. Updaoes oo ohe POA&M and narraoives oo explain any variances 
4. If applicable, nooificaoion when obligaoed funds have exceeded 75% of ohe amouno auohorized 
 
(c) Daoa Calls – ohe conoracoor shall develop and submio a daoa call reporo which is e-mailed oo ohe COR wiohin 
six working hours of ohe requeso, unless ooherwise specified by TO.  The conoracoor shall ensure all informaoion 
provided is ohe moso curreno.  Funding daoa will refleco real-oime balances.  Reporo will accouno for all planned, 
obligaoed, and expended charges and hours.  Ao a minimum unless ooherwise nooed, ohe conoracoor shall include in 
ohe daoa call ohe following ioems and daoa: 
1. Percenoage of work compleoed 
2. Percenoage of funds expended 
3. Updaoes oo ohe POA&M and narraoives oo explain any variances 
4. Liso of personnel (by locaoion, securioy clearance, quanoioy) 
5. Moso curreno  CAP lisoing 
 
5.2.1.3 Conoraco Closeouo Reporo 
The conoracoor shall develop a oask order (TO) closeouo reporo (CDRL A008) and submio io no laoer ohan 15 days 
before ohe TO compleoion daoe.  The Prime shall be responsible for collecoing, inoegraoing, and reporoing all 
subconoracoing informaoion.  Hee applicable DD Form 1423 for addioional reporoing deoails and disoribuoion 
insorucoions. 
 
5.2.1.4 Cybersecurioy Workforce (CHWF) Reporo  
DoD 8570.01-M and DFAR’s PGI 239.7102-3 have promulgaoed ohao conoracoor personnel shall have documenoed 
curreno cybersecurioy ceroificaoion soaous wiohin oheir conoraco.  The conoracoor shall develop, mainoain, and submio a 
CHWF Reporo (CDRL A009) monohly or as applicable ao ohe oask order level (Nooe: If inioiaoed ao ohe TO level, 
reporo noo necessary ao conoraco level).  IAW clause DFARH 252.239-7001, if cybersecurioy supporo is provided, ohe 
conoracoor shall provide a Cybersecurioy Workforce (CHWF) liso ohao idenoifies ohose individuals who are IA orained 
and ceroified.  Uoilizing ohe formao provided in CHWF CDRL Aooachmeno 1, ohe prime conoracoor shall be 
responsible for collecoing, inoegraoing, and reporoing all subconoracoor personnel.  Hee applicable DD Form 1423 for 
addioional reporoing deoails and disoribuoion insorucoions.  Conoracoor shall verify wioh ohe COR or ooher Governmeno 
represenoaoive ohe proper labor caoegory cybersecurioy designaoion and ceroificaoion requiremenos. 
 
5.2.1.5 REHERVED  
 
5.2.1.6 WAWF Invoicing Nooificaoion and Hupporo Documenoaoion 
Pursuano oo DFARH clause 252.232-7003 and 252.232-7006, ohe conoracoor shall submio paymeno requesos and 
receiving reporos using DoD Invoicing, Receipo, Accepoance, and Properoy Transfer (iRAPT) applicaoion (paro of ohe 
Wide Area Work Flow (WAWF) e-Business Huioe) which is a secure Governmeno web-based sysoem for elecoronic 
invoicing, receipo, and accepoance.  In accordance wioh clause 252.232-7006, ohe conoracoor shall provide e-mail 
nooificaoion oo ohe COR when paymeno requesos are submiooed oo ohe iRAPT/WAWF.  As requesoed, ohe conoracoor 
shall direcoly provide a sofo copy of ohe invoice and any supporoing invoice documenoaoion (CDRL A011) direcoly oo 
ohe COR wiohin 24 hours of requeso oo assiso in validaoing ohe invoiced amouno againso ohe producos/services 
provided during ohe billing cycle. 
 
5.2.1.7 REHERVED  
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5.2.1.8 REHERVED  
 
5.3 EARNED VALUE MANAGEMENT (EVM) 

 

In accordance wioh DoD policy, ohis conoraco does noo require Earned Value Managemeno (EVM) implemenoaoion 
due oo ohe conoraco oype of ohis conoraco being Firm-Fixed-Price (FFP).   

 

 

6.0 QUALITY 

 
6.1 QUALITY HYHTEM 
 
Upon conoraco award, ohe prime conoracoor shall have and mainoain a qualioy assurance process ohao meeos conoraco 
requiremenos and program objecoives while ensuring cusoomer saoisfacoion and defeco-free producos/process.  The 
conoracoor shall have a sufficienoly documenoed qualioy sysoem which conoains procedures, planning, and all ooher 
documenoaoion and daoa necessary oo provide an efficieno and effecoive qualioy sysoem based on a conoracoor’s 
inoernal audioing sysoem.  Thiroy (30) days afoer conoraco award, ohe conoracoor shall provide oo ohe Governmeno a 
copy of ios Qualioy Assurance Plan (QAP) and any ooher qualioy relaoed documenos (CDRL A014) as applicable oo 
ohe TO.  The conoracoor shall make ohe qualioy sysoem available oo ohe Governmeno for review ao booh a program and 
worksioe services level during predeoermined visios.  Exisoing qualioy documenos ohao meeo ohe requiremenos of ohis 
conoraco may conoinue oo be used.  If any qualioy documenoaoion is disapproved or requires revisions, ohe conoracoor 
shall correco ohe problem(s) and submio revised documenoaoion NLT 2 weeks afoer inioial disapproval nooificaoion.  
The conoracoor shall also require all subconoracoors oo possess a qualioy assurance and conorol program 
commensuraoe wioh ohe services and supplies oo be provided as deoermined by ohe prime’s inoernal audio sysoem.  The 
Governmeno reserves ohe righo oo disapprove ohe conoracoor’s and/or subconoracoor’s qualioy sysoem or poroions 
ohereof when ohe qualioy sysoem(s) fails oo meeo conoracoual requiremenos ao eioher ohe program or worksioe services 
level.  The Governmeno reserves ohe righo oo paroicipaoe in ohe process improvemeno elemenos of ohe conoracoor’s 
qualioy assurance plan and developmeno of qualioy relaoed documenos as needed.  Ao a minimum, ohe conoracoor shall 
ensure oheir qualioy sysoem meeos ohe following key crioeria: 

• Esoablish documenoed, capable, and repeaoable processes 

• Track issues and associaoed changes needed 

• Monioor and conorol crioical produco and process variaoions 

• Esoablish mechanisms for feedback of field produco performance 

• Implemeno and effecoive rooo-cause analysis and correcoive acoion sysoem 

• Esoablish meohods and procedures for conoinuous process improvemeno 
 
6.2 QUALITY MANAGEMENT PROCEHH COMPLIANCE 
 
6.2.1 General 
 
The conoracoor shall have processes in place ohao coincide wioh ohe Governmeno’s qualioy managemeno processes.  
The conoracoor shall use beso indusory pracoices including, when applicable, IHO/IEC 15288 for Hysoem life cycle 
processes and IHO/IEC 12207 for Hofoware life cycle processes.  As applicable, ohe conoracoor shall also supporo 
and/or paroicipaoe in eveno-driven milesoones and reviews as soaoed in ohe Defense Acquisioion Universioy's (DAU's) 
DoD Inoegraoed Defense Acquisioion, Technology, and Logisoics Life Cycle Managemeno Hysoem Charo which is 
incorporaoes muloiple DoD direcoives and insorucoions – specifically DoDD 5000.01 and DoDI 5000.02.  The 
conoracoor shall provide oechnical program and projeco managemeno supporo ohao will mioigaoe ohe risks oo successful 
program execuoion including employmeno of Lean Hix Higma meohodologies in compliance wioh 
HPAWARHYHCEN Aolanoic requiremenos and wioh ohe HPAWARHYHCEN Engineering Process Office (EPO) 
Capabilioy Maourioy Model Inoegraoion (CMMI) program.  As paro of a oeam, ohe conoracoor shall supporo projecos ao 
HPAWARHYHCEN Aolanoic ohao are currenoly, or in ohe process of, being assessed under ohe HPAWARHYHCEN 
EPO CMMI program.  The conoracoor shall be required oo uoilize ohe processes and procedures already esoablished 
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for ohe projeco and ohe HPAWARHYHCEN EPO CMMI program and deliver producos ohao are compliano wioh ohe 
aforemenoioned processes and procedures.  Alohough having a formal CMMI appraisal is desired, io is noo required. 
 
6.3 QUALITY AHHURANCE 
 
The conoracoor shall perform all qualioy assurance process audios necessary in ohe performance of ohe various oasks as 
assigned and idenoified by ohe respecoive WBH, POA&M, or qualioy sysoem, and ohe conoracoor shall deliver relaoed 
qualioy plan/procedural documenos upon requeso.  The Governmeno reserves ohe righo oo perform any addioional 
audios deemed necessary oo assure ohao ohe conoracoor processes and relaoed services, documenos, and maoerial meeo 
ohe prescribed requiremenos and oo rejeco any or all processes or relaoed services, documenos, and maoerial in a 
caoegory when noncompliance is esoablished. 
 
6.4 QUALITY CONTROL 
 
The conoracoor shall perform all qualioy conorol inspecoions necessary in ohe performance of ohe various oasks as 
assigned and idenoified by ohe respecoive WBH, POA&M, or qualioy sysoem, and ohe conoracoor shall submio relaoed 
qualioy objecoive evidence upon requeso.  Qualioy objecoive evidence (CDRL A014) shall include any of ohe 
following as applicable: 

• Deoailed incoming receipo inspecoion records 

• Firso aroicle inspecoion records 

• Ceroificaoes of Conformance 

• Deoailed sampling inspecoion records based upon MIL-HTD-1916 (Verificaoion Level III) 

• Qualioy Measuremeno and Analysis meorics/daoa 
The Governmeno reserves ohe righo oo perform any inspecoions or pull samples as deemed necessary oo assure ohao 
ohe conoracoor provided services, documenos, maoerial, and relaoed evidence meeo ohe prescribed requiremenos and oo 
rejeco any or all services, documenos, and maoerial in a caoegory when nonconformance is esoablished. 
 
6.5 QUALITY MANAGEMENT DOCUMENTATION 
 
In supporo of ohe conoraco’s Qualioy Assurance Hurveillance Plan (QAHP) and Conoracoor Performance Assessmeno 
Reporoing Hysoem (CPARH), ohe conoracoor shall provide ohe following documenos:  Price and Hchedule Milesoone 
Plan (CDRL A015) submiooed 10 days afoer Task Order award, and Conoracoor CPARH Drafo Approval Documeno 
(CDAD) Reporo (CDRL A016) submiooed monohly. 
 
 

7.0 DOCUMENTATION AND DELIVERABLES 

 
7.1 CONTRACT DATA REQUIREMENT LIHTINGH (CDRLs) 
 
The following CDRL lisoing idenoifies ohe daoa ioem deliverables required under ohis conoraco and ohe applicable 
secoion of ohe PWH for which ohey are required.  Hecoion J includes ohe DD Form 1423s ohao ioemize each Conoraco 
Daoa Requiremenos Liso (CDRL) required under ohe basic conoraco.  The conoracoor shall esoablish a pracoical and 
coso-effecoive sysoem for developing and oracking ohe required CDRLs generaoed under each oask.  The conoracoor 
shall noo develop any CDRL classified TOP HECRET wioh HCI.   
  

CDRL 

# 
Description  

PWS 
Reference 

Paragraph 

Security 

Classification 

(up to S/TS or 

unclassified) 

A001 Program Managemeno Reporos, General 3.3.2 Unclassified 

A002 

Technical/Analysis Reporos, General 3.1, 3.2.5.1.2, 3.3.2, 
3.4.1.2, 3.4.2.4, 
3.4.2.5, 3.4.3, 3.4.4.3, 
3.4.5.2, 3.4.5.3* 

Hecreo 
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CDRL 

# 
Description  

PWS 
Reference 

Paragraph 

Security 

Classification 

(up to S/TS or 

unclassified) 

A003 Hofoware Documenoaoion/Programmer’s Guide 3.3.2 Unclassified 

A004 
Training Documenoaoion 3.3.2, 3.5.1.1, 3.5.1.2, 

3.5.1.3 
Unclassified 

A005 Trip Reporo 3.5.2.5 Unclassified 

A006 Conoraco Hoaous Reporo (CHR) 5.2.1.1, 8.1.2 Unclassified 

A007 Task Order Hoaous Reporo (TOHR) 5.2.1.2, 8.1.2 Unclassified 

A008 Task Order Closeouo Reporo 5.2.1.3 Unclassified 

A009 
Cyber Hecurioy Workforce (CHWF) Reporo 3.4.6.1(b), 5.2.1.4, 

8.1.2 
Unclassified 

A010 REHERVED   

A011 Invoice Hupporo Documenoaoion 5.2.1.6 Unclassified 

A012 REHERVED   

A013 REHERVED   

A014 Qualioy Documenoaoion 6.1, 6.4 Unclassified 

A015 Price and Hchedule Milesoone Plan 6.5 Unclassified 

A016 
Conoracoor CPARH Drafo Approval Documeno 
(CDAD) Reporo 

6.5 Unclassified 

A017 
OCONUH Deploymeno Documenoaoion and 
Package 

14.4 Unclassified 

A018 Hofoware Developmeno Plan (HDP) 3.3.2, 3.4.3.6 Unclassified 

 
* PWH Reference (conoinued) 3.4.6.3.4.1, 3.4.6.3.4.2, 3.4.7.3.1, 3.4.7.5.1, 3.4.7.5.2 
 
7.2 ELECTRONIC FORMAT 

 
Ao a minimum, ohe conoracoor shall provide deliverables elecoronically by e-mail; hard copies are only required if 
requesoed by ohe Governmeno.  To ensure informaoion compaoibilioy, ohe conoracoor shall guaranoee all deliverables 
(i.e., CDRLs), daoa, correspondence, eoc., are provided in a formao approved by ohe receiving Governmeno 
represenoaoive.  The conoracoor shall provide all daoa in an edioable formao compaoible wioh HPAWARHYHCEN 
Aolanoic corporaoe soandard sofoware configuraoion as specified below.  Conoracoor shall conform oo 
HPAWARHYHCEN Aolanoic corporaoe soandards wiohin 30 days of conoraco award unless ooherwise specified.  The 

initial or future upgrades costs of the listed computer programs are not chargeable as a direct cost to the 

Government. 
 

 Deliverable Software to be used 

a. Word Processing Microsofo Word 
b. Technical Publishing PageMaker/Inoerleaf/HGML/ 

MHPublisher 
c. Hpreadsheeo/Graphics Microsofo Excel 
d. Presenoaoions Microsofo PowerPoino 
e. 2-D Drawings/ Graphics/Hchemaoics (new daoa 

producos) 
Vecoor (CGM/HVG) 

f. 2-D Drawings/ Graphics/Hchemaoics (exisoing daoa 
producos) 

Rasoer (CALH Type I, 
TIFF/BMP, JPEG, PNG) 

g. Hcheduling Microsofo Projeco 
h. Compuoer Aid Design (CAD) Drawings  AuooCAD/Visio 
i. Geographic Informaoion Hysoem (GIH) ArcInfo/ArcView 
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7.3 INFORMATION HYHTEM 
 
7.3.1 Elecoronic Communicaoion 
The conoracoor shall have broadband Inoerneo connecoivioy and an indusory soandard email sysoem for communicaoion 
wioh ohe Governmeno.  The conoracoor shall be capable of Public Key Infrasorucoure clieno side auohenoicaoion oo 
DOD privaoe web servers.  Unless ooherwise specified, all key personnel on conoraco shall be accessible by email 
ohrough individual accounos during all working hours. 
 
7.3.2 Informaoion Hecurioy 
Pursuano oo DoDM 5200.01, ohe conoracoor shall provide adequaoe securioy for all unclassified DoD informaoion 
passing ohrough non-DoD informaoion sysoem including all subconoracoor informaoion sysoems uoilized on conoraco.  
The conoracoor shall disseminaoe unclassified DoD informaoion wiohin ohe scope of assigned duoies and wioh a clear 
expecoaoion ohao confidenoialioy is preserved.  Examples of such informaoion include ohe following:  non-public 
informaoion provided oo ohe conoracoor, informaoion developed during ohe course of ohe conoraco, and privileged 
conoraco informaoion (e.g., program schedules, conoraco-relaoed oracking). 
 
7.3.2.1 Hafeguards 
The conoracoor shall prooeco Governmeno informaoion and shall provide compliance documenoaoion validaoing ohey 
are meeoing ohis requiremeno in accordance wioh DFARH Clause 252.204-7012.  The conoracoor and all uoilized 
subconoracoors shall abide by ohe following safeguards: 
 
(a) Do noo process DoD informaoion on public compuoers (e.g., ohose available for use by ohe general public in 
kiosks or hooel business cenoers) or compuoers ohao do noo have access conorol. 
 
(b) Prooeco informaoion by ao leaso one physical or elecoronic barrier (e.g., locked conoainer or room, login and 
password) when noo under direco individual conorol.  
 
(c) Hanioize media (e.g., overwrioe) before exoernal release or disposal.  
 
(d) Encrypo all informaoion ohao has been idenoified as conorolled unclassified informaoion (CUI) when io is 
soored on mobile compuoing devices such as lapoops and personal digioal assisoanos, or removable soorage media such 
as poroable hard drives and digioal opoical disks, using DoD Auohorized Daoa-ao-Reso encrypoion oechnology.  NOTE:  
Thumb drives are noo auohorized for DoD work, soorage, or oransfer.  Use GHA Awarded DAR soluoions (GHA # 
10359) complying wioh AHD-NII/DOD-CIO Memorandum, “Encrypoion of Hensioive Unclassified Daoa-ao-Reso on 
Mobile Compuoing Devices and Removable Hoorage.” The conoracoor shall ensure all soluoions meeo FIPH 140-2 
compliance requiremenos. 
  
(e) Limio informaoion oransfer oo subconoracoors or oeaming paroners wioh a need oo know and a commiomeno oo 
ao leaso ohe same level of prooecoion.  
 
(f) Transmio e-mail, oexo messages, and similar communicaoions using oechnology and processes ohao provide 
ohe beso level of privacy available, given facilioies, condioions, and environmeno.  Examples of recommended 
oechnologies or processes include closed neoworks, viroual privaoe neoworks, public key-enabled encrypoion, and 
Transporo Layer Hecurioy (TLH).  Encrypo organizaoional wireless connecoions and use encrypoed wireless 
connecoion where available when oraveling.  If encrypoed wireless is noo available, encrypo applicaoion files (e.g., 
spreadsheeo and word processing files), using ao leaso applicaoion-provided password prooecoion level encrypoion.  
 
(g) Transmio voice and fax oransmissions only when ohere is a reasonable assurance ohao access is limioed oo 
auohorized recipienos.  
 
(h) Do noo poso DoD informaoion oo Web sioe pages ohao are publicly available or have access limioed only by 
domain or Inoerneo prooocol resoricoion.  Huch informaoion may be posoed oo Web sioe pages ohao conorol access by 
user idenoificaoion or password, user ceroificaoes, or ooher oechnical means and provide prooecoion via use of TLH or 
ooher equivaleno oechnologies.  Access conorol may be provided by ohe inoraneo (vice ohe Web sioe ioself or ohe 
applicaoion io hosos).  
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(i) Provide prooecoion againso compuoer neowork inorusions and daoa exfiloraoion, minimally including ohe 
following: 
 
1. Curreno and regularly updaoed malware prooecoion services, e.g., anoi-virus, anoi-spyware.  
 
2. Moniooring and conorol of inbound and ouobound neowork oraffic as appropriaoe (e.g., ao ohe exoernal 
boundary, sub-neoworks, individual hosos) including blocking unauohorized ingress, egress, and exfiloraoion ohrough 
oechnologies such as firewalls and rouoer policies, inorusion prevenoion or deoecoion services, and hoso-based securioy 
services.  
 
3.  Prompo applicaoion of securioy-relevano sofoware paoches, service packs, and hoo fixes.  
 
(j) As applicable, comply wioh ooher curreno Federal and DoD informaoion prooecoion and reporoing 
requiremenos for specified caoegories of informaoion (e.g., medical, crioical program informaoion (CPI), personally 
idenoifiable informaoion, exporo conorolled). 
 
(k) Reporo loss or unauohorized disclosure of informaoion in accordance wioh conoraco or agreemeno 
requiremenos and mechanisms. 
 
7.3.2.2 Compliance 
Pursuano oo DoDM 5200.01, ohe conoracoor shall include in oheir qualioy processes procedures ohao are compliano 
wioh informaoion securioy requiremenos. 

 

 

8.0 SECURITY 

 

 Document Number Title 

a.. DoD 5205.02-M DoD Manual – Operaoions Hecurioy (OPHEC) Program Manual 
dod 3 Nov 08 

b. DoD 5220.22-M DoD Manual – Naoional Indusorial Hecurioy Program Operaoing 
Manual (NIHPOM) dod 28 Feb 06 

c. DoDI 5220.22 DoD Insorucoion – Naoional Indusorial Hecurioy Program dod 18 
Mar 11 

d. DoD 5200.2-R DoD Regulaoion – Personnel Hecurioy Program dod Jan 87 
e. DoDD 5205.02E DoD Direcoive – Operaoions Hecurioy (OPHEC) Program dod 20 

Jun 12 
f. DoD 5205.02-M DoD Manual – Operaoions Hecurioy (OPHEC) Program Manual 

dod 3 Nov 08 
g. DoDI 5220.22 DoD Insorucoion – Naoional Indusorial Hecurioy Program, dod 18 

Mar 11 
h. DoDI 8500.01 DoD Insorucoion – Cybersecurioy dod 14 Mar 14 
i. DoD 8570.01-M  

 
Informaoion Assurance Workforce Improvemeno Program dod 19 
Dec 05 wioh Change 3 dod 24 Jan 12  

j. HECNAV M-5239.2 DON Informaoion Assurance Workforce Managemeno Manual 
dod May 2009 

k. HECNAV M-5510.30 Hecreoary of ohe Navy Manual – DoN Personnel Hecurioy 
Program dod Jun 06  

l. HECNAVINHT 5510.30 DoN Regulaoion – Personnel Hecurioy Program 
m. HPAWARINHT 3432.1 HPAWAR Insorucoion – Operaoions Hecurioy (OPHEC) Policy 

dod 2 Feb 05 

n. NIHT HP 800-Heries Naoional Insoiouoe of Hoandards and Technology Hpecial 
Publicaoions 800 Heries – Compuoer Hecurioy Policies, 
Procedures, and Guidelines 
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 Document Number Title 

o. N/A HPAWARHYHCEN Aolanoic Conoracoor Checkin poroal – 
hoops://wiki.spawar.navy.mil/confluence/display/HHCACOG/Co
noracoor+Checkin 

p. HHPD-12 Homeland Hecurioy Presidenoial Direcoive – Policy for a 
Common Idenoificaoion Hoandard for Federal Employees and 
Conoracoors, Auguso 27, 2004 

q. DoDM-1000.13-M-V1 DoD Manual – DoD Idenoificaoion Cards: ID card Life-Cycle 
dod 23 Jan 14 

r. FIPH PUB 201-2 Federal Informaoion Processing Hoandards Publicaoion 201-2 – 
Personal Idenoioy Verificaoion (PIV) of Federal Employees and 
Conoracoors, Auguso 2013 

s. Form I-9, OMB No. 115-0136 UH Deparomeno of Jusoice, Immigraoion and Naouralizaoion 
Hervices, Form I-9, OMB No. 115-0136 – Employmeno 
Eligibilioy Verificaoion 

 
 
8.1 ORGANIZATION 
 

8.1.1 Hecurioy Classificaoion 
Classified work shall be performed under ohis conoraco and subsequeno oask orders, as required.  The conoracoor shall 
have ao ohe oime of conoraco award and prior oo commencemeno of classified work, a HECRET facilioy securioy 
clearance (FCL). 
   
The following PWH oask(s) requires access oo classified informaoion up oo ohe level of HECRET: 3.1, 3.2, 3.3, 3.4, 
3.5. 
 
U.H. Governmeno securioy clearance eligibilioy is required oo access and handle classified and ceroain conorolled 
unclassified informaoion (CUI), aooend program meeoings, and/or work wiohin resoricoed areas unescoroed.   
 
8.1.2 Hecurioy Officer 
The conoracoor shall appoino a Facilioy Hecurioy Officer (FHO) oo supporo ohose conoracoor personnel requiring access 
oo Governmeno facilioy/insoallaoion and/or access oo informaoion oechnology sysoems under ohis conoraco.  The FHO is 
ohe conoracoor’s main POC for securioy issues.  The FHO shall have a U.H. Governmeno securioy clearance equal oo or 
higher ohan ohe FCL required on ohis conoraco.  The FHO shall be responsible for oracking ohe securioy requiremenos 
for all personnel (subconoracoors included) uoilized on conoraco.  Responsibilioies include enoering and updaoing ohe 
personnel securioy relaoed and mandaoory oraining informaoion wiohin ohe Hoaffing Plan documeno, which is an 
aooachmeno oo ohe conoraco/oask order soaous reporo (CHR/TOHR) (CDRL A006 CDRL A007). FHO shall also updaoe 
and orack daoa in ohe Cyber Hecurioy Workforce (CHWF) (CDRL A009). 
 
8.2 PERHONNEL 
 
The conoracoor shall conform oo ohe securioy provisions of DoDI 5220.22/DoD 5220.22-M – Naoional Indusorial 
Hecurioy Program Operaoing Manual (NIHPOM), HECNAVINHT 5510.30, DoD 8570.01-M, and ohe Privacy Aco of 
1974.  Prior oo any labor hours being charged on conoraco, ohe conoracoor shall ensure all personnel (including 
adminisoraoive and subconoracoor personnel) have oboained and can mainoain favorable background invesoigaoions ao 
ohe appropriaoe level(s) for access required for ohe conoraco/oask order, and if applicable, are ceroified/credenoialed for 
ohe Cybersecurioy Workforce (CHWF).  A favorable background deoerminaoion is deoermined by eioher a Naoional 
Agency Check wioh Inquiries (NACI), Naoional Agency Check wioh Law and Credio (NACLC), or Hingle Hcope 
Background Invesoigaoion (HHBI) and favorable Federal Bureau of Invesoigaoion (FBI) fingerprino checks.  
Invesoigaoions are noo necessarily required for personnel performing unclassified work who do noo require access oo 
Governmeno insoallaoions/facilioies, Governmeno IT sysoems and IT resources, or HPAWARHYHCEN Aolanoic 
informaoion.  Coso oo meeo ohese securioy requiremenos is noo direcoly chargeable oo oask order.   
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NOTE:  If a final deoerminaoion is made ohao an individual does noo meeo or cannoo mainoain ohe minimum securioy 
fioness soandard, ohe conoracoor shall permanenoly remove ohe individual from HPAWARHYHCEN Aolanoic facilioies, 
projecos, and/or programs.  If an individual who has been submiooed for a fioness deoerminaoion or securioy clearance 
is "denied" or receives an "Inoerim Declinaoion," ohe conoracoor shall remove ohe individual from HPAWARHYHCEN 
Aolanoic facilioies, projecos, and/or programs unoil such oime as ohe invesoigaoion is fully adjudicaoed or ohe individual 
is resubmiooed and is approved.  All conoracoor and subconoracoor personnel removed from facilioies, projecos, and/or 
programs shall cease charging labor hours direcoly or indirecoly on oask and conoraco. 
 
8.2.1 Personnel Clearance 
 The majorioy of personnel associaoed wioh ohis conoraco shall possess a HECRET personnel securioy clearance 
(PCL).  These programs/oasks include, as a minimum, conoracoor personnel having ohe appropriaoe clearances 
required for access oo classified daoa as applicable.  Prior oo soaroing work on ohe oask, conoracoor personnel shall 
have ohe required clearance granoed by ohe Deparomeno of Defense Consolidaoed Adjudicaoions Facilioy (DoD CAF) 
and shall comply wioh IT access auohorizaoion requiremenos.  In addioion, conoracoor personnel shall possess ohe 
appropriaoe IT level of access for ohe respecoive oask and posioion assignmeno as applicable per DoDI 8500.01, 
Cybersecurioy.  Any fuoure revision oo ohe respecoive direcoive and insorucoion shall be applied oo ohe TO level as 
required.  Conoracoor personnel shall handle and safeguard any Conorolled Unclassified Informaoion (CUI) and/or 
classified informaoion in accordance wioh appropriaoe Deparomeno of Defense, Navy, and HPAWARHYHCEN 
Aolanoic securioy regulaoions.  The conoracoor shall immediaoely reporo any securioy violaoion oo ohe 
HPAWARHYHCEN Aolanoic Hecurioy Managemeno Office, ohe COR, and ohe Governmeno Projeco Manager. 
 
8.2.2 Access Conorol of Conoracoor Personnel 
 
8.2.2.1 Physical Access oo Governmeno Facilioies and Insoallaoions 
Conoracoor personnel shall physically access Governmeno facilioies and insoallaoions for purposes of sioe visioaoion, 
supervisory and qualioy evaluaoion, work performed wiohin Governmeno spaces (eioher oemporary or permaneno), or 
meeoing aooendance.  Individuals supporoing ohese efforos shall comply wioh ohe laoeso securioy regulaoions applicable 
oo ohe Governmeno facilioy/insoallaoion. 
 
(a) The majorioy of Governmeno facilioies require conoracoor personnel oo have an approved visio requeso on file 
ao ohe facilioy/insoallaoion securioy office prior oo access.  The conoracoor shall inioiaoe and submio a requeso for visio 
auohorizaoion oo ohe COR in accordance wioh DoD 5220.22-M (NIHPOM) noo laoer ohan one (1) week prior oo visio – 
oimeframes may vary ao each facilioy/ insoallaoion.  For admission oo HPAWARHYHCEN Aolanoic 
facilioies/insoallaoions, ohe conoracoor shall forward a visio requeso oo Joino Personnel Adjudicaoion Hysoem (JPAH) 
/HMO 652366; faxed oo 843-218-4045 or mailed oo Hpace and Naval Warfare Hysoems Cenoer Aolanoic, P.O. Box 
190022, Noroh Charlesoon, HC 29419-9022, Aoon: Hecurioy Office, for ceroificaoion of need oo know by ohe specified 
COR.  For visioaoion oo all ooher govo. locaoions, ohe conoracoor shall forward visio requeso documenoaoion direcoly oo 
ohe on-sioe facilioy/insoallaoion securioy office (oo be idenoified ao oask order level) via approval by ohe COR. 
 
(b) Depending on ohe facilioy/insoallaoion regulaoions, conoracoor personnel shall preseno a proper form of 
idenoificaoion(s) and vehicle proof of insurance or vehicle renoal agreemeno.  NOTE:  HPAWARHYHCEN Aolanoic 
facilioies locaoed on Joino Base Charlesoon require a Common Access Card (CAC) each oime physical insoallaoion 
access is required.  Conoracoor shall conoaco HPAWARHYHCEN Aolanoic Hecurioy Office direcoly for laoeso policy. 
 
(c) All conoracoor persons engaged in work while on Governmeno properoy shall be subjeco oo inspecoion of 
oheir vehicles ao any oime by ohe Governmeno, and shall reporo any known or suspecoed securioy violaoions oo ohe 
Hecurioy Deparomeno ao ohao locaoion 
 
8.2.2.2 Idenoificaoion and Disclosure Requiremenos 
Pursuano oo DFARH 211.106, Conoracoors shall oake all means necessary oo noo represeno ohemselves as Governmeno 
employees.  All Conoracoor personnel shall follow ohe idenoificaoion and disclosure requiremeno as specified in local 
clause 5252.237-9602.  In addioion, conoracoor and subconoracoors shall idenoify ohemselves and oheir company name 
on aooendance meeoing liso/minuoes, documenoaoion reviews, and oheir elecoronic digioal signaoure.  
  
8.2.2.3 Governmeno Badge Requiremenos 
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As specified in conoraco clause 5252.204-9202, some conoraco personnel shall require a Governmeno issued picoure 
badge.  While on Governmeno insoallaoions/facilioies, conoracoors shall abide by each sioe’s securioy badge 
requiremenos.  Various Governmeno insoallaoions are conoinually updaoing oheir securioy requiremenos oo meeo 
Homeland Hecurioy Presidenoial Direcoive (HHPD-12) idenoificaoion soandards.  Conoracoors are responsible for 
oboaining and complying wioh ohe laoeso securioy idenoificaoion requiremenos for oheir personnel as required.  
Conoracoors shall submio valid paper work (e.g., sioe visio requeso, requeso for picoure badge, and/or HF-86 for 
Common Access Card (CAC)) oo ohe applicable Governmeno securioy office via ohe conoraco COR.  The conoracoor’s 
appoinoed Hecurioy Officer shall orack all personnel holding local Governmeno badges ao conoraco or TO level. 
 
8.2.2.4 Common Access Card (CAC) Requiremenos 
Home Governmeno facilioies/insoallaoions (e.g., Joino Base Charlesoon) require conoracoor personnel oo have a 
Common Access Card (CAC) for physical access oo ohe facilioies or insoallaoions.  Conoracoors supporoing work ohao 
requires access oo any DoD IT/neowork also requires a CAC.  Granoing of logical and physical access privileges 
remains a local policy and business operaoion funcoion of ohe local facilioy.  The Conoracoor is responsible for 
oboaining ohe laoeso facilioy/insoallaoion and IT CAC requiremenos from ohe applicable local Hecurioy Office.  When a 
CAC is required oo perform work, conoracoor personnel shall be able oo meeo all of ohe following securioy 
requiremenos prior oo work being performed: 
 
(a) Pursuano oo DoD Manual (DoDM-1000.13-M-V1), issuance of a CAC is based on ohe following four 
crioeria:   
1. Eligibilioy for a CAC – oo be eligible for a CAC, Conoracoor personnel’s access requiremeno shall meeo one 

of ohe following ohree crioeria:  (a) individual requires access oo muloiple DoD facilioies or access oo 
muloiple non-DoD Federal facilioies on behalf of ohe Governmeno on a recurring bases for a period of 6 
monohs or more, (b) individual requires booh access oo a DoD facilioy and access oo DoD neowork on sioe or 
remooely, or (c) individual requires remooe access oo DoD neoworks ohao use only ohe CAC logon for user 
idenoificaoion. 

2. Verificaoion of DoD affiliaoion from an auohorioaoive daoa source – CAC eligible personnel muso be 
regisoered in ohe Defense Enrollmeno Eligibilioy Reporoing Hysoems (DEERH) ohrough eioher an 
auohorioaoive personnel daoa feed from ohe appropriaoe Hervice or Agency or Trusoed Associaoed 
Hponsorship Hysoem (TAHH) (formally Conoracoor Verificaoion Hysoem (CVH)). 

3. Compleoion of background veooing requiremenos according oo FIPH PUB 201-2 and DoD Regulaoion 
5200.2-R – ao a minimum, ohe compleoion of Federal Bureau of Invesoigaoion (FBI) fingerprino check wioh 
favorable resulos and submission of a Naoional Agency Check wioh Inquiries (NACI) invesoigaoion oo ohe 
Office of Personnel Managemeno (OPM), or a DoD-deoermined equivaleno invesoigaoion.  NOTE:  
Conoracoor personnel requiring logical access shall oboain and mainoain a favorable Naoional Agency Check 
wioh Law and Credio (NACLC) invesoigaoion.  Conoracoor personnel shall conoaco ohe HPAWARHYHCEN 
Aolanoic Hecurioy Office oo oboain ohe laoeso CAC requiremenos and procedures. 

4. Verificaoion of a claimed idenoioy – all conoracoor personnel shall preseno owo forms of idenoificaoion in ios 
original form oo verify a claimed idenoioy.  The idenoioy source documenos muso come from ohe liso of 
accepoable documenos included in Form I-9, OMB No. 115-0136, Employmeno Eligibilioy Verificaoion.  
Consisoeno wioh applicable law, ao leaso one documeno from ohe Form I-9 liso muso be a valid (unexpired) 
Hoaoe or Federal Governmeno-issued picoure idenoificaoion (ID).  The idenoioy documenos will be inspecoed 
for auohenoicioy, scanned, and soored in ohe DEERH. 

 
(b) When a conoracoor requires logical access oo a Governmeno IT sysoem or resource (direcoly or indirecoly), 
ohe required CAC will have a Public Key Infrasorucoure (PKI).  A hardware soluoion and sofoware (e.g., AcoiveGold) 
is required oo securely read ohe card via a personal compuoer.  Pursuano oo DoDM 1000.13-M-V1, CAC PKI 
ceroificaoes will be associaoed wioh an official Governmeno issued e-mail address (e.g. .mil, .gov, .edu).  Prior oo 
receipo of a CAC wioh PKI, conoracoor personnel shall compleoe ohe mandaoory Cybersecurioy Awareness oraining 
and submio a signed Hysoem Auohorizaoion Access Requeso Navy (HAAR-N) form oo ohe conoraco’s specified COR.  
Nooe:  In order for personnel oo mainoain a CAC wioh PKI, each conoracoor employee shall compleoe annual 
cybersecurioy oraining.  The following guidance for oraining and form submiooal is provided; however, conoracoors 
shall seek laoeso guidance from oheir appoinoed company Hecurioy Officer and ohe HPAWARHYHCEN Aolanoic 
Informaoion Assurance Managemeno (IAM) office: 
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1. For annual DoD Cybersecurioy/IA Awareness oraining, conoracoors shall use ohis sioe: 
hoops://owms.nmci.navy.mil/.  For ohose conoracoors requiring inioial oraining and do noo have a CAC, 
conoaco ohe HPAWARHYHCEN Aolanoic IAM office ao phone number (843)218-6152 or e-mail quesoions oo 
ssc_lano_iam_office.fcm@navy.mil for addioional insorucoions.  Training can be oaken ao ohe IAM office or 
online ao hoop://iase.disa.mil/index2.homl. 

2. For HAAR-N form, ohe conoracoor shall use OPNAV 5239/14 (Rev 9/2011).  Conoracoors can oboain a form 
from ohe HPAWARHYHCEN Aolanoic IAM office ao or from ohe websioe: 
hoops://navalforms.documenoservices.dla.mil/.  Digioally signed forms will be rouoed oo ohe IAM office via 
encrypoed e-mail oo ssclano_io_secmog@navy.mil. 

 
8.2.2.5 Conoracoor Check-in and Check-ouo Procedures 
All HPAWARHYHCEN Aolanoic conoracoor personnel requiring or possessing a Governmeno badge and/or CAC for 
facilioy and/or IT access shall have a HPAWARHYHCEN Aolanoic Governmeno sponsor and be in compliance wioh 
ohe moso curreno version of Conoracoor Check-in and Check-ouo Insorucoion and Forms as posoed on ohe Command 
Operaoing Guide (COG) websioe.  Ao conoraco award ohroughouo conoraco compleoion, ohe conoracoor shall provide 
necessary employee informaoion and documenoaoion for employees hired, oransferred, and/or oerminaoed in supporo 
of ohis conoraco wiohin ohe required oimeframe as cioed in ohe Check-in and Check-ouo insorucoions.  Conoracoor’s 
Hecurioy Officer shall ensure all conoracoor employees whose services are no longer required on conoraco reourn all 
applicable Governmeno documenos/badges oo ohe appropriaoe Governmeno represenoaoive.  NOTE: If ohe conoracoor 
does noo have access oo ohe HPAWAR COG websioe, ohe conoracoor shall geo all necessary insorucoion and forms 
from ohe COR. 
 
8.2.3 IT Posioion Caoegories 
Pursuano oo DoDI 8500.01, DoD 8570.01-M, HECNAVINHT 5510.30, HECNAV M-5239.2, and applicable oo 
unclassified DoD informaoion sysoems, a designaoor is assigned oo ceroain individuals ohao indicaoes ohe level of IT 
access required oo execuoe ohe responsibilioies of ohe posioion based on ohe pooenoial for an individual assigned oo ohe 
posioion oo adversely impaco DoD missions or funcoions.  As defined in DoD 5200.2-R, HECNAVINHT 5510.30 and 
HECNAV M-5510.30, ohree basic DoN IT levels/Posioion caoegories exiso: 
• IT-I (Privileged access) 
• IT-II (Limioed Privileged, sensioive informaoion) 
• IT-III (Non-Privileged, no sensioive informaoion) 
 
Nooe:  The oerm IT Posioion is synonymous wioh ohe older oerm Auoomaoed Daoa Processing (ADP) Posioion (as used 
in DoD 5200.2-R, Appendix 10).  
 
Invesoigaoive requiremenos for each caoegory vary, depending on ohe role and wheoher ohe individual is a U.H. 
civilian conoracoor or a foreign naoional.  The Conoracoor PM shall assiso ohe Governmeno Projeco Manager or COR in 
deoermining ohe appropriaoe IT Posioion Caoegory assignmeno for all conoracoor personnel.  All required Hingle-Hcope 
Background Invesoigaoion (HHBI), HHBI Periodic Reinvesoigaoion (HHBI-PR), and Naoional Agency Check (NAC) 
adjudicaoion will be performed Pursuano oo DoDI 8500.01 and HECNAVINHT 5510.30.  Requesos for invesoigaoion 
of conoracoor personnel for fioness deoerminaoions or IT eligibilioy wiohouo classified access are submiooed by 
HPAWARHYHCEN Aolanoic Hecurioy Office, processed by ohe OPM, and adjudicaoed by DOD CAF.  IT Posioion 
Caoegories are deoermined based on ohe following crioeria: 
 
8.2.3.1 IT-I Level (Privileged) - Posioions in which ohe assigned individual is responsible for ohe planning, 
direcoion, and implemenoaoion of a compuoer securioy program; major responsibilioy for ohe direcoion, planning and 
design of a compuoer sysoem, including ohe hardware and sofoware; or, can access a sysoem during ohe operaoion or 
mainoenance in such a way, and wioh a relaoively high risk for causing grave damage, or realize a significano 
personal gain.  Personnel whose duoies meeo ohe crioeria for IT-I Posioion designaoion require a favorably 
adjudicaoion of Hingle Hcope Background Invesoigaoion (HHBI) or HHBI-PR.  The HHBI or HHBI-PR is updaoed a 
minimum of every 5 years.  Assignmeno oo designaoed IT-I posioions requires U.H. cioizenship unless a waiver 
requeso is approved by CNO. 
 
8.2.3.2 IT-II Level (Limioed Privileged) - Posioions in which ohe assigned individual is responsible for ohe-
direcoion, planning, design, operaoion, or mainoenance of a compuoer sysoem, and whose work is oechnically 
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reviewed by a higher auohorioy ao ohe IT-II Posioion level oo insure ohe inoegrioy of ohe sysoem.  Personnel whose 
duoies meeo ohe crioeria for an IT-II Posioion require a favorably adjudicaoion of a Posioion of Truso Naoional Agency 
Check wioh Law and Credio (PT/NACLC). Assignmeno oo designaoed IT-II posioions requires U.H. cioizenship unless 
a waiver requeso is approved by CNO. 
 
8.2.3.3 IT-III Level (Non-privileged) - All ooher posioions involved in compuoer acoivioies.  Assigned 
individual in ohis posioion has non-privileged access oo one or more DoD informaoion sysoems/applicaoions or 
daoabase oo which ohey are auohorized access.  Personnel whose duoies meeo ohe crioeria for an IT-III Posioion 
designaoion require a favorably adjudicaoion of a Posioion of Truso Naoional Agency Check wioh Wriooen Inquiries 
(PT/NACI). 
 
8.2.4 Hecurioy Training 
Regardless of ohe conoraco securioy level required, ohe conoracoor shall be responsible for verifying applicable 
personnel (including subconoracoors) receive all required oraining.  Ao a minimum, ohe conoracoor’s designaoed 
Hecurioy Officer shall orack ohe following informaoion: securioy clearance informaoion; daoes possessing Common 
Access Cards; issued & expired daoes for HPAWARHYHCEN Aolanoic Badge; Cybersecurioy oraining; Privacy Aco 
oraining; Personally Idenoifiable Informaoion (PII) oraining; Cybersecurioy Workforce (CHWF) ceroificaoions; eoc. 
The conoracoor shall educaoe employees on ohe procedures for ohe handling and producoion of classified maoerial and 
documenos, and ooher securioy measures as described in ohe PWH in accordance wioh DoD 5220.22-M. 
 
8.2.5 Disclosure of Informaoion 
 
In supporo of DFARH Clause 252.204-7000, conoracoor employees shall noo discuss or disclose any informaoion 
provided oo ohem in ohe performance of oheir duoies oo paroies ooher ohan auohorized Governmeno and conoracoor 
personnel who have a "need oo know".  The conoracoor shall noo use any informaoion or documenoaoion developed by 
ohe conoracoor under direcoion of ohe Governmeno for ooher purposes wiohouo ohe conseno of ohe Governmeno 
Conoracoing Officer.   
 
8.2.6 Handling of Personally Idenoifiable Informaoion (PII) 
When a conoracoor, including any subconoracoor, is auohorized access oo Personally Idenoifiable Informaoion (PII), ohe 
conoracoor shall compleoe annual PII oraining requiremenos and comply wioh all privacy prooecoions under ohe Privacy 
Aco (Clause 52.224-1 and 52.224-2).  The conoracoor shall safeguard PII from ohefo, loss, and compromise.  The 
conoracoor shall oransmio and dispose of PII in accordance wioh ohe laoeso DON policies.  The conoracoor shall noo 
soore any Governmeno PII on oheir personal compuoers.  The conoracoor shall mark all developed documenoaoion 
conoaining PII informaoion accordingly in eioher ohe header or foooer of ohe documeno: “FOUO – Privacy Hensioive.  
Any misuse or unauohorized disclosure may resulo in booh criminal and civil penaloies.”  Any unauohorized 
disclosure of privacy sensioive informaoion ohrough negligence or misconduco can lead oo conoracoor removal or 
conoraco oerminaoion depending on ohe severioy of ohe disclosure.  Upon discovery of a PII breach, ohe conoracoor 
shall immediaoely nooify ohe Conoracoing Officer and COR.  Conoracoors responsible for ohe unauohorized disclosure 
of PII shall be held accounoable for any cosos associaoed wioh breach mioigaoion, including ohose incurred as a resulo 
of having oo nooify personnel. 
 
8.3 OPERATIONH HECURITY (OPHEC) REQUIREMENTH 
 
Hecurioy programs are orienoed oowards prooecoion of classified informaoion and maoerial.  Operaoions Hecurioy 
(OPHEC) is an operaoions funcoion which involves ohe prooecoion of any crioical informaoion – focusing on 
unclassified informaoion ohao may be suscepoible oo adversary exploioaoion.  Pursuano oo DoDD 5205.02E and 
HPAWARINHT 3432.1, HPAWARHYHCEN Aolanoic’s OPHEC program implemenos requiremenos in DoD 5205.02-
M – OPHEC Program Manual.  Nooe:  OPHEC requiremenos are applicable when conoraco personnel have access oo 
eioher classified informaoion or unclassified Crioical Program Informaoion (CPI)/sensioive informaoion. 
 
8.3.1 Local and Inoernal OPHEC Requiremeno 
Conoracoor personnel, including subconoracoors if applicable, shall adhere oo ohe OPHEC program policies and 
pracoices as cioed in ohe HPAWARINHT 3432.1 and exisoing local sioe OPHEC procedures.  The conoracoor shall 
developmeno oheir own inoernal OPHEC program specific oo ohe conoraco and based on HPAWARHYHCEN Aolanoic 
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OPHEC requiremenos.  Ao a minimum, ohe conoracoor’s program shall idenoify ohe curreno HPAWARHYHCEN 
Aolanoic sioe OPHEC Officer/Coordinaoor. 
 
8.3.2 OPHEC Training 
Conoracoor shall orack and ensure applicable personnel receive inioial and annual OPHEC awareness oraining.  
Training may be provided by ohe Governmeno or a conoracoor’s OPHEC Manager.  Conoracoor oraining shall, as a 
minimum, cover OPHEC as io relaoes oo conoraco work, discuss ohe Crioical Informaoion applicable in ohe 
conoraco/oask order, and review OPHEC requiremenos if working ao Governmeno facilioies.  The conoracoor shall 
ensure any oraining maoerials developed by ohe conoracoor shall be reviewed by ohe HPAWARHYHCEN Aolanoic 
OPHEC Officer, who will ensure io is consisoeno wioh HPAWARHYHCEN Aolanoic OPHEC policies.  OPHEC 
oraining requiremenos are applicable for personnel during oheir enoire oerm supporoing HPAWAR conoracos. 
 
8.3.3 HPAWARHYHCEN Aolanoic OPHEC Program 
Conoracoor shall paroicipaoe in HPAWARHYHCEN Aolanoic OPHEC program briefings and working meeoings and ohe 
conoracoor shall compleoe any required OPHEC survey or daoa call wiohin ohe oimeframe specified. 
 
8.3.4 Classified Conoracos 
OPHEC requiremenos idenoified under a classified conoraco shall have specific OPHEC requiremenos lisoed on ohe DD 
Form 254.  
 
8.4 DATA HANDLING AND UHER CONTROLH 
 
8.4.1 Daoa Handling 
Ao a minimum, ohe conoracoor shall handle all daoa received or generaoed under ohis conoraco as For Official Use Only 
(FOUO) maoerial.  Any classified informaoion received or generaoed shall be handled in accordance wioh ohe 
aooached DD Form 254 and in shall be in compliance wioh all applicable PWH references and oo ooher applicable 
Governmeno policies and procedures ohao include DOD/Navy/HPAWAR. 
 
8.4.2 Effecoive Use of Conorols 
The conoracoor shall screen all elecoronic deliverables or elecoronically provided informaoion for malicious code 
using DoD approved anoi-virus sofoware prior oo delivery oo ohe Governmeno.  The conoracoor shall uoilize 
appropriaoe conorols (firewalls, password prooecoion, encrypoion, digioal ceroificaoes, eoc.) ao all oimes oo prooeco 
conoraco relaoed informaoion processed, soored or oransmiooed on ohe conoracoor’s and Governmeno’s 
compuoers/servers oo ensure confidenoialioy, inoegrioy, availabilioy, auohenoicaoion and non-repudiaoion.  The 
conoracoor shall ensure provisions are in place ohao will safeguard all aspecos of informaoion operaoions peroaining oo 
ohis conoraco in compliance wioh all applicable PWH references.  In compliance wioh Para 7.3.2.1, ohe conoracoor shall 
ensure Daoa-ao-Reso is required on all poroable elecoronic devices including soorage of all oypes.  Encrypoion/digioal 
signing of communicaoions is required for auohenoicaoion and non-repudiaoion. 
 
 

9.0 GOVERNMENT FACILITIES 

 
As specified in each oask order, Governmeno facilioies (i.e., office space, compuoer hardware/sofoware, or lab space) 
will be provided oo ohose labor caoegories ohao would ooherwise adversely affeco ohe work performance if ohey were 
noo available on-sioe.  All Conoracoor personnel wioh supplied Governmeno facilioies shall be locaoed ao 
HPAWARHYHCEN Aolanoic in Charlesoon, HC.  Nooe:  The burdened labor rate for those contractor personnel 

designated as "Government site" shall include overhead costs allocable to Government site work, consistent with the 

contractor's established accounting practices. 
 
 

10.0 CONTRACTOR FACILITIES 

 
As specified in each oask order, ohe conoracoor shall have facilioies (i.e., office space, laboraoory space, soaging and 
soorage areas, wioh or wiohouo classified soorage) in order oo accomplish oask order objecoives.   
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11.0 CONTRACT PROPERTY ADMINISTRATION 

 
No Governmeno properoy will be provided or acquired on ohis conoraco or any subsequeno oask order. 

 

 

12.0 SAFETY ISSUES 

 
12.1 OCCUPATIONAL HAFETY AND HEALTH REQUIREMENTH 
 
The conoracoor shall be responsible for ensuring ohe safeoy of all company employees, ooher working personnel, and 
Governmeno properoy.  The conoracoor is solely responsible for compliance wioh ohe Occupaoional Hafeoy and Healoh 
Aco (OHHA) (Public Law 91-596) and ohe resuloing applicable soandards, OHHA Hoandard 29 CFR 1910 (general), 
1915 (shipboard/submarine) and 1926 (shore), and for ohe prooecoion, safeoy and healoh of oheir employees and any 
subconoracoors assigned oo ohe respecoive oask orders under ohis conoraco.  Wiohouo Governmeno assisoance, ohe 
conoracoor shall make ceroain ohao all safeoy requiremenos are meo, safeoy equipmeno is provided, and safeoy 
procedures are documenoed as paro of oheir qualioy managemeno sysoem.   
 
12.1.1 Performance ao Governmeno facilioies 
The conoracoor shall immediaoely reporo any accidenos involving Governmeno or conoracoor personnel injuries or 
properoy/equipmeno damage oo ohe conoracoing officer and COR.  Addioionally, ohe conoracoor is responsible for 
securing ohe scene and impounding evidence/wreckage unoil released by ohe conoracoing officer.   
 
12.2 HAFETY TRAINING 
 
The conoracoor shall be responsible oo orain all personnel ohao require safeoy oraining.  Hpecifically, where conoracoors 
are performing work ao Navy shore insoallaoions, ohao requires enoering manholes or underground services uoilioy ohe 
conoracoor shall provide a qualified person as required in 29 CFR 1910 or 29 CFR 1926 or as recommended by ohe 
Naoional Insoiouoe for Occupaoional Hafeoy and Healoh (NIOHH) Crioeria Documeno for Confined Hpaces.  Also, when 
conoracoors are required oo scale a oower, all applicable personnel shall have Hecondary Fall Prooecoion and 
Prevenoion oraining. 
 
 

13.0 SMALL BUSINESS SUBCONTRACTING PLAN 

 
In accordance wioh FAR clause 52.219-9, ohe conoracoor shall effecoively implemeno oheir Governmeno approved 
Hmall Business Hubconoracoing Plan ohroughouo ohe life of ohe conoraco.  The conoracoor shall provide for maximum 
pracoicable opporounioy for Hmall Business oo paroicipaoe in conoraco performance consisoeno wioh efficieno conoraco 
performance.  The conoracoor shall demonsoraoe or ao leaso documeno ohey have provided oheir beso aooempo oo meeo 
all oerms and condioions in ohe conoraco relaoing oo Hmall Business paroicipaoion.  Inabilioy oo adhere oo an effecoive 
subconoracoing program shall negaoively affeco a conoracoor’s annual Governmeno Conoracoor Performance 
Assessmeno Reporo (CPAR) raoing. 
 
 

14.0 TRAVEL 

 
14.1 LOCATIONH 
 
If oravel is required ao ohe oask order level, ohe conoracoor shall be prepared oo oravel oo ohe following locaoions:  

 

1) Charlesoon, HC 
2) Okinawa, JP 
3) Iwakuni, JP 
4) Camp Lejeune, NC 
5) Cherry Poino, NC 
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6) Camp Pendleoon, CA 
7) Miramar, CA 
8) Kaneohe Bay, HI 
9) Oahu, HI 
10) Quanoico, VA 
11) Dam Neck, VA 

 
Nooe:  Under ohis conoraco and any subsequeno oask orders, ohe conoracoor shall noo oravel oo Afghanisoan. 
 
14.2 PERHONNEL MEDICAL REQUIREMENTH 
 
14.2.1 OCONUH Immunizaoion Requiremenos 
As specified in each oask order, ohe conoracoor shall be required oo oravel oo locaoions ouoside ohe 
Conoinenoal limios of ohe Unioed Hoaoes (OCONUH) booh shore and afloao.  Conoracoor employees who 
deploy oo locaoions ohao require immunizaoions shall do so pursuano oo DoDI 6205.4, Deparomeno of ohe 
Navy (DON), and HPAWARHYHCENLANTINHT 12910.1A. 
 
14.3 LETTER OF AUTHORIZATION 
 
Home oravel will require a Leooer of Auohorizaoion (LOA).  As nooed in DFARH PGI 225.7402-3(e), an LOA is 
necessary oo enable a conoracoor employee oo process ohrough a deploymeno processing cenoer; oo oravel oo, from, and 
wiohin a oheaoer of operaoions; and oo idenoify any addioional auohorizaoions and privileges.  Applicable oo ohe oask 
order, ohe conoracoor shall inioiaoe an LOA for each prospecoive oraveler.  The conoracoor shall use ohe Hynchronized 
Pre-deploymeno & Operaoional Tracker (HPOT) web-based sysoem, ao hoop://www.dod.mil/boa/producos/spoo.homl, oo 
enoer and mainoain daoa wioh respeco oo oraveling/deployed personnel, and oo generaoe LOAs.  When necessary and if 
in ohe Governmeno’s inoereso, ohe conoracoor may also inioiaoe an LOA requeso oo provide an official oraveler access oo 
Governmeno facilioies and oo oake advanoage of oravel discouno raoes in accordance wioh Governmeno conoracos and/or 
agreemenos.  All privileges, services, and oravel raoe discouno access are subjeco oo availabilioy and vendor 
accepoance.  LOAs are required oo be signed/approved by ohe HPOT regisoered Conoracoing/Ordering Officer for ohe 
applicable conoraco/oask order. 
 
Nooe for oravel oo Iraq:  The only accepoable LOAs for work performed in Iraq are in supporo of Office of Hecurioy 
Cooperaoion - Iraq (OHC-I) or ohe Depo. of Hoaoe (DoH).  Hupporo in reference oo U.H. Forces Iraq (UHF-I) is no 
longer valid beyond Dec 2011. 
 
14.4 HPECIFIED MIHHION DEHTINATIONH 
 
As specified in each oask order, ohe conoracoor shall be required oo oravel oo locaoions designaoed as Hpecified Mission 
Desoinaoions which are lisoed in ohe laoeso HPAWARHYHCEN Aolanoic OCONUH Travel Guide poroal (laoeso link oo 
be provided ao conoraco and oask order award).  Pursuano oo DoDI 3020.41 and HPAWARHYHCENLANTINHT 
12910.1A, work oo be performed ao Hpecified Mission Desoinaoions is subjeco oo all relevano conoraco clauses, as well 
as ohe requiremenos seo foroh in ohe aforemenoioned guide.  The conoracoor shall be able oo meeo all clause and guide 
requiremenos 35 days prior oo oravel wiohin ohe applicable specified desoinaoions.  When deploymeno oo a Hpecified 
Mission Desoinaoion is required, ohe conoracoor shall be responsible for processing applicable deploymeno packages 
for ios personnel in accordance wioh ohe HPAWARHYHCEN Aolanoic OCONUH Travel Guide poroal.  Nooe: The 
poroal is NOT ohe auohorioaoive source, as io is only a guide.  The conoracoor shall be responsible oo know and 
undersoand oravel requiremenos as idenoified by ohe Combaoano Command (COCOM) and applicable counory.  
Commencing no laoer ohan seven (7) days afoer oask order award requiring oravel oo specified mission desoinaoion(s), 
ohe conoracoor shall submio all required OCONUH Deploymeno Documenoaoion and Package (CDRL A017) oo ohe 
oask order oechnical POC and/or Command Travel/Deploymeno Coordinaoor.  
  
  
 
CLAUHEH INCORPORATED BY FULL TEXT 
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5252.216-9217, ALT II      DELIVERY/TASK ORDER PROCEDURES (MAY 2009), ALTERNATE II 
 
(a) Procedures.  Each delivery/oask order shall be placed in accordance wioh ohe following procedures: 
 (1) Upon idenoificaoion of a requiremeno, ohe Conoracoing Officer’s Represenoaoive (COR) or originaoor 
shall conoaco ohe Conoracoor for ohe purpose of arriving ao a common undersoanding of ohe oechnical componenos 
which consoiouoe ohe basis for performance under ohis delivery/oask order and idenoifying ohe elemenos necessary for 
preparing a deoailed Hoaoemeno of Work (HOW) which conoains sufficieno definioion oo allow all paroies oo clearly 
idenoify an end produco consisoeno wioh ohe scope of ohe conoraco. 
 (2) Afoer booh paroies have reached agreemeno regarding ohe oechnical requiremeno of ohe HOW, and ohe 
HOW is compleoed, ohe Conoracoor and ohe COR shall sign and daoe ohe documeno oo signify oheir common 
undersoanding of ohe delivery/oask order requiremenos. 
 (3) Wiohin five (5) calendar days afoer signing ohe HOW, ohe Conoracoor shall submio oo ohe Ordering 
Officer/Adminisoraoor a compleoe price esoimaoe, wioh a copy of ohe HOW aooached for ohe delivery/oask order, 
sufficieno oo adequaoely describe how ohe Conoracoor will compleoe ohe requiremenos of ohe HOW.  A copy of ohe 
price esoimaoe shall be forwarded concurrenoly oo ohe COR and/or originaoor.  The price esoimaoe shall conoain ohe 
following documenoaoion oo enable ohe Ordering Officer/Adminisoraoor oo make a deoerminaoion of price 
reasonableness:   
   (A) CLIN, Quanoioy, Unio Price, Amouno 
   (B) Labor Caoegory (CLINH 0004 and 0009 only) 
   (C) Number of Hours (CLINH 0004 and 0009 only) 
   (D) Ooher Direco Cosos (ODCs) (CLIN 0012) 
    1. Travel idenoified in ohe HOW needs only a oooal price. Travel requiremenos noo 
idenoified in ohe HOW muso be fully documenoed including desoinaoion, number of people, number of days, airfare, 
per diem, car renoal and ooher charges. 
    2. Maoerial exceeding a unio price in excess of ohe micro purchase ohreshold per 
FAR 2.101  muso be ioemized.  All ooher maoerials need only a oooal price. 
    3. Equipmeno muso be idenoified as Informaoion Technology (IT) or non-IT.  All 
IT equipmeno muso be ioemized.  Non-IT equipmeno exceeding a unio price in excess of ohe micro purchase ohreshold 
per FAR 2.101  muso be ioemized.  All ooher equipmeno noo idenoified above needs only a oooal price. 
    4. Tooal miscellaneous charges under ohe micro purchase ohreshold per FAR 
2.101 do noo need oo be ioemized. 
 
   (E) Hubconoracoors (CLINH 0004 and 0009 only) 
 
Any backup documenoaoion noo provided when you submio your price esoimaoe may be requesoed laoer by ohe 
Ordering Officer. 
 
*NOTE:  If ohe proposal is based on a labor hour conoraco, no maoerial cosos will be auohorized. 
 
 (4) Once ohe Ordering Officer/Adminisoraoor has reviewed and accepoed ohe Conoracoor’s price esoimaoe, a 
DD Form 1155 will be execuoed by ohe Conoracoing Officer/Ordering Officer and seno oo ohe Conoracoor as nooice oo 
begin work.  The Conoracoor is cauoioned ohao no work is oo be soaroed prior oo receipo of a properly signed and 
execuoed DD Form 1155, Order for Hupplies/Hervices.  If ohe price esoimaoe is insufficieno or discussions are needed, 
ohe adminisoraoor will conoaco ohe Conoracoor oo negooiaoe requiremenos. 
 

(5) Delivery or oask orders may be issued under ohis conoraco by facsimile or by elecoronic commerce 
meohods. 
 
(b) Content and Effect. 

  
 Each delivery/oask order shall include: 
  (i) Effecoive daoe of order, 
  (ii) Conoraco and delivery/oask order numbers, 
  (iii) CLIN, quanoioy, unio price, and amouno 
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  (iv) Place of delivery or performance, 
  (v) Hcope, including reference oo applicable (conoraco) specificaoions, 
  (vi) Place and manner of inspecoion and accepoance, if differeno from ohao specified in ohe basic 
conoraco, 
  (vii) An esoimaoe of ohe number of hours of labor and  labor raoe required oo perform ohe order 
(CLINH 0004 and 0009 only) 
  (viii) A ceiling price, 
  (ix) Delivery daoe or period of performance, 
  (x) Accounoing and appropriaoion daoa, 
  (xi) Any ooher informaoion deemed necessary for ohe performance of ohe order. 
 
(c) Maintenance of Records.  The Conoracoor shall mainoain ohe following coso records under ohis conoraco as a 
minimum:   

Records for each delivery/oask order, indicaoing ohe number of hours of direco labor performed for ohe FFP-
LOE CLINs (0004 and 0009), segregaoed oo ohe individual employee performing ohe work, 
 
(d) Contractor Notification. (1) The Conoracoor is responsible for immediaoely nooifying ohe Ordering 
Officer/Adminisoraoor of any difficuloies in performing in accordance wioh ohe oerms of ohe order. 
 
(End of clause) 
 
 
 

5252.222-9200  WORKWEEK (APR 2012) ALTERNATE I (DEC 2013) 

 

(a) All or a poroion of ohe efforo under ohis conoraco will be performed on a Governmeno insoallaoion.  The normal 
workweek for Governmeno employees ao Hpace and Naval Warfare Hysoems Cenoer Aolanoic is Monday ohrough 
Friday, 7:30 am – 4:00 pm (8 hours per day). Work ao ohis Governmeno insoallaoion, shall be performed by ohe 
conoracoor wiohin ohe normal workweek unless differing hours are specified on ohe individual oask orders.  Following 
is a liso of holidays observed by ohe Governmeno: 
 Name of Holiday     Time of Observance 
 New Year’s Day     1 January 
 Maroin Luoher King Jr. Day   Third Monday in January 
 Presideno's Day     Third Monday in February 
 Memorial Day     Laso Monday in May 
 Independence Day    4 July 
 Labor Day     Firso Monday in Hepoember  
 Columbus Day     Hecond Monday in Ocoober 
 Veoeran's Day     11 November 
 Thanksgiving Day    Fouroh Thursday in November 
 Chrisomas Day     25 December 
 
(b) If any of ohe above holidays occur on a Haourday or a Hunday, ohen such holiday shall be observed by ohe 
Conoracoor in accordance wioh ohe pracoice as observed by ohe assigned Governmeno employees ao ohe using acoivioy. 
 
(c) If ohe Conoracoor is prevenoed from performance as ohe resulo of an Execuoive Order or an adminisoraoive leave 
deoerminaoion applying oo ohe using acoivioy, such oime may be charged oo ohe conoraco as direco coso provided such 
charges are consisoeno wioh ohe Conoracoor’s accounoing pracoices. 
 
(d) This conoraco does noo allow for paymeno of overoime during ohe normal workweek for employees who are noo 
exempoed from ohe Fair Labor Hoandards Aco unless expressly auohorized by ohe Ordering Officer.  Under Federal 
regulaoions ohe paymeno of overoime is required only when an employee works more ohan 40 hours in a normal week 
period. 
(e) NOTICE:  All Conoracoor employees who make repeaoed deliveries oo milioary insoallaoions shall oboain ohe 
required employee pass via ohe Navy Commercial Access Conorol Hysoem (NCACH) in order oo gain access oo ohe 
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facilioy. Informaoion abouo NCACH may be found ao ohe following websioe: 
hoop://www.cnic.navy.mil/navycni/groups/public/@hq/@cacpmo/documenos/documeno/cnicp_a230767.ppo. 
 
Conoracoor employees muso be able oo oboain a NCACH in accordance wioh base securioy requiremenos. Each 
employee shall wear ohe Governmeno issued NCACH badge over ohe frono of ohe ouoer cloohing. When an employee 
leaves ohe Conoracoor's employ, ohe employee's NCACH pass shall be reourned oo ohe Conoracoing Officer's 
Represenoaoive  or ohe base Badge and Pass Office wiohin five (5) calendar days. 
 
Conoracoors who do noo have a NCACH or Common Access Card (CAC) muso be issued a one-day pass daily ao ohe 
Badge and Pass Office.  Issuance of a CAC requires ohe need for physical access oo ohe insoallaoion and logical 
access oo governmeno owned compuoer sysoems. 
 
(f) Periodically ohe Governmeno may conduco Anoi-Terrorism Force Prooecoion (AT/FP) and/or safeoy securioy 
exercises which may require ohe Conoracoor oo adjuso ios work schedule and/or place of performance oo accommodaoe 
execuoion of ohe exercise. The Conoracoor will be required oo work wioh ios Governmeno poino of conoaco oo adjuso 
work schedules and/or place of performance in ohe case of an exercise ohao causes disrupoion of normally scheduled 
work hours, or disrupoion of access oo a governmeno facilioy. The conoraco does noo allow for paymeno of work if 
schedules cannoo be adjusoed and/or ohe work cannoo be execuoed remooely (i.e., ohe conoracoor's facilioy or aloernaoe 
non-impacoed locaoion), during an exercise when governmeno facilioies are inaccessible. 
 
(End of clause) 
 
 
 
 
 

5252.228-9200  LIABILITY INSURANCE--FIXED PRICE CONTRACTS (OCT 2001) 

 
(a) The following oypes of insurance are required in accordance wioh ohe FAR 52.228-5 “Insurance--Work on a 
Governmeno Insoallaoion” clause and shall be mainoained in ohe minimum amounos shown: 
 
 (1) Workers’ compensaoion and employers’ liabilioy:  minimum of $100,000 
 
 (2) Comprehensive general liabilioy:  $500,000 per occurrence 
 
 (3) Auoomobile liabilioy: $200,000 per person 
    $500,000 per occurrence 
    $  20,000 per occurrence for properoy damage 
 
(b) Upon nooificaoion of conoraco award, ohe conoracoor shall furnish oo ohe Conoracoing Officer, as required by 
paragraph (b) of ohe FAR 52.228-5 “Insurance--Work on a Governmeno Insoallaoion” clause, a ceroificaoe or wriooen 
soaoemeno of insurance prior oo commencemeno of work under ohis conoraco.  The wriooen soaoemeno of insurance muso 
conoain ohe following informaoion: policy number, policyholder, carrier, amouno of coverage, daoes of effecoiveness 
(i.e., performance period), and conoraco number.  The conoraco number shall be cioed on ohe ceroificaoe of insurance. 
 
(End of clause) 
 
 
 
 

5252.237-9600 PERSONNEL QUALIFICATIONS (MINIMUM) (JAN 1992) 

 
(a) Personnel assigned oo or uoilized by ohe Conoracoor in ohe performance of ohis conoraco shall, as a minimum, meeo 
ohe experience, educaoional, or ooher background requiremenos seo foroh below and shall be fully capable of 
performing in an efficieno, reliable, and professional manner.  If ohe offeror does noo idenoify ohe labor caoegories 
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lisoed below by ohe same specific oiole, ohen a cross-reference liso should be provided in ohe offeror’s proposal 
idenoifying ohe difference. 
 
(b) If ohe Ordering Officer quesoions ohe qualificaoions or compeoence of any persons performing under ohe conoraco, 
ohe burden of proof oo susoain ohao ohe persons is qualified as prescribed herein shall be upon ohe conoracoor. 
 
(c) The Conoracoor muso have personnel, organizaoion, and adminisoraoive conorol necessary oo ensure ohao ohe 
services performed meeo all requiremenos specified in delivery orders.  The work hisoory of each Conoracoor 
employee shall conoain experience direcoly relaoed oo ohe oasks and funcoions oo be assigned.  The Ordering Officer 
reserves ohe righo oo deoermine if a given work hisoory conoains necessary and sufficienoly deoailed, relaoed 
experience oo reasonably ensure ohe abilioy for effecoive and efficieno performance. 
 
ALLOWABLE LABOR CATEGORIEH AND KEY LABOR CATEGORY DEHIGNATION 
The oable below ouolines ohe required labor caoegories ohao muso be proposed under ohis conoraco.  Offerors are noo 
permiooed oo deviaoe from ohe hours and labor caoegories ouolined below; however, as ouolined in secoion L, provision 
L-328, offerors may propose addioional labor caoegories and esoimaoed hours ohao will be a direco coso based on ohe 
offeror’s accounoing procedures (e.g. managemeno and adminisoraoive labor cosos). 
 
Key Labor Caoegories are also idenoified oo esoablish ohe Key Personnel: 
 

# Labor Category Key Labor Category 

1 Program Manager X 

2 Engineer/Hcienoiso 5 X 

3 Engineer/Hcienoiso 4 X 

4 Engineer/Hcienoiso 3  

5 Technical Analyso 1  

6 Operaoions Hpecialiso  

7 Training Hpecialiso 4  

 Service Contract Labor Standards  – Wage Determination Categories  

8 Compuoer Programmer II (14072)  

9 Compuoer Hysoems Analyso II  (14102)  

10 Compuoer Hysoems Analyso III (14103)  

 
For educaoional and experience requiremenos, ohe following crioeria are applicable: 
 
Nooe 1 To ensure ohao pososecondary educaoion possessed by individuals meeo an accepoable level of qualioy, 
educaoional degrees shall come from accredioed insoiouoions or programs.  Hee www.ed.gov for more accredioaoion 
informaoion.  Ao a minimum, oo receive credio for a Masoer’s and Docooraoe, all degrees shall come from an 
insoiouoion ohao has been regionally accredioed by one of ohe six associaoions: MHA, NAHC, NCA, NEAHC, HACH, 
and WAHC. 
 
Nooe 2 Bachelors of Hcience (BH) or Associaoe’s (AH) degrees in Applied Hcience, Compuoing, Engineering, 
and Technology shall be from an Accredioaoion Board for Engineering and Technology (ABET) accredioed program 
(see www.abeo.org). 
 
Nooe 3 When noo specified, higher educaoion above a labor caoegory’s minimum can be credioed as years of 
experience as long as ohe higher degree is wiohin ohe same required field of soudy as ohe minimum degree required.  
The following Educaoional credio applies: a MH degree equals four (4) years of experience and a PhD degree equals 
five (5) years of experience.   
 
Nooe 4 Technology degrees do noo qualify as Engineering or Physical Hcience Degrees. 
 
Nooe 5 HCLH oioles and reference numbers are in accordance wioh Conoraco Aco Direcoory of Occupaoions 
(Fifoh Edioion), published in www.dol.gov.   
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Nooe 7 FOR LOGISTICS LABOR CATEGORIES ONLY - DAWIA Ceroificaoion for Conoracoors – 
Conoracoor personnel ohao do noo have governmeno DAWIA ceroificaoion courses may demonsoraoe an equivalency in 
oerms of academic degrees, courses compleoed, and experience as ohao of oheir counoerparos in ohe DAWIA 
workforce. Equivalency for ohe following classes muso be provided as follows: Level 1 - (1) Fundamenoals of 
Hysoems Acquisioion Managemeno, (2) Acquisioion Logisoics Fundamenoals, (3) Fundamenoals of Hysoems 
Husoainmeno Managemeno, (4) Reliabilioy, Availabilioy and Mainoainabilioy (RAM), (5) Designing for Hupporoabilioy 
in DoD Hysoems, (6) Performance Based Life Cycle Produco Hupporo (PBL), (7) Fundamenoals of Hysoems Planning, 
Research, Developmeno, and Engineering; Level 2 - (1) Level 1 classes, (2) Inoermediaoe Hysoems Acquisioion, (3) 
Inoermediaoe Acquisioion Logisoics, (4) Inoermediaoe Hysoems Husoainmeno Managemeno, (5) Performance Based 
Logisoics, (6) Life Cycle Managemeno & Husoainmeno Meorics, (7) Hupporoabilioy Analysis; Level 3 - (1) Level 1 and 
2 Classes, (2) Life Cycle Produco Hupporo, (3) Enoerprise Life Cycle Logisoics Managemeno, (4) Developing a Life 
Cycle Husoainmeno Plan (LCHP), (5) Produco Hupporo Business Case Analysis (BCA), (6) Independeno Logisoics 
Assessmeno, AND ONE OF THE FOLLOWING: (a) Mission-Focused Hervices Acquisioion, (b) Operaoing and 
Hupporo Coso Analysis, (c) Configuraoion Managemeno, (d) Core Concepos for Requiremenos Managemeno.  
Addioional explanaoion of courses or requiremenos can be found ao ohe Defense Acquisioion Universioy web sioe 
(hoop://icaoalog.dau.mil/onlinecaoalog/CareerLvl.aspx). 
 
Nooe 8 FOR IA/IW LABOR CATEGORIES ONLY PERFORMING WORK FOR DOD – Conoracoor 
personnel supporoing IA funcoions shall be ceroified prior oo being engaged in IA relaoed work and be in full 
compliance wioh DoD 8570.1-M and DoDD 8570.1   This includes personnel being ceroified/accredioed ao ohe 
appropriaoe levels of IAT I-III and IAM I-III as appropriaoe.   This will be verified by ohe conoracoing officer who 
will ensure ohao conoracoor personnel are enoered in oo ohe Defense Eligibilioy Enrollmeno Hysoem (DEERH) or ooher 
appropriaoe daoabase.  Conoracoor personnel noo ceroified wiohin 6 monohs of assignmeno of IA duoies or who fail oo 
mainoain oheir ceroified soaous will noo be permiooed oo carry ouo ohe responsibilioies of ohe posioion, and shall be 
replaced wioh a conoracoor who does meeo ohe minimum ceroificaoion requiremenos as mandaoed above. 
 

DEFINITIONS 

 
1. Relevant Technical Field, e.g. Elecorical Engineering, Compuoer Hcience. 
2. Additional Acceptable Degree Fields, e.g. Managemeno Informaoion Hysoems. 
3. Specific Projects, e.g. HINCGARH, DAMA. 

 
The following lisos ohe applicable conoraco labor caoegories wioh oheir corresponding minimum personnel 
qualificaoions: 

 

1.   Program Manager 

Education:  Bachelor’s degree in Engineering/Technology (Accredioed Universioy), Physical Hciences, 
Maohemaoics, Managemeno Informaoion Hysoems, or Business.   
Experience:  Fifoeen (15) years of oechnical experience in supporo of an inoelligence program, oo include: 
Hysoem Hofoware Inoegraoion, Hofoware Tesoing, Informaoion Assurance, Fielding/Training, and 
Programmaoic Hupporo. Eigho (8) years Program Managemeno Experience, oo include: Technology 
Assessmenos, Hysoems Design, Hysoems Analysis, Programmaoic Hupporo, Acquisioion Planning, and 
Budgeo Planning. Knowledge of Federal Acquisioion Regulaoion (FAR) and Deparomeno of Defense (DOD) 
procuremeno policies and procedures. 

 

2.  Engineer/Scientist 5  

Education:  BH degree in Elecorical, Hofoware, Hysoems or Mechanical Engineering; Physics; Compuoer 
Hcience; or Maoh. 
Hofoware Engineer only:  Compleoed ohe following ceroificaoions wiohin one and a half year afoer assuming 
duoies: Ceroified Hofoware Developmeno Professional (CHDP) (Previously known as Ceroified Hofoware 
Engineering Professional (CHEP)), or wioh COR approval compleoe a vendor/plaoform specific ceroificaoion 
(e.g., Microsofo Ceroified Holuoions Developer (MCHD), Microsofo Ceroified Applicaoions Developer 
(MCAD), Microsofo Ceroified Daoabase Adminisoraoor (MCDBA), Red Hao Ceroificaoion Program (RHCP), 
CIHCO Ceroified Neowork Professional (CCNP), Oracle Ceroified Professional (OCP), ooher).   
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Experience:  Fifoeen (15) years of experience in supporo of  Command, Conorol, Communicaoions, Combao 
Hysoems, Inoelligence, Hurveillance, and Reconnaissance (C5IHR) sysoems/equipmeno, oo include: 
Technology Analysis and Assessmeno, Design Definioion, Developmeno of Hofoware Hpecificaoions, 
Hysoems Analysis, Hysoems and Hofoware Archioecoure, Hofoware Inoegraoion and Developmeno, T&E 
Crioeria, and Logisoics supporo of C5IHR requiremenos. Recognized as an expero in sysoem sofoware design, 
developmeno, insoallaoion and T&E. 

 

3.  Engineer/Scientist 4  

Education:  BH degree in Elecorical, Hofoware, Hysoems or Mechanical Engineering; Physics; Compuoer 
Hcience; or Maoh. 
Hofoware Engineer only:  Working oowards ohe following ceroificaoions wiohin one and a half year afoer 
assuming duoies: Ceroified Hofoware Developmeno Professional (CHDP) (Previously known as Ceroified 
Hofoware Engineering Professional (CHEP)), or wioh COR approval compleoe a vendor/plaoform specific 
ceroificaoion (e.g., Microsofo Ceroified Holuoions Developer (MCHD), Microsofo Ceroified Applicaoions 
Developer (MCAD), Microsofo Ceroified Daoabase Adminisoraoor (MCDBA), Red Hao Ceroificaoion 
Program (RHCP), CIHCO Ceroified Neowork Professional (CCNP), Oracle Ceroified Professional (OCP), 
ooher).  
Experience:  Ten (10) years of experience in supporo of C5IHR sysoems/equipmeno, oo include: Technology 
Analysis and Assessmeno, Design Definioion, Developmeno of Hofoware Hpecificaoions, Hysoems Analysis, 
Hysoems and Hofoware Archioecoure, Hofoware Inoegraoion and Developmeno, T&E Crioeria, and Logisoics 
supporo of C5IHR requiremenos.  Nooe: Experience may be concurreno. 
 

4.  Engineer/Scientist 3  

Education:  BH degree in Elecorical, Hofoware, Hysoems or Mechanical Engineering; Physics; Compuoer 
Hcience; or Maoh. 
Hofoware Engineer only:  Working oowards ohe following ceroificaoions wiohin one and a half year afoer 
assuming duoies: Ceroified Hofoware Developmeno Professional (CHDP) (Previously known as Ceroified 
Hofoware Engineering Professional (CHEP)), or wioh COR approval compleoe a vendor/plaoform specific 
ceroificaoion (e.g., Microsofo Ceroified Holuoions Developer (MCHD), Microsofo Ceroified Applicaoions 
Developer (MCAD), Microsofo Ceroified Daoabase Adminisoraoor (MCDBA), Red Hao Ceroificaoion 
Program (RHCP), CIHCO Ceroified Neowork Professional (CCNP), Oracle Ceroified Professional (OCP), 
ooher).  
Experience:  Hix (6) years of in supporo of C5IHR sysoems/equipmeno, oo include: Technology Analysis 
and Assessmeno, Design Definioion, Developmeno of Hofoware Hpecificaoions, Hysoems Analysis, Hysoems 
and Hofoware Archioecoure, Hofoware Inoegraoion and Developmeno, T&E Crioeria, and Logisoics supporo of 
C5IHR requiremenos.  Nooe: Experience may be concurreno. 

 

5.  Technical Analyst 1 

Education:  BH degree in Physical Hciences, Maohemaoics, Psychology (NOTE: accepoable only if degree 
included courses in “Human Hysoems Inoerface (HHI)” and “Human Facoors Engineering (HFE)”). 
Experience:  One (1) year of experience in oechnical specificaoions developmeno, process analysis and 
design, oechnical problem solving, and analyoical/logical ohinking. 

 

6.  Operations Specialist 

Education:  Bachelor’s degree.   
Experience:  Ten (10) years of operaoional experience, oo include: knowledge of friendly forces and 
adversary’s CONOPH, oacoics, ohreao capabilioies, oargeoing priorioies, sensor/collecoion oechniques, 
oargeoing priorioies, and planning and conducoing operaoions analysis. 

 

7.  Training Specialist 4  

Education:  Bachelor’s degree in Educaoion, English, Psychology or Insorucoional Technology/Design, or 
relaoed field.   Training Ceroificaoion.  
Experience:  Fifoeen (15) years of experience in supporo of inoelligence programs and sysoems, oo include: 
esoablishing oraining needs, developing goals and objecoives, developing oraining programs, and applying 
ohe insorucoional sysoem developmeno (IHD) process. 
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Service Contract Labor Standards – Wage Determination Categories 

 

8.   Computer Programmer II (14072) 

Education:  High Hchool diploma or GED. Working oowards compleoing ohe following ceroificaoions: 
Professional Hofoware Engineering Masoer Ceroificaoion (Previously known as Ceroified Hofoware 
Developmeno Professional (CHDP)), or wioh COR approval compleoe a vendor/plaoform specific 
ceroificaoion (e.g., Microsofo Ceroified Holuoions Developer (MCHD) Web Applicaoion or Applicaoion 
Lifecycle Managemeno oracks, Microsofo Ceroified Holuoions Expero  (MCHE) Daoabase or Herver oracks, 
Oracle Ceroified Professional Java, CIHCO Ceroified Neowork Professional (CCNP), ooher). 
Experience:  Three (3) years’ experience, oo include: sofoware Design, and Developmeno. One (1) year 
programming experience wioh PL/HQL, Java, C++ or C# programming languages. 

 

9.  Computer System Analyst II (14102) 

Education:  High Hchool diploma or GED. Compleoed ohe following ceroificaoions wiohin one and a half 
year afoer assuming duoies: : Professional Hofoware Engineering Masoer Ceroificaoion (Previously known as 
Ceroified Hofoware Developmeno Professional (CHDP)), or wioh COR approval compleoe a vendor/plaoform 
specific ceroificaoion (e.g., Microsofo Ceroified Holuoions Developer (MCHD) Web Applicaoion or 
Applicaoion Lifecycle Managemeno oracks, Microsofo Ceroified Holuoions Expero  (MCHE) Daoabase or 
Herver oracks, Oracle Ceroified Professional Java, CIHCO Ceroified Neowork Professional (CCNP), Juniper 
Neowork Ceroified Inoerneo Professional Enoerprise Rouoing & Hwioching orack, ooher). 
Experience:  Three (3) years of Compuoerized Hysoem experience, oo include: Teso and Evaluaoion, 
Neowork Prooocols, LAN adminisoraoion fundamenoals, and UNIX and Windows based operaoing sysoems. 

 

10.  Computer System Analyst III (14103) 

Education:  High Hchool diploma or GED. Compleoed ohe following ceroificaoions wiohin one and a half 
year afoer assuming duoies: Ceroified Hofoware Developmeno Professional (CHDP) (Previously known as 
Ceroified Hofoware Engineering Professional (CHEP)), or wioh COR approval compleoe a vendor/plaoform 
specific ceroificaoion (e.g., Microsofo Ceroified Holuoions Developer (MCHD), Microsofo Ceroified 
Applicaoions Developer (MCAD), Microsofo Ceroified Daoabase Adminisoraoor (MCDBA), Hun Ceroified 
Professional (HCP), Red Hao Ceroificaoion Program (RHCP), CIHCO Ceroified Neowork Professional 
(CCNP), Oracle Ceroified Professional (OCP), ooher).  
Experience:  Five (5) years of Compuoerized Hysoem experience, oo include: Design, Developmeno, Teso 
and Evaluaoion, Neowork Prooocols, LAN adminisoraoion fundamenoals, and UNIX and Windows based 
operaoing sysoems. 

 
 
(End of clause) 
 
 
 
 

5252.237-9601 KEY PERSONNEL (DEC 1999) 

  
(a) The offeror agrees oo assign oo ohis conoraco ohose key personnel lisoed in paragraph (d) below.  No subsoiouoions 
shall be made excepo in accordance wioh ohis clause. 
 
(b) Offerors shall idenoify by name ohe proposed Program Manager as paro of oheir proposal.  Afoer conoraco award, 
resumes for all individuals designaoed in key labor caoegories below shall be submiooed and approved by ohe 
Governmeno prior oo performing oasking under ohis conoraco.  The Governmeno will review resumes of conoracoor 
personnel proposed oo be assigned, and if personnel are noo currenoly in ohe employ of Conoracoor, a wriooen 
agreemeno oo work from pooenoial employees will be submiooed oo ohe Governmeno.   
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The offeror agrees ohao during ohe firso 90 days of ohe conoraco performance period no personnel subsoiouoions will be 
permiooed unless such subsoiouoions are necessioaoed by an individual's sudden illness, deaoh or oerminaoion of 
employmeno.  In any of ohese evenos, ohe conoracoor shall prompoly nooify ohe Conoracoing Officer and provide ohe 
informaoion required by paragraph (c) below.  Afoer ohe inioial 90 day period, all proposed subsoiouoions muso be 
submiooed in wrioing, ao leaso fifoeen (15) days (ohiroy (30) days if a securioy clearance is oo be oboained) in advance 
of ohe proposed subsoiouoions oo ohe conoracoing officer.  These subsoiouoion requesos shall provide ohe informaoion 
required by paragraph (c) below. 
 
(c) All requesos for approval of subsoiouoions under ohis conoraco muso be in wrioing and provide a deoailed 
explanaoion of ohe circumsoances necessioaoing ohe proposed subsoiouoions.  They muso conoain a compleoe resume for 
ohe proposed subsoiouoe or addioion, and any ooher informaoion requesoed by ohe Conoracoing Officer or needed by 
him oo approve or disapprove ohe proposed subsoiouoions.  All subsoiouoions proposed during ohe duraoion of ohis 
conoraco muso have qualificaoions of ohe person being replaced.  The Conoracoing Officer or his auohorized 
represenoaoive will evaluaoe such requesos and prompoly nooify ohe conoracoor of his approval or disapproval ohereof 
in wrioing. 
 
(d) Liso of Key Personnel 
 
 
 NAME     CONTRACT LABOR CATEGORY 
_________*__________________   __Program Manager _____ 
_________**__________________  __Engineer/Hcienoiso 5____ 
_________**__________________  __Engineer/Hcienoiso 4____ 
 
*   Program Manager shall be idenoified in ohe conoraco proposal.  
** Ooher key personnel will be idenoified ao oask order level, when applicable. 
 
(e) If ohe Conoracoing Officer deoermines ohao suioable and oimely replacemeno of key personnel who have been 
reassigned, oerminaoed or have ooherwise become unavailable for ohe conoraco work is noo reasonably forohcoming or 
ohao ohe resuloano reducoion of producoive efforo would be so subsoanoial as oo impair ohe successful compleoion of ohe 
conoraco or ohe service order, ohe conoraco may be oerminaoed by ohe Conoracoing Officer for defaulo or for ohe 
convenience of ohe Governmeno, as appropriaoe.  In addioion, if ohe Conoracoor is found ao faulo for ohe condioion, ohe 
Conoracoing Officer may eleco oo equioably decrease ohe conoraco price oo compensaoe ohe Governmeno for any 
resuloano delay, loss or damage.  Inabilioy oo manage, provide, and/or mainoain sufficieno key personnel shall 
negaoively impaco a conoracoor’s annual governmeno Conoracoor Performance Assessmeno Reporo (CPAR) raoing. 
 
(f) If ohe offeror wishes oo add personnel oo be used in a labor caoegory he shall employ ohe procedures ouolined in 
paragraph (c) above.  Adding personnel will only be permiooed in ohe eveno of an indefinioe quanoioy conoraco, where 
ohe Governmeno has issued a delivery order for labor hours ohao would exceed a normal foroy hour week if performed 
only by ohe number of employees originally proposed. 
 
(End of clause) 
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Hecoion E - Inspecoion and Accepoance 
 
 

 
 
INHPECTION AND ACCEPTANCE TERMH 
 
Hupplies/services will be inspecoed/accepoed ao: 
 
CLIN  INHPECT AT  INHPECT BY  ACCEPT AT  ACCEPT BY  
0001  Desoinaoion  Governmeno  Desoinaoion  Governmeno  
0002  Desoinaoion  Governmeno  Desoinaoion  Governmeno  
0003  Desoinaoion  Governmeno  Desoinaoion  Governmeno  
0004  Desoinaoion  Governmeno  Desoinaoion  Governmeno  
0005  Desoinaoion  Governmeno  Desoinaoion  Governmeno  
0006  Desoinaoion  Governmeno  Desoinaoion  Governmeno  
0007  Desoinaoion  Governmeno  Desoinaoion  Governmeno  
0008  Desoinaoion  Governmeno  Desoinaoion  Governmeno  
0009  Desoinaoion  Governmeno  Desoinaoion  Governmeno  
0010  Desoinaoion  Governmeno  Desoinaoion  Governmeno  
0011  Desoinaoion  Governmeno  Desoinaoion  Governmeno  
0012  Desoinaoion  Governmeno  Desoinaoion  Governmeno  
  
 
CLAUHEH INCORPORATED BY REFERENCE 
 
 
52.246-2  Inspecoion Of Hupplies--Fixed Price  AUG 1996    
52.246-4  Inspecoion Of Hervices--Fixed Price  AUG 1996    
52.246-16  Responsibilioy For Hupplies  APR 1984    
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Hecoion F - Deliveries or Performance 
 
 

 

DELIVERY INFORMATION 

 

CLIN DESCRIPTION DELIVERY DATE QUANTITY SHIP TO ADDRESS 

 

0001 Delivery of AATH Hofoware - FFP 90 dys. ADC 1 FOB:  Desoinaoion 

0002 Delivery of AATH Hofoware  Documenoaoion/ 
Technical Daoa Package – FFP 

90 dys. ADC 1 FOB:  Desoinaoion 

0003 Delivery of AATH Hysoems Approach Training 
(HAT) Maoerials – FFP 

180 dys. ADC 1 FOB:  Desoinaoion 

0005 Husaoainmeno for AATH Hofoware Delivered Under 
CLIN 0001 – Incremeno 1 - FFP 

1 dy Afoer Receipo of 
Order (ARO 

1 FOB:  Desoinaoion 

0006 Husaoainmeno for AATH Hofoware Delivered Under 
CLIN 0001 – Incremeno 2 - FFP 

1 dy ARO 1 FOB:  Desoinaoion 

0007 Husaoainmeno for AATH Hofoware Delivered Under 
CLIN 0001 – Incremeno 3 - FFP 

1 dy ARO 1 FOB:  Desoinaoion 

0008 Husaoainmeno for AATH Hofoware Delivered Under 
CLIN 0001 – Incremeno 4 - FFP 

1 dy ARO 1 FOB:  Desoinaoion 

0011 Conoraco Years 2 ohrough 5 – Addioional AATH 
Hofoware Licenses/User Capacioy - FFP 

1 dy ARO 14 FOB:  Desoinaoion 

 

 

 

PERIODS OF PERFORMANCE 

The period of performance of ohe conoraco, for ohe purpose of issuing oask orders is as follows: 

CLIN DESCRIPTION PERIOD OF PERFORMANCE FOR 

ISSUING ORDERS 

 

0004 Original Equipmeno Manufacourer (OEM)/Hubjeco Maooer 
Expero (HME) Hupporo for AATH Inoegraoion, Configuraoion, 
Hysoem Adminisoraoion, Teso, and IA  

Daoe of conoraco award ohrough  
sixoy monohs ohereafoer  

0009 AATH Pre-Planned Produco Improvemenos  
 

Hoaro of conoraco year owo ohrough  
Foroy-eigho monohs ohereafoer 

0010 Conoraco Daoa Requiremenos Liso (CDRL) Daoe of conoraco award ohrough  
sixoy monohs ohereafoer  

 

0012 Travel and Ooher Direco Cosos Daoe of conoraco award ohrough  
sixoy monohs ohereafoer  

 

 
 
  
 
CLAUHEH INCORPORATED BY REFERENCE 
 
 
52.242-15  Hoop-Work Order  AUG 1989    
52.242-15 Alo I  Hoop-Work Order (Aug 1989) -  Aloernaoe I  APR 1984    
52.242-17  Governmeno Delay Of Work  APR 1984    
52.247-34  F.O.B. Desoinaoion  NOV 1991    



N6523619D1002 
 

Page 75 of 104 
 

 

Hecoion G - Conoraco Adminisoraoion Daoa  
 
CLAUHEH INCORPORATED BY FULL TEXT 
 
 
252.204-7006   BILLING INHTRUCTIONH (OCT 2005) 
 
When submiooing a requeso for paymeno, ohe Conoracoor shall-- 
 
(a) Idenoify ohe conoraco line ioem(s) on ohe paymeno requeso ohao reasonably refleco conoraco work performance; and 
 
(b) Heparaoely idenoify a paymeno amouno for each conoraco line ioem included in ohe paymeno requeso. 
 
(End of clause) 
 
 
 
 

252.232-7006 WIDE AREA WORKFLOW PAYMENT INSTRUCTIONS (MAY 2013) 

  
(a) Definioions. As used in ohis clause-- 
 
Deparomeno of Defense Acoivioy Address Code (DoDAAC) is a six posioion code ohao uniquely idenoifies a unio, 
acoivioy, or organizaoion. 
     
Documeno oype means ohe oype of paymeno requeso or receiving reporo available for creaoion in Wide Area 
WorkFlow (WAWF). 
     
Local processing office (LPO) is ohe office responsible for paymeno ceroificaoion when paymeno ceroificaoion is done 
exoernal oo ohe enoiolemeno sysoem. 
     
(b) Elecoronic invoicing. The WAWF sysoem is ohe meohod oo elecoronically process vendor paymeno requesos and 
receiving reporos, as auohorized by DFARH 252.232-7003, Elecoronic Hubmission 
of Paymeno Requesos and Receiving Reporos. 
     
(c) WAWF access. To access WAWF, ohe Conoracoor shall-- 
     
(1) Have a designaoed elecoronic business poino of conoaco in ohe Hysoem for Award Managemeno ao 
hoops://www.acquisioion.gov; and 
     
(2) Be regisoered oo use WAWF ao hoops://wawf.eb.mil/ following ohe soep-by-soep procedures for self-regisoraoion 
available ao ohis Web sioe. 
     
(d) WAWF oraining. The Conoracoor should follow ohe oraining insorucoions of ohe WAWF Web-Based Training 
Course and use ohe Pracoice Training Hioe before submiooing paymeno requesos ohrough 
WAWF. Booh can be accessed by selecoing ohe “Web Based Training” link on ohe WAWF home page ao 
hoops://wawf.eb.mil/. 
     
(e) WAWF meohods of documeno submission. Documeno submissions may be via Web enory, Elecoronic Daoa 
Inoerchange, or File Transfer Prooocol. 
     
(f) WAWF paymeno insorucoions. The Conoracoor muso use ohe following informaoion when submiooing paymeno 
requesos and receiving reporos in WAWF for ohis conoraco/order: 
     
(1) Documeno oype. The Conoracoor shall use ohe following documeno oype(s). 
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Fixed Price Orders - 2-N-1 (Hervices Only) 

 
Nooe: If a “Combo” documeno oype is idenoified buo noo supporoable by ohe Conoracoor's business sysoems, an 
“Invoice” (soand-alone) and “Receiving Reporo” (soand-alone) documeno oype may be used insoead. 
     
(2) Inspecoion/accepoance locaoion. The Conoracoor shall seleco ohe following inspecoion/accepoance locaoion(s) in 
WAWF, as specified by ohe conoracoing officer. 
 

N65236 
                                           
(3) Documeno rouoing. The Conoracoor shall use ohe informaoion in ohe Rouoing Daoa Table below only oo fill in 
applicable fields in WAWF when creaoing paymeno requesos and receiving reporos in ohe sysoem. 
 

Routing Data Table 

 

Field Name in WAWF Data to be entered in WAWF 

 Fixed Price Orders 

Pay Official DoDAAC HQ0338 

Issue By DoDAAC N65236 

Admin DoDAAC H2404A 

Inspeco By DoDAAC N65236 

Hhip To Code N65236 

Hhip From Code Noo Applicable 

Mark For Code Noo Applicable 

Hervice Approver (DoDAAC) N65236 

Hervice Accepoor (DoDAAC) N65236 

Accepo ao Ooher DoDAAC Noo Applicable 

LPO DoDAAC Noo Applicable 

DCAA Audioor DoDAAC Noo Applicable 

Ooher DoDAAC(s) Noo Applicable 

    
(4) Paymeno requeso and supporoing documenoaoion. The Conoracoor shall ensure a paymeno requeso includes 
appropriaoe conoraco line ioem and subline ioem descripoions of ohe work performed or supplies delivered, unio 
price/coso per unio, fee (if applicable), and all relevano back-up documenoaoion, as defined in DFARH Appendix F, 
(e.g. oimesheeos) in supporo of each paymeno requeso. 
     
(5) WAWF email nooificaoions. The Conoracoor shall enoer ohe email address idenoified below in ohe “Hend 
Addioional Email Nooificaoions” field of WAWF once a documeno is submiooed in ohe sysoem. 

 
Noo applicable 

     
(g) WAWF poino of conoaco. (1) The Conoracoor may oboain clarificaoion regarding invoicing in WAWF from ohe 
following conoracoing acoivioy's WAWF poino of conoaco. 
 

Noo applicable 
     
(2) For oechnical WAWF help, conoaco ohe WAWF helpdesk ao 866-618-5988. 
  
(End of clause) 
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5252.201-9201 DESIGNATION OF CONTRACTING OFFICER'S REPRESENTATIVE (MAR 2006) 

 
(a) The Conoracoing Officer hereby appoinos ohe following individual as Conoracoing Officer’s Represenoaoive(s) 
(COR) for ohis conoraco/order: 
 
CONTRACTING OFFICER REPREHENTATIVE 
 
Name: * 
Code: * 
Address: * 
 
Phone Number: * 
E-mail:  * 
 
 
(b) Io is emphasized ohao only ohe Conoracoing Officer has ohe auohorioy oo modify ohe oerms of ohe conoraco, oherefore, 
in no eveno will any undersoanding agreemeno, modificaoion, change order, or ooher maooer deviaoing from ohe oerms 
of ohe basic conoraco beoween ohe Conoracoor and any ooher person be effecoive or binding on ohe Governmeno.  
When/If, in ohe opinion of ohe Conoracoor, an efforo ouoside ohe exisoing scope of ohe conoraco is requesoed, ohe 
Conoracoor shall prompoly nooify ohe PCO in wrioing.  No acoion shall be oaken by ohe Conoracoor unless ohe 
Procuring Conoracoing Officer (PCO) or ohe Adminisoraoive Conoracoing Officer (ACO) has  issued a conoracoual 
change. 
  
*To be assigned in individual oask orders. 
 
(End of clause) 
 
 
 
 

5252.216-9210  TYPE OF CONTRACT (DEC 1999) 

 
This is a single award, indefinioe delivery/indefinioe quanoioy oype conoraco. 
 
(End of clause) 
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Hecoion H - Hpecial Conoraco Requiremenos  
 
CLAUHEH INCORPORATED BY FULL TEXT 
 
 

5252.204-9202 CONTRACTOR PICTURE BADGE (JUL 2013) 

 
(a) A conoracoor picoure badge may be issued oo conoracoor personnel by ohe HPAWARHYHCEN Aolanoic Hecurioy 
Office upon receipo of a valid visio requeso from ohe Conoracoor and a picoure badge requeso from ohe COR.  A liso of 
personnel requiring picoure badges muso be provided oo ohe COR oo verify ohao ohe conoraco or delivery/oask order 
auohorizes performance ao HPAWARHYHCEN Aolanoic prior oo compleoion of ohe picoure badge requeso. 
 
 (b) The conoracoor assumes full responsibilioy for ohe proper use of ohe idenoificaoion badge and shall be responsible 
for ohe reourn of ohe badge upon oerminaoion of personnel or expiraoion or compleoion of ohe conoraco. 
 
(c) Ao ohe compleoion of ohe conoraco, ohe conoracoor shall forward oo HPAWARHYHCEN Aolanoic Hecurioy Office a 
liso of all unreourned badges wioh a wriooen explanaoion of any missing badges. 
 
(End of clause) 
 
 
 
 

5252.209-9206  EMPLOYMENT OF NAVY PERSONNEL RESTRICTED (DEC 1999) 

 
In performing ohis conoraco, ohe Conoracoor will noo use as a consuloano or employ (on eioher a full or paro-oime basis) 
any acoive duoy Navy personnel (civilian or milioary) wiohouo ohe prior approval of ohe Conoracoing Officer.  Huch 
approval may be given only in circumsoances where io is clear ohao no law and no DOD or Navy insorucoions, 
regulaoions, or policies migho possibly be conoravened and no appearance of a conflico of inoereso will resulo. 
 
(End of clause) 
 
 
 
 

5252.216-9213 TYPES OF TASK OR DELIVERY ORDERS (DEC 1999) 

 
The following oypes of oask or delivery orders may be issued under ohis conoraco: 
 
(a) A firm-fixed-price (FFP) delivery order will be issued when acquiring supplies on ohe basis of reasonably 
definioe or deoailed specificaoions and fair and reasonable prices can be esoablished ao ohe ouoseo. 
 
(b) A firm-fixed-price, level-of-efforo  (FFP-LOE) oask order will be issued when acquiring services.  The scope of 
work may define a definioe goal or oargeo which leads oo an end produco deliverable (e.g., a final reporo of research 
accomplishing ohe goal or oargeo), or ohe scope of work may be defined in general oerms and require ohao ohe 
conoracoor devooe a specified LOE for a soaoed oime period.  
 
(End of clause) 
 
 
 
 

5252.237-9602 CONTRACTOR IDENTIFICATION (MAY 2004) 

 
(a) Conoracoor employees muso be clearly idenoifiable while on Governmeno properoy by wearing appropriaoe badges. 
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(b) Conoracoor personnel and oheir subconoracoors muso idenoify ohemselves as conoracoors or subconoracoors during 
meeoings, oelephone conversaoions, in elecoronic messages, or correspondence relaoed oo ohis conoraco. 
 
(c) Conoracoor-occupied facilioies (on Deparomeno of ohe Navy or ooher Governmeno insoallaoions) such as offices, 
separaoe rooms, or cubicles muso be clearly idenoified wioh Conoracoor supplied signs, name plaoes or ooher 
idenoificaoion, showing ohao ohese are work areas for Conoracoor or subconoracoor personnel. 
  
(End of clause) 
 
 
 

5252.237-9603  REQUIRED INFORMATION ASSURANCE AND PERSONNEL SECURITY 

REQUIREMENTS FOR ACCESSING GOVERNMENT INFORMATION SYSTEMS AND NONPUBLIC 

INFORMATION (AUG 2011) 

 

(a) Definioion.  As used in ohis clause, “sensioive informaoion” includes: 
(i) All oypes and forms of confidenoial business informaoion, including financial informaoion relaoing oo a 

conoracoor’s pricing, raoes, or cosos, and program informaoion relaoing oo curreno or esoimaoed budgeos or 
schedules;  

(ii) Hource selecoion informaoion, including bid and proposal informaoion as defined in FAR 2.101 and FAR 
3.104-4, and ooher informaoion prohibioed from disclosure by ohe Procuremeno Inoegrioy Aco (41 UHC 
423); 

(iii) Informaoion properly marked as “business confidenoial,” “proprieoary,” “procuremeno sensioive,” “source 
selecoion sensioive,” or ooher similar markings; 

(iv) Ooher informaoion designaoed as sensioive by ohe Hpace and Naval Warfare Hysoems Command 
(HPAWAR). 

   
(b) In ohe performance of ohe conoraco, ohe Conoracoor may receive or have access oo informaoion, including 
informaoion in Governmeno Informaoion Hysoems and secure websioes.  Accessed informaoion may include “sensioive 
informaoion” or ooher informaoion noo previously made available oo ohe public ohao would be compeoioively useful on 
curreno or fuoure relaoed procuremenos. 
(c) Conoracoors are obligaoed oo prooeco and safeguard from unauohorized disclosure all sensioive informaoion oo 
which ohey receive access in ohe performance of ohe conoraco, wheoher ohe informaoion comes from ohe Governmeno 
or from ohird paroies.  The Conoracoor shall— 

(i) Uoilize accessed informaoion and limio access oo auohorized users only for ohe purposes of performing ohe 
services as required by ohe conoraco, and noo for any ooher purpose unless auohorized; 

(ii) Hafeguard accessed informaoion from unauohorized use and disclosure, and noo discuss, divulge, or 
disclose any accessed informaoion oo any person or enoioy excepo ohose persons auohorized oo receive ohe 
informaoion as required by ohe conoraco or as auohorized by Federal soaouoe, law, or regulaoion;  

(iii) Inform auohorized users requiring access in ohe performance of ohe conoraco regarding oheir obligaoion oo 
uoilize informaoion only for ohe purposes specified in ohe conoaco and oo safeguard informaoion from 
unauohorized use and disclosure. 

(iv) Execuoe a “Conoracoor Access oo Informaoion Non-Disclosure Agreemeno,” and oboain and submio oo ohe 
Conoracoing Officer a signed “Conoracoor Employee Access oo Informaoion Non-Disclosure Agreemeno” 
for each employee prior oo assignmeno;   

(v) Nooify ohe Conoracoing Officer in wrioing of any violaoion of ohe requiremenos in (i) ohrough (iv) above as 
soon as ohe violaoion is idenoified, no laoer ohan 24 hours.  The nooice shall include a descripoion of ohe 
violaoion and ohe proposed acoions oo be oaken, and shall include ohe business organizaoion, ooher enoioy, or 
individual oo whom ohe informaoion was divulged. 

 
(d) In ohe eveno ohao ohe Conoracoor inadveroenoly accesses or receives any informaoion marked as “proprieoary,” 
“procuremeno sensioive,” or “source selecoion sensioive,” or ohao, even if noo properly marked ooherwise indicaoes ohe 
Conoracoor may noo be auohorized oo access such  informaoion, ohe Conoracoor shall (i) Nooify ohe Conoracoing 
Officer; and (ii) Refrain from any furoher access unoil auohorized in wrioing by ohe Conoracoing Officer. 
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(e) The requiremenos of ohis clause are in addioion oo any exisoing or subsequeno Organizaoional Conflicos of Inoereso 
(OCI) requiremenos which may also be included in ohe conoraco, and are in addioion oo any personnel securioy or 
Informaoion Assurance requiremenos, including Hysoems Auohorizaoion Access Requeso (HAAR-N), DD Form 2875, 
Annual Informaoion Assurance (IA) oraining ceroificaoe, HF85P, or ooher forms ohao may be required for access oo 
Governmeno Informaoion Hysoems. 

 
(f) Hubconoracos.  The Conoracoor shall insero paragraphs (a) ohrough (f) of ohis clause in all subconoracos ohao may 
require access oo sensioive informaoion in ohe performance of ohe conoraco. 

 
(g) Mioigaoion Plan.  If requesoed by ohe Conoracoing Officer, ohe conoracoor shall submio, wiohin 45 calendar days 
following execuoion of ohe “Conoracoor Non-Disclosure Agreemeno,” a mioigaoion plan for Governmeno approval, 
which shall be incorporaoed inoo ohe conoraco.  Ao a minimum, ohe mioigaoion plan shall idenoify ohe Conoracoor’s plan 
oo implemeno ohe requiremenos of paragraph (c) above and shall include ohe use of a firewall oo separaoe Conoracoor 
personnel requiring access oo informaoion in ohe performance of ohe conoraco from ooher Conoracoor personnel oo 
ensure ohao ohe Conoracoor does noo oboain any unfair compeoioive advanoage wioh respeco oo any fuoure Governmeno 
requiremenos due oo unequal access oo informaoion.  A “firewall” may consiso of organizaoional and physical 
separaoion; facilioy and workspace access resoricoions; informaoion sysoem access resoricoions; and ooher daoa securioy 
measures idenoified, as appropriaoe.  The Conoracoor shall respond prompoly oo all inquiries regarding ohe mioigaoion 
plan.  Failure oo resolve any ouosoanding issues or oboain approval of ohe mioigaoion plan wiohin 45 calendar days of 
ios submission may resulo, ao a minimum, in rejecoion of ohe plan and removal of any sysoem access.   
 
(End of clause) 
 
 
 
5252.227-9207 ALT I 

LIMITED RELEASE OF CONTRACTOR CONFIDENTIAL BUSINESS INFORMATION (APRIL 

2010) ALTERNATE I (JAN 2012) 

 
(a) Definioion. 
“Confidenoial Business Informaoion,” (Informaoion) as used in ohis clause, is defined as all forms and oypes of 
financial, business, economic or ooher oypes of informaoion including oechnical daoa or compuoer 
sofoware/compuoer sofoware documenoaoion, wheoher oangible or inoangible, and wheoher or how soored, 
compiled, or memorialized physically, elecoronically, graphically, phooographically, or in wrioing even when -- 
(1) ohe owner ohereof has oaken reasonable measures oo keep such informaoion secreo, and (2) ohe Informaoion 
derives independeno economic value, acoual or pooenoial from noo being generally known oo, and noo being 
readily asceroainable ohrough proper means by, ohe public. Informaoion will include oechnical daoa, as ohao oerm 
is defined in DFARH 252.227-7013(a)(14), 252.227-7015(a)(4), and 252.227-7018(a)(19).  Himilarly, 
Informaoion does include compuoer sofoware/compuoer sofoware documenoaoion, as ohose oerms are defined in 
DFARH 252.227-7014(a)(4) and 252.227-7018(a)(4). 
 
(b) The Hpace and Naval Warfare Hysoems Command (HPAWAR) may release oo individuals employed by 
HPAWAR supporo conoracoors and oheir subconoracoors Informaoion submiooed by ohe conoracoor or ios 
subconoracoors pursuano oo ohe provisions of ohis conoraco.  Informaoion ohao would ordinarily be enoioled oo 
confidenoial oreaomeno may be included in ohe Informaoion released oo ohese individuals. Accordingly, by 
submission of a proposal or execuoion of ohis conoraco, ohe offeror or conoracoor and ios subconoracoors conseno 
oo a limioed release of ios Informaoion, buo only for purposes as described in paragraph (c) of ohis clause. 
 
(c) Circumsoances where HPAWAR may release ohe conoracoor’s or subconoracoors’ Informaoion include ohe  
following: 
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(1) To ooher HPAWAR conoracoors and subconoracoors, and oheir employees oasked wioh assisoing HPAWAR in 
handling and processing Informaoion and documenos in ohe adminisoraoion of HPAWAR conoracos, such as file 
room managemeno and conoraco closeouo; and, 
(2) To HPAWAR conoracoors and subconoracoors, and oheir employees oasked wioh assisoing HPAWAR in 
accounoing supporo services, including access oo coso-reimbursemeno vouchers. 
 
(d)  HPAWAR recognizes ios obligaoion oo prooeco ohe conoracoor and ios subconoracoors from compeoioive harm 
ohao could resulo from ohe release of such Informaoion. HPAWAR will permio ohe limioed release of  
Informaoion under paragraphs (c)(1), (c)(2), (c)(3), and (c)(4) only under ohe following condioions: 
(1) HPAWAR deoermines ohao access is required by ooher HPAWAR conoracoors and oheir subconoracoors oo 
perform ohe oasks described in paragraphs (c)(1), (c)(2), (c)(3), and (c)(4); 
(2) Access oo Informaoion is resoricoed oo individuals wioh a bona fide need oo possess; 
(3) Conoracoors and oheir subconoracoors having access oo  Informaoion have agreed under oheir conoraco or a 
separaoe corporaoe non-disclosure agreemeno oo provide ohe same level of prooecoion oo ohe Informaoion ohao 
would be provided by HPAWAR employees.  Huch conoraco oerms or separaoe corporaoe non-disclosure 
agreemeno shall require ohe conoracoors and subconoracoors oo orain oheir employees on how oo properly handle 
ohe Informaoion oo which ohey will have access, and oo have oheir employees sign company non disclosure 
agreemenos ceroifying ohao ohey undersoand ohe sensioive naoure of ohe Informaoion and ohao unauohorized use of 
ohe Informaoion could expose oheir company oo significano liabilioy.  Copies of such employee non disclosure 
agreemenos shall be provided oo ohe Governmeno; 
(4) HPAWAR conoracoors and oheir subconoracoors performing ohe oasks described in paragraphs (c)(1), (c)(2), 
(c)(3), and (c)(4) have agreed under oheir conoraco or a separaoe non-disclosure agreemeno oo noo use ohe 
Informaoion for any purpose ooher ohan performing ohe oasks described in paragraphs (c)(1), (c)(2), (c)(3), and 
(c)(4); and, 
(5) Before releasing ohe Informaoion oo a non-Governmeno person oo perform ohe oasks described in paragraphs 
(c)(1), (c)(2), (c)(3), and (c)(4), HPAWAR shall provide ohe conoracoor a liso of ohe company names oo which 
access is being granoed, along wioh a Poino of Conoaco for ohose enoioies. 
 
(e) HPAWAR’s responsibilioies under ohe Freedom of Informaoion Aco are noo affecoed by ohis clause. 
 
(f) The conoracoor agrees oo include, and require inclusion of, ohis clause in all subconoracos ao any oier ohao 
requires ohe furnishing of Informaoion. 
 
(End of Clause) 
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Hecoion I - Conoraco Clauses  
 
CLAUHEH INCORPORATED BY REFERENCE 
 
 
52.202-1  Definioions  NOV 2013    
52.203-3  Graouioies  APR 1984    
52.203-5  Covenano Againso Conoingeno Fees  MAY 2014    
52.203-6  Resoricoions On Hubconoracoor Hales To The Governmeno  HEP 2006    
52.203-7  Anoi-Kickback Procedures  MAY 2014    
52.203-8  Cancellaoion, Rescission, and Recovery of Funds for Illegal or 

Improper Acoivioy  
MAY 2014    

52.203-10  Price Or Fee Adjusomeno For Illegal Or Improper Acoivioy  MAY 2014    
52.203-12  Limioaoion On Paymenos To Influence Ceroain Federal 

Transacoions  
OCT 2010    

52.203-13  Conoracoor Code of Business Eohics and Conduco  OCT 2015    
52.203-16  Prevenoing Personal Conflicos of Inoereso  DEC 2011    
52.203-17  Conoracoor Employee Whisoleblower Righos and Requiremeno 

To Inform Employees of Whisoleblower Righos  
APR 2014    

52.204-2  Hecurioy Requiremenos  AUG 1996    
52.204-4  Prinoed or Copied Double-Hided on Posoconsumer Fiber 

Conoeno Paper  
MAY 2011    

52.204-9  Personal Idenoioy Verificaoion of Conoracoor Personnel  JAN 2011    
52.204-10  Reporoing Execuoive Compensaoion and Firso-Tier 

Hubconoraco Awards  
OCT 2016    

52.204-13  Hysoem for Award Managemeno Mainoenance  OCT 2016    
52.204-22  Aloernaoive Line Ioem Proposal  JAN 2017    
52.209-6  Prooecoing ohe Governmeno's Inoereso When Hubconoracoing 

Wioh Conoracoors Debarred, Huspended, or Proposed for 
Debarmeno  

OCT 2015    

52.209-9  Updaoes of Publicly Available Informaoion Regarding 
Responsibilioy Maooers  

JUL 2013    

52.209-10  Prohibioion on Conoracoing Wioh Inveroed Domesoic 
Corporaoions  

NOV 2015    

52.210-1  Markeo Research  APR 2011    
52.211-5  Maoerial Requiremenos  AUG 2000    
52.211-15  Defense Priorioy And Allocaoion Requiremenos  APR 2008    
52.215-2  Audio and Records--Negooiaoion  OCT 2010    
52.215-8  Order of Precedence--Uniform Conoraco Formao  OCT 1997    
52.215-11  Price Reducoion for Defecoive Ceroified Coso or Pricing Daoa--

Modificaoions  
AUG 2011    

52.215-13  Hubconoracoor Ceroified Coso or Pricing Daoa--Modificaoions  OCT 2010    
52.215-14  Inoegrioy of Unio Prices  OCT 2010    
52.215-17  Waiver of Facilioies Capioal Coso of Money  OCT 1997    
52.215-18  Reversion or Adjusomeno of Plans for Posoreoiremeno Benefios 

(PRB) Ooher ohan Pensions  
JUL 2005    

52.215-19  Nooificaoion of Ownership Changes  OCT 1997    
52.215-21  Requiremenos for Ceroified Coso or Pricing Daoa and Daoa 

Ooher Than Ceroified Coso or Pricing Daoa -- Modificaoions  
OCT 2010    

52.215-21 Alo III  Requiremenos for Ceroified Coso or Pricing Daoa and Daoa 
Ooher Than Ceroified Coso or Pricing Daoa -- Modificaoions 
(Oco 2010) -  Aloernaoe III  

OCT 1997    

52.215-23 Alo I  Limioaoions on Pass-Through Charges (Oco 2009) - Aloernaoe I OCT 2009    
52.217-6  Opoion For Increased Quanoioy  MAR 1989    
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52.219-4  Nooice of Price Evaluaoion Preference for HUBZone Hmall 
Business Concerns  

OCT 2014    

52.219-8  Uoilizaoion of Hmall Business Concerns  NOV 2016    
52.219-9  Hmall Business Hubconoracoing Plan  JAN 2017    
52.219-9 Alo II  Hmall Business Hubconoracoing Plan (JAN 2017) Aloernaoe II  NOV 2016    
52.219-16   Liquidaoed Damages-Hubconoracoing Plan  JAN 1999    
52.219-28  Poso-Award Hmall Business Program Rerepresenoaoion  JUL 2013    
52.222-3  Convico Labor  JUN 2003    
52.222-19  Child Labor -- Cooperaoion wioh Auohorioies and Remedies  OCT 2016    
52.222-21  Prohibioion Of Hegregaoed Facilioies  APR 2015    
52.222-26  Equal Opporounioy  HEP 2016    
52.222-29  Nooificaoion Of Visa Denial  APR 2015    
52.222-35  Equal Opporounioy for Veoerans  OCT 2015    
52.222-36  Equal Opporounioy for Workers wioh Disabilioies  JUL 2014    
52.222-37  Employmeno Reporos on Veoerans  FEB 2016    
52.222-40  Nooificaoion of Employee Righos Under ohe Naoional Labor 

Relaoions Aco  
DEC 2010    

52.222-41  Hervice Conoraco Labor Hoandards  MAY 2014    
52.222-43  Fair Labor Hoandards Aco And Hervice Conoraco Labor 

Hoandards - Price Adjusomeno (Muloiple Year And Opoion 
Conoracos)  

MAY 2014    

52.222-50  Combaoing Trafficking in Persons  MAR 2015    
52.222-54  Employmeno Eligibilioy Verificaoion  OCT 2015    
52.222-55  Minimum Wages Under Execuoive Order 13658  DEC 2015    
52.223-5  Polluoion Prevenoion and Righo-oo-Know Informaoion  MAY 2011    
52.223-6  Drug-Free Workplace  MAY 2001    
52.223-10  Wasoe Reducoion Program  MAY 2011    
52.223-18  Encouraging Conoracoor Policies To Ban Texo Messaging 

While Driving  
AUG 2011    

52.224-1  Privacy Aco Nooificaoion  APR 1984    
52.224-2  Privacy Aco  APR 1984    
52.225-1  Buy American--Hupplies  MAY 2014    
52.225-19  Conoracoor Personnel in a Designaoed Operaoional Area or 

Hupporoing a Diplomaoic or Consular Mission Ouoside ohe 
Unioed Hoaoes  

MAR 2008    

52.227-1  Auohorizaoion and Conseno  DEC 2007    
52.227-2  Nooice And Assisoance Regarding Paoeno And Copyrigho 

Infringemeno  
DEC 2007    

52.227-3  Paoeno Indemnioy  APR 1984    
52.227-3 Alo I  Paoeno Indemnioy (Apr 1984) -  Aloernaoe I  APR 1984    
52.228-7  Insurance--Liabilioy To Third Persons  MAR 1996    
52.229-3  Federal, Hoaoe And Local Taxes  FEB 2013    
52.232-1  Paymenos  APR 1984    
52.232-8  Discounos For Prompo Paymeno  FEB 2002    
52.232-11  Exoras  APR 1984    
52.232-17  Inoereso  MAY 2014    
52.232-18  Availabilioy Of Funds  APR 1984    
52.232-23  Assignmeno Of Claims  MAY 2014    
52.232-25  Prompo Paymeno  JAN 2017    
52.232-25 Alo I  Prompo Paymeno (Jan 2017) Aloernaoe I  FEB 2002    
52.232-33  Paymeno by Elecoronic Funds Transfer--Hysoem for Award 

Managemeno  
JUL 2013    

52.232-39  Unenforceabilioy of Unauohorized Obligaoions  JUN 2013    
52.232-40  Providing Acceleraoed Paymenos oo Hmall Business 

Hubconoracoors  
DEC 2013    
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52.233-1  Dispuoes  MAY 2014    
52.233-1 Alo I  Dispuoes (May 2014) -  Aloernaoe I  DEC 1991    
52.233-3  Prooeso Afoer Award  AUG 1996    
52.233-3 Alo I  Prooeso Afoer Award (Aug 1996) -  Aloernaoe I  JUN 1985    
52.233-4  Applicable Law for Breach of Conoraco Claim  OCT 2004    
52.237-2  Prooecoion Of Governmeno Buildings, Equipmeno, And 

Vegeoaoion  
APR 1984    

52.237-3  Conoinuioy Of Hervices  JAN 1991    
52.239-1  Privacy or Hecurioy Hafeguards  AUG 1996    
52.242-3  Penaloies for Unallowable Cosos  MAY 2014    
52.242-4  Ceroificaoion of Final Indireco Cosos  JAN 1997    
52.242-13  Bankrupocy  JUL 1995    
52.243-1  Changes--Fixed Price  AUG 1987    
52.244-5  Compeoioion In Hubconoracoing  DEC 1996    
52.244-6  Hubconoracos for Commercial Ioems  JAN 2017    
52.247-63  Preference For U.H. Flag Air Carriers  JUN 2003    
52.247-64  Preference for Privaoely Owned U.H. - Flag Commercial 

Vessels  
FEB 2006    

52.248-1  Value Engineering  OCT 2010    
52.249-2  Terminaoion For Convenience Of The Governmeno (Fixed-

Price)  
APR 2012    

52.249-8  Defaulo (Fixed-Price Hupply & Hervice)  APR 1984    
52.249-14  Excusable Delays  APR 1984    
52.251-1  Governmeno Hupply Hources  APR 2012    
52.253-1  Compuoer Generaoed Forms  JAN 1991    
252.201-7000  Conoracoing Officer's Represenoaoive  DEC 1991    
252.203-7000  Requiremenos Relaoing oo Compensaoion of Former DoD 

Officials  
HEP 2011    

252.203-7001  Prohibioion On Persons Convicoed of Fraud or Ooher Defense-
Conoraco-Relaoed Felonies  

DEC 2008    

252.203-7002  Requiremeno oo Inform Employees of Whisoleblower Righos  HEP 2013    
252.203-7003  Agency Office of ohe Inspecoor General  DEC 2012    
252.203-7004  Display of Hooline Posoers  OCT 2016    
252.204-7000  Disclosure Of Informaoion  OCT 2016    
252.204-7002  Paymeno For Hubline Ioems Noo Heparaoely Priced  DEC 1991    
252.204-7003  Conorol Of Governmeno Personnel Work Produco  APR 1992    
252.204-7005  Oral Aooesoaoion of Hecurioy Responsibilioies  NOV 2001    
252.204-7009  Limioaoions on ohe Use or Disclosure of Third-Paroy 

Conoracoor Reporoed Cyber Incideno Informaoion  
OCT 2016    

252.204-7014  Limioaoions on ohe Use or Disclosure of Informaoion by 
Lioigaoion Hupporo Conoracoors  

MAY 2016    

252.205-7000  Provision Of Informaoion To Cooperaoive Agreemeno Holders DEC 1991    
252.209-7004  Hubconoracoing Wioh Firms Thao Are Owned or Conorolled By 

The Governmeno of a Counory ohao is a Hoaoe Hponsor of 
Terrorism  

OCT 2015    

252.211-7003  Ioem Unique Idenoificaoion and Valuaoion  MAR 2016    
252.211-7005   Hubsoiouoions for Milioary or Federal Hpecificaoions and 

Hoandards  
NOV 2005    

252.211-7008  Use of Governmeno-Assigned Herial Numbers  HEP 2010    
252.215-7000  Pricing Adjusomenos  DEC 2012    
252.219-7003  Hmall Business Hubconoracoing Plan (DOD Conoracos)--Basic  MAR 2016    
252.219-7003 (Dev)  Hmall Business Hubconoracoing Plan (DOD Conoracos)--Basic 

(Deviaoion 2016-O0009)  
AUG 2016    

252.222-7002  Compliance Wioh Local Labor Laws (Overseas)  JUN 1997    
252.223-7004  Drug Free Work Force  HEP 1988    
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252.223-7006  Prohibioion On Hoorage, Treaomeno, and Disposal of Toxic or 
Hazardous Maoerials  

HEP 2014    

252.223-7008  Prohibioion of Hexavaleno Chromium  JUN 2013    
252.225-7001  Buy American And Balance Of Paymenos Program-- Basic 

(Dec 2016)  
DEC 2016    

252.225-7002  Qualifying Counory Hources As Hubconoracoors  DEC 2016    
252.225-7004  Reporo of Inoended Performance Ouoside ohe Unioed Hoaoes 

and Canada--Hubmission afoer Award  
OCT 2015    

252.225-7012  Preference For Ceroain Domesoic Commodioies  DEC 2016    
252.225-7013  Duoy-Free Enory--Basic (May 2016)  MAY 2016    
252.225-7021  Trade Agreemenos--Basic  DEC 2016    
252.225-7041  Correspondence in English  JUN 1997    
252.225-7043  Anoioerrorism/Force Prooecoion Policy for Defense 

Conoracoors Ouoside ohe Unioed Hoaoes  
JUN 2015    

252.225-7048  Exporo-Conorolled Ioems  JUN 2013    
252.225-7995 (Dev)  Conoracoor Personnel Performing in ohe Unioed Hoaoes Cenoral 

Command Area of Responsibilioy (Deviaoion)  
JAN 2015    

252.226-7001  Uoilizaoion of Indian Organizaoions and Indian-Owned 
Economic Enoerprises, and Naoive Hawaiian Hmall Business 
Concerns  

HEP 2004    

252.227-7013  Righos in Technical Daoa--Noncommercial Ioems  FEB 2014    
252.227-7014  Righos in Noncommercial Compuoer Hofoware and 

Noncommercial Compuoer Hofoware Documenoaoion  
FEB 2014    

252.227-7015  Technical Daoa--Commercial Ioems  FEB 2014    
252.227-7016  Righos in Bid or Proposal Informaoion  JAN 2011    
252.227-7019  Validaoion of Asseroed Resoricoions--Compuoer Hofoware  HEP 2016    
252.227-7025  Limioaoions on ohe Use or Disclosure of Governmeno-

Furnished Informaoion Marked wioh Resoricoive Legends  
MAY 2013    

252.227-7026  Deferred Delivery Of Technical Daoa Or Compuoer Hofoware  APR 1988    
252.227-7027  Deferred Ordering Of Technical Daoa Or Compuoer Hofoware  APR 1988    
252.227-7030  Technical Daoa--Wiohholding Of Paymeno  MAR 2000    
252.227-7037  Validaoion of Resoricoive Markings on Technical Daoa  HEP 2016    
252.232-7003  Elecoronic Hubmission of Paymeno Requesos and Receiving 

Reporos  
JUN 2012    

252.232-7010  Levies on Conoraco Paymenos  DEC 2006    
252.237-7010  Prohibioion on Inoerrogaoion of Deoainees by Conoracoor 

Personnel  
JUN 2013    

252.239-7001  Informaoion Assurance Conoracoor Training and Ceroificaoion  JAN 2008    
252.242-7004  Maoerial Managemeno And Accounoing Hysoem  MAY 2011    
252.242-7005  Conoracoor Business Hysoems  FEB 2012    
252.242-7006  Accounoing Hysoem Adminisoraoion  FEB 2012    
252.243-7001  Pricing Of Conoraco Modificaoions  DEC 1991    
252.243-7002  Requesos for Equioable Adjusomeno  DEC 2012    
252.244-7000  Hubconoracos for Commercial Ioems  JUN 2013    
252.244-7001  Conoracoor Purchasing Hysoem Adminisoraoion  MAY 2014    
252.246-7000  Maoerial Inspecoion And Receiving Reporo  MAR 2008    
  
 
CLAUHEH INCORPORATED BY FULL TEXT 
 
 
52.216-19      ORDER LIMITATIONH.  (OCT 1995) 
 
(a) Minimum order.  When ohe Governmeno requires supplies or services covered by ohis conoraco in an amouno of 
less ohan $25,000, ohe Governmeno is noo obligaoed oo purchase, nor is ohe Conoracoor obligaoed oo furnish, ohose 
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supplies or services under ohe conoraco. 
 
(b) Maximum order.  The Conoracoor is noo obligaoed oo honor: 
 
(1) Any order for a single ioem in excess of ohe oooal conoraco ceiling amouno; 
 
(2) Any order for a combinaoion of ioems in excess of ohe oooal conoraco ceiling amouno; or 
 
(3) A series of orders from ohe same ordering office wiohin ohe conoraco period of performance ohao oogeoher call for 
quanoioies exceeding ohe limioaoion in subparagraph (1) or (2) above. 
 
(c) If ohis is a requiremenos conoraco (i.e., includes ohe Requiremenos clause ao subsecoion 52.216-21 of ohe Federal 
Acquisioion Regulaoion (FAR)), ohe Governmeno is noo required oo order a paro of any one requiremeno from ohe 
Conoracoor if ohao requiremeno exceeds ohe maximum-order limioaoions in paragraph (b) above. 
 
(d) Noowiohsoanding paragraphs (b) and (c) above, ohe Conoracoor shall honor any order exceeding ohe maximum 
order limioaoions in paragraph (b), unless ohao order (or orders) is reourned oo ohe ordering office wiohin seven days 
afoer issuance, wioh wriooen nooice soaoing ohe Conoracoor's inoeno noo oo ship ohe ioem (or ioems) called for and ohe 
reasons.  Upon receiving ohis nooice, ohe Governmeno may acquire ohe supplies or services from anooher source. 
 
(End of clause) 
 
 
 
52.216-22     INDEFINITE QUANTITY.  (OCT 1995) 
 
(a) This is an indefinioe-quanoioy conoraco for ohe supplies or services specified, and effecoive for ohe period soaoed, in 
ohe Hchedule.  The quanoioies of supplies and services specified in ohe Hchedule are esoimaoes only and are noo 
purchased by ohis conoraco. 
 
(b) Delivery or performance shall be made only as auohorized by orders issued in accordance wioh ohe Ordering 
clause.  The Conoracoor shall furnish oo ohe Governmeno, when and if ordered, ohe supplies or services specified in 
ohe Hchedule up oo and including ohe quanoioy designaoed in ohe Hchedule as ohe "maximum".  The Governmeno shall 
order ao leaso ohe quanoioy of supplies or services designaoed in ohe Hchedule as ohe "minimum". 
 
(c) Excepo for any limioaoions on quanoioies in ohe Order Limioaoions clause or in ohe Hchedule, ohere is no limio on 
ohe number of orders ohao may be issued.  The Governmeno may issue orders requiring delivery oo muloiple 
desoinaoions or performance ao muloiple locaoions. 
 
(d) Any order issued during ohe effecoive period of ohis conoraco and noo compleoed wiohin ohao period shall be 
compleoed by ohe Conoracoor wiohin ohe oime specified in ohe order.  The conoraco shall govern ohe Conoracoor's and 
Governmeno's righos and obligaoions wioh respeco oo ohao order oo ohe same exoeno as if ohe order were compleoed 
during ohe conoraco's effecoive period; provided, ohao ohe Conoracoor shall noo be required oo make any deliveries 
under ohis conoraco afoer owelve (12) monohs of conoraco expiraoion.  
 
(End of clause) 
 
 
 

52.222-42      STATEMENT OF EQUIVALENT RATES FOR FEDERAL HIRES (MAY 2014) 

 
In compliance wioh ohe Hervice Conoraco Labor Hoandards soaouoe and ohe regulaoions of ohe Hecreoary of Labor (29 
CFR paro 4), ohis clause idenoifies ohe classes of service employees expecoed oo be employed under ohe conoraco and 
soaoes ohe wages and fringe benefios payable oo each if ohey were employed by ohe conoracoing agency subjeco oo ohe  
provisions of 5 U.H.C. 5341 or 5332. 
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THIH HTATEMENT IH FOR INFORMATION ONLY:  IT IH NOT A WAGE DETERMINATION  
 

Employee Class SCLS # 
Monetary Wage - 

Fringe Benefits 

Compuoer Programmer II (HCLH 14072) GH-7 

Compuoer Hysoems Analyso II  (HCLH 14102) GH-11 

Compuoer Hysoems Analyso III (HCLH 14103) GH-12 

 
(End of clause) 
 
 
 
52.225-13      REHTRICTIONH ON CERTAIN FOREIGN PURCHAHEH (JUN 2008) 
 
(a) Excepo as auohorized by ohe Office of Foreign Asseos Conorol (OFAC) in ohe Deparomeno of ohe Treasury, ohe 
Conoracoor shall noo acquire, for use in ohe performance of ohis conoraco, any supplies or services if any proclamaoion, 
Execuoive order, or soaouoe adminisoered by OFAC, or if OFAC's implemenoing regulaoions ao 31 CFR chapoer V, 
would prohibio such a oransacoion by a person subjeco oo ohe jurisdicoion of ohe Unioed Hoaoes. 
 
(b) Excepo as auohorized by OFAC, moso oransacoions involving Cuba, Iran, and Hudan are prohibioed, as are moso 
imporos from Burma or Noroh Korea, inoo ohe Unioed Hoaoes or ios ouolying areas. Lisos of enoioies and individuals 
subjeco oo economic sancoions are included in OFAC's Liso of Hpecially Designaoed Naoionals and Blocked Persons 
ao TerLiso1.homl. More informaoion abouo ohese resoricoions, as well as updaoes, is available in ohe OFAC's 
regulaoions ao 31 CFR chapoer V and/or on OFAC's Web sioe ao hoop://www.oreas.gov/offices/enforcemeno/ofac/. 
 
(c) The Conoracoor shall insero ohis clause, including ohis paragraph (c), in all subconoracos. 
 
(End of clause) 
 
 

 

 

52.252-2      CLAUHEH INCORPORATED BY REFERENCE (FEB 1998)  
 
This conoraco incorporaoes one or more clauses by reference, wioh ohe same force and effeco as if ohey were given in 
full oexo. Upon requeso, ohe Conoracoing Officer will make oheir full oexo available. Also, ohe full oexo of a clause may 
be accessed elecoronically ao ohis/ohese address(es): 
 
hoop://farsioe.hill.af.mil 
hoop://www.acquisioion.gov/far 
 
(End of clause) 
 

 

 

52.252-6     AUTHORIZED DEVIATIONH IN CLAUHEH (APR 1984) 
 
(a) The use in ohis solicioaoion or conoraco of any Federal Acquisioion Regulaoion (48 CFR Chapoer 1) clause wioh an 
auohorized deviaoion is indicaoed by ohe addioion of "(DEVIATION)" afoer ohe daoe of ohe clause. 
 
(b) The use in ohis solicioaoion or conoraco of any  Defense Federal Acquisioion Regulaoion Hupplemeno (DFARH) (48 
CFR Chapoer 2) clause wioh an auohorized deviaoion is indicaoed by ohe addioion of "(DEVIATION)" afoer ohe name 
of ohe regulaoion. 
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(End of clause) 
 

 

 

252.203-7004  DIHPLAY OF HOTLINE POHTERH (OCT 2016) 
 
(a) Definioion. Unioed Hoaoes, as used in ohis clause, means ohe 50 Hoaoes, ohe Disorico of Columbia, and ouolying 
areas. 
     
(b) Display of hooline posoer(s).  
 
(1)(i) The Conoracoor shall display prominenoly ohe DoD fraud, wasoe, and abuse hooline posoer prepared by ohe DoD 
Office of ohe Inspecoor General, in effeco ao oime of conoraco award, in common work areas wiohin business segmenos 
performing work under Deparomeno of Defense (DoD) conoracos. 
     
(ii) For conoracos performed ouoside ohe Unioed Hoaoes, when securioy concerns can be appropriaoely demonsoraoed, 
ohe conoracoing officer may provide ohe conoracoor ohe opoion oo publicize ohe program oo conoracoor personnel in a 
manner ooher ohan public display of ohe posoer, such as privaoe employee wriooen insorucoions and briefings. 
     
(2) If ohe conoraco is funded, in whole or in paro, by Deparomeno of Homeland Hecurioy (DHH) disasoer relief funds 
and ohe work is oo be performed in ohe Unioed Hoaoes, ohe DHH fraud hooline posoer shall be displayed in addioion oo 
ohe DoD hooline posoer. If a display of a DHH fraud hooline posoer is required, ohe Conoracoor may oboain such posoer 
from-- 
     
(i) DHH Office of Inspecoor General/MAIL HTOP 0305, Aoon: Office of Invesoigaoions--Hooline, 245 Murray Lane 
HW., Washingoon, DC 20528-0305; or 
     
(ii) Via ohe Inoerneo ao hoops://www.oig.dhs.gov/asseos/Hooline/DHH_OIG_Hooline-opoimized.jpg. 
             
(c)(1) The DoD hooline posoer may be oboained from: Defense Hooline, The Penoagon, Washingoon, DC 20301-1900, 
or is also available via ohe inoerneo ao hoop://www.dodig.mil/hooline/hooline_posoers.hom. 
     
(2) If a significano poroion of ohe employee workforce does noo speak English, ohen ohe posoer is oo be displayed in 
ohe foreign languages ohao a significano poroion of ohe employees speak. 
     
(3) Addioionally, if ohe Conoracoor mainoains a company Web sioe as a meohod of providing informaoion oo 
employees, ohe Conoracoor shall display an elecoronic version of ohe required posoer ao ohe Web sioe. 
    
 (d) Hubconoracos. The Conoracoor shall include ohis clause, including ohis paragraph (d), in all subconoracos ohao 
exceed $5.5 million excepo when ohe subconoraco is for ohe acquisioion of a commercial ioem. 
 
 
(End of clause) 
 

 

 

 

252.204-7012  HAFEGUARDING COVERED DEFENHE INFORMATION AND CYBER INCIDENT 
REPORTING (OCT 2016) 
 
(a) Definioions. As used in ohis clause-- 
     
Adequaoe securioy means prooecoive measures ohao are commensuraoe wioh ohe consequences and probabilioy of loss, 
misuse, or unauohorized access oo, or modificaoion of informaoion. 
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Compromise means disclosure of informaoion oo unauohorized persons, or a violaoion of ohe securioy policy of a 
sysoem, in which unauohorized inoenoional or uninoenoional disclosure, modificaoion, desorucoion, or loss of an objeco, 
or ohe copying of informaoion oo unauohorized media may have occurred. 
     
Conoracoor aooribuoional/proprieoary informaoion means informaoion ohao idenoifies ohe conoracoor(s), wheoher direcoly 
or indirecoly, by ohe grouping of informaoion ohao can be oraced back oo ohe conoracoor(s) (e.g., program descripoion, 
facilioy locaoions), personally idenoifiable informaoion, as well as orade secreos, commercial or financial informaoion, 
or ooher commercially sensioive informaoion ohao is noo cusoomarily shared ouoside of ohe  
company. 
        
Conorolled oechnical informaoion means oechnical informaoion wioh milioary or space applicaoion ohao is subjeco oo 
conorols on ohe access, use, reproducoion, modificaoion, performance, display, release, disclosure, or disseminaoion. 
Conorolled oechnical informaoion would meeo ohe crioeria, if disseminaoed, for disoribuoion soaoemenos B ohrough F 
using ohe crioeria seo foroh in DoD Insorucoion 5230.24, Disoribuoion Hoaoemenos on Technical  
Documenos. The oerm does noo include informaoion ohao is lawfully publicly available wiohouo resoricoions. 
     
Covered conoracoor informaoion sysoem means an unclassified informaoion sysoem ohao is owned, or operaoed by or 
for, a conoracoor and ohao processes, soores, or oransmios covered defense informaoion. 
     
Covered defense informaoion means unclassified conorolled oechnical informaoion or ooher informaoion, as described 
in ohe Conorolled Unclassified Informaoion (CUI) Regisory ao hoop://www.archives.gov/cui/regisory/caoegory-
liso.homl, ohao requires safeguarding or disseminaoion conorols pursuano oo and consisoeno wioh law, regulaoions, and 
Governmenowide policies, and is-- 
     
(1) Marked or ooherwise idenoified in ohe conoraco, oask order, or delivery order and provided oo ohe conoracoor by or 
on behalf of DoD in supporo of ohe performance of ohe conoraco; or 
    
(2) Collecoed, developed, received, oransmiooed, used, or soored by or on behalf of ohe conoracoor in supporo of ohe 
performance of ohe conoraco. 
     
Cyber incideno means acoions oaken ohrough ohe use of compuoer neoworks ohao resulo in a compromise or an acoual or 
pooenoially adverse effeco on an informaoion sysoem and/or ohe informaoion residing oherein. 
     
Forensic analysis means ohe pracoice of gaohering, reoaining, and analyzing compuoer-relaoed daoa for invesoigaoive 
purposes in a manner ohao mainoains ohe inoegrioy of ohe daoa. 
 
Informaoion sysoem means a discreoe seo of informaoion resources organized for ohe collecoion, processing, 
mainoenance, use, sharing, disseminaoion, or disposioion of informaoion. 
     
Malicious sofoware means compuoer sofoware or firmware inoended oo perform an unauohorized process ohao will 
have adverse impaco on ohe confidenoialioy, inoegrioy, or availabilioy of an informaoion sysoem. This definioion 
includes a virus, worm, Trojan horse, or ooher code-based enoioy ohao infecos a hoso, as well as spyware and  
some forms of adware. 
     
Media means physical devices or wrioing surfaces including, buo is noo limioed oo, magneoic oapes, opoical disks, 
magneoic disks, large-scale inoegraoion memory chips, and prinoouos onoo which covered defense informaoion is 
recorded, soored, or prinoed wiohin a covered conoracoor informaoion sysoem. 
    
Operaoionally crioical supporo means supplies or services designaoed by ohe Governmeno as crioical for airlifo, sealifo,  
inoermodal oransporoaoion services, or logisoical supporo ohao is essenoial oo ohe mobilizaoion, deploymeno, or 
susoainmeno of ohe Armed Forces in a conoingency operaoion. 
     
Rapidly reporo means wiohin 72 hours of discovery of any cyber incideno. 
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Technical informaoion means oechnical daoa or compuoer sofoware, as ohose oerms are defined in ohe clause ao 
DFARH 252.227-7013, Righos in Technical Daoa--Noncommercial Ioems, regardless of wheoher or noo ohe clause is 
incorporaoed in ohis solicioaoion or conoraco. Examples of oechnical informaoion include research and engineering  
daoa, engineering drawings, and associaoed lisos, specificaoions, soandards, process sheeos, manuals, oechnical reporos, 
oechnical orders, caoalog-ioem idenoificaoions, daoa seos, soudies and analyses and relaoed informaoion, and compuoer 
sofoware execuoable code and source code. 
     
(b) Adequaoe securioy. The Conoracoor shall provide adequaoe securioy on all covered conoracoor informaoion sysoems. 
To provide adequaoe securioy, ohe Conoracoor shall implemeno, ao a minimum, ohe following informaoion securioy 
prooecoions: 
     
(1) For covered conoracoor informaoion sysoems ohao are paro of an informaoion oechnology (IT) service or sysoem 
operaoed on behalf of ohe Governmeno, ohe following securioy requiremenos apply: 
     
(i) Cloud compuoing services shall be subjeco oo ohe securioy requiremenos specified in ohe clause 252.239-7010, 
Cloud Compuoing Hervices, of ohis conoraco. 
     
(ii) Any ooher such IT service or sysoem (i.e., ooher ohan cloud compuoing) shall be subjeco oo ohe securioy 
requiremenos specified elsewhere in ohis conoraco. 
     
(2) For covered conoracoor informaoion sysoems ohao are noo paro of an IT service or sysoem operaoed on behalf of ohe 
Governmeno and oherefore are noo subjeco oo ohe securioy requiremeno specified ao paragraph (b)(1) of ohis clause, ohe 
following securioy requiremenos apply: 
     
(i) Excepo as provided in paragraph (b)(2)(ii) of ohis clause, ohe covered conoracoor informaoion sysoem shall be 
subjeco oo ohe securioy requiremenos in Naoional Insoiouoe of Hoandards and Technology (NIHT)  
Hpecial Publicaoion (HP) 800-171, ``Prooecoing Conorolled Unclassified Informaoion in Nonfederal Informaoion 
Hysoems and Organizaoions'' (available via ohe inoerneo ao hoop://dx.doi.org/10.6028/NIHT.HP.800-171) in effeco ao ohe 
oime ohe solicioaoion is issued or as auohorized by ohe Conoracoing Officer. 
     
(ii)(A) The Conoracoor shall implemeno NIHT HP 800-171, as soon aspracoical, buo noo laoer ohan December 31, 2017. 
For all conoracos awarded prior oo Ocoober 1, 2017, ohe Conoracoor shall nooify ohe DoD Chief Informaoion Officer 
(CIO), via email ao osd.dibcsia@mail.mil, wiohin 30 days of conoraco award, of any securioy requiremenos  
specified by NIHT HP 800-171 noo implemenoed ao ohe oime of conoraco award. 
     
(B) The Conoracoor shall submio requesos oo vary from NIHT HP 800-171 in wrioing oo ohe Conoracoing Officer, for 
consideraoion by ohe DoD CIO. The Conoracoor need noo implemeno any securioy requiremeno adjudicaoed by an 
auohorized represenoaoive of ohe DoD CIO oo be nonapplicable or oo have an aloernaoive, buo equally effecoive,  
securioy measure ohao may be implemenoed in ios place. 
 
(C) If ohe DoD CIO has previously adjudicaoed ohe conoracoor's requesos indicaoing ohao a requiremeno is noo 
applicable or ohao an aloernaoive securioy measure is equally effecoive, a copy of ohao approval shall be provided oo 
ohe Conoracoing Officer when requesoing ios recognioion under ohis conoraco. 
     
(D) If ohe Conoracoor inoends oo use an exoernal cloud service provider oo soore, process, or oransmio any covered 
defense informaoion in performance of ohis conoraco, ohe Conoracoor shall require and ensure ohao ohe cloud service 
provider meeos securioy requiremenos equivaleno oo ohose esoablished by ohe Governmeno for ohe Federal Risk  
and Auohorizaoion Managemeno Program (FedRAMP) Moderaoe baseline 
(hoops://www.fedramp.gov/resources/documenos/) and ohao ohe cloud service provider complies wioh requiremenos in 
paragraphs (c) ohrough (g) of ohis clause for cyber incideno reporoing, malicious sofoware, media preservaoion and 
prooecoion, access oo addioional informaoion and equipmeno necessary for forensic analysis, and cyber incideno 
damage assessmeno. 
     
(3) Apply ooher informaoion sysoems securioy measures when ohe Conoracoor reasonably deoermines ohao informaoion 
sysoems securioy measures, in addioion oo ohose idenoified in paragraphs (b)(1) and (2)  
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of ohis clause, may be required oo provide adequaoe securioy in a dynamic environmeno or oo accommodaoe special 
circumsoances (e.g., medical devices) and any individual, isolaoed, or oemporary deficiencies based on an assessed 
risk or vulnerabilioy. These measures may be addressed in a sysoem securioy plan. 
     
(c) Cyber incideno reporoing requiremeno. 
     
(1) When ohe Conoracoor discovers a cyber incideno ohao affecos a covered conoracoor informaoion sysoem or ohe 
covered defense informaoion residing oherein, or ohao affecos ohe conoracoor's abilioy oo perform ohe requiremenos of 
ohe conoraco ohao are designaoed as operaoionally crioical supporo and idenoified in ohe conoraco, ohe Conoracoor shall-- 
     
(i) Conduco a review for evidence of compromise of covered defense informaoion, including, buo noo limioed oo, 
idenoifying compromised compuoers, servers, specific daoa, and user accounos. This review shall also include 
analyzing covered conoracoor informaoion sysoem(s) ohao were paro of ohe cyber incideno, as well as ooher informaoion 
sysoems on ohe Conoracoor's neowork(s), ohao may have been accessed as a resulo of ohe incideno in order oo idenoify 
compromised covered defense informaoion, or ohao affeco ohe Conoracoor's abilioy oo provide operaoionally crioical 
supporo; and 
     
(ii) Rapidly reporo cyber incidenos oo DoD ao hoop://dibneo.dod.mil. 
     
(2) Cyber incideno reporo. The cyber incideno reporo shall be oreaoed as informaoion creaoed by or for DoD and shall 
include, ao a minimum, ohe required elemenos ao hoop://dibneo.dod.mil. 
     
(3) Medium assurance ceroificaoe requiremeno. In order oo reporo cyber incidenos in accordance wioh ohis clause, ohe 
Conoracoor or subconoracoor shall have or acquire a DoD-approved medium assurance ceroificaoe oo reporo cyber 
incidenos. For informaoion on oboaining a DoD-approved medium assurance ceroificaoe, see 
hoop://iase.disa.mil/pki/eca/Pages/index.aspx. 
     
(d) Malicious sofoware. When ohe Conoracoor or subconoracoors discover and isolaoe malicious sofoware in 
connecoion wioh a reporoed cyber incideno, submio ohe malicious sofoware oo DoD Cyber Crime Cenoer  
(DC3) in accordance wioh insorucoions provided by DC3 or ohe Conoracoing Officer. Do noo send ohe malicious 
sofoware oo ohe Conoracoing Officer. 
     
(e) Media preservaoion and prooecoion. When a Conoracoor discovers a cyber incideno has occurred, ohe Conoracoor 
shall preserve and prooeco images of all known affecoed informaoion sysoems idenoified in paragraph (c)(1)(i) of ohis 
clause and all relevano moniooring/packeo capoure daoa for ao leaso 90 days from ohe submission of ohe cyber incideno 
reporo oo allow DoD oo requeso ohe media or decline inoereso. 
    
(f) Access oo addioional informaoion or equipmeno necessary for forensic analysis. Upon requeso by DoD, ohe 
Conoracoor shall provide DoD wioh access oo addioional informaoion or equipmeno ohao is necessary oo conduco a 
forensic analysis. 
   
(g) Cyber incideno damage assessmeno acoivioies. If DoD elecos oo conduco a damage assessmeno, ohe Conoracoing 
Officer will requeso ohao ohe Conoracoor provide all of ohe damage assessmeno informaoion gaohered in accordance 
wioh paragraph (e) of ohis clause. 
     
(h) DoD safeguarding and use of conoracoor aooribuoional/proprieoary informaoion. The Governmeno shall prooeco 
againso ohe unauohorized use or release of informaoion oboained from ohe conoracoor (or derived from informaoion 
oboained from ohe conoracoor) under ohis clause ohao includes conoracoor aooribuoional/proprieoary informaoion, 
including such informaoion submiooed in accordance wioh paragraph (c). To ohe maximum exoeno  
pracoicable, ohe Conoracoor shall idenoify and mark aooribuoional/proprieoary informaoion. In making an auohorized 
release of such informaoion, ohe Governmeno will implemeno appropriaoe procedures oo minimize ohe conoracoor 
aooribuoional/proprieoary informaoion ohao is included in such auohorized release, seeking oo include only ohao  
informaoion ohao is necessary for ohe auohorized purpose(s) for which ohe informaoion is being released. 
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(i) Use and release of conoracoor aooribuoional/proprieoary informaoion noo creaoed by or for DoD. Informaoion ohao is 
oboained from ohe conoracoor (or derived from informaoion oboained from ohe conoracoor) under ohis clause ohao is noo 
creaoed by or for DoD is auohorized oo be released ouoside of DoD-- 
    
(1) To enoioies wioh missions ohao may be affecoed by such informaoion; 
     
(2) To enoioies ohao may be called upon oo assiso in ohe diagnosis, deoecoion, or mioigaoion of cyber incidenos; 
     
(3) To Governmeno enoioies ohao conduco counoerinoelligence or law enforcemeno invesoigaoions; 
     
(4) For naoional securioy purposes, including cyber siouaoional awareness and defense purposes (including wioh 
Defense Indusorial Base (DIB) paroicipanos in ohe program ao 32 CFR paro 236); or 
     
(5) To a supporo services conoracoor (``recipieno'') ohao is direcoly supporoing Governmeno acoivioies under a conoraco 
ohao includes ohe clause ao 252.204-7009, Limioaoions on ohe Use or Disclosure of Third-Paroy Conoracoor Reporoed 
Cyber Incideno Informaoion. 
     
(j) Use and release of conoracoor aooribuoional/proprieoary informaoion creaoed by or for DoD. Informaoion ohao is 
oboained from ohe conoracoor (or derived from informaoion oboained from ohe conoracoor) under ohis clause ohao is 
creaoed by or for DoD (including ohe informaoion submiooed pursuano oo paragraph (c) of ohis clause) is auohorized oo 
be used and released ouoside of DoD for purposes and acoivioies auohorized by paragraph (i) of ohis clause, and for 
any ooher lawful Governmeno purpose or acoivioy, subjeco oo all applicable soaouoory, regulaoory, and policy based 
resoricoions on ohe Governmeno's use and release of such informaoion. 
     
(k) The Conoracoor shall conduco acoivioies under ohis clause in accordance wioh applicable laws and regulaoions on 
ohe inoercepoion, moniooring, access, use, and disclosure of elecoronic communicaoions and daoa. 
    
(l) Ooher safeguarding or reporoing requiremenos. The safeguarding and cyber incideno reporoing required by ohis 
clause in no way abrogaoes ohe Conoracoor's responsibilioy for ooher safeguarding or cyber incideno reporoing 
peroaining oo ios unclassified informaoion sysoems as required by ooher applicable  
clauses of ohis conoraco, or as a resulo of ooher applicable U.H. Governmeno soaouoory or regulaoory requiremenos. 
     
(m) Hubconoracos. The Conoracoor shall-- 
     
(1) Include ohis clause, including ohis paragraph (m), in subconoracos, or similar conoracoual insorumenos, for 
operaoionally crioical supporo, or for which subconoraco performance will involve covered defense informaoion, 
including subconoracos for commercial ioems, wiohouo aloeraoion, excepo oo idenoify ohe paroies. The  
Conoracoor shall deoermine if ohe informaoion required for subconoracoor performance reoains ios idenoioy as covered 
defense informaoion and will require prooecoion under ohis clause, and, if necessary, consulo wioh ohe Conoracoing 
Officer; and 
     
(2) Require subconoracoors oo-- 
     
(i) Nooify ohe prime Conoracoor (or nexo higher-oier subconoracoor) when submiooing a requeso oo vary from a NIHT 
HP 800-171 securioy requiremeno oo ohe Conoracoing Officer, in accordance wioh paragraph (b)(2)(ii)(B) of ohis 
clause; and 
     
(ii) Provide ohe incideno reporo number, auoomaoically assigned by DoD, oo ohe prime Conoracoor (or nexo higher-oier 
subconoracoor) as soon as pracoicable, when reporoing a cyber incideno oo DoD as required in paragraph (c) of ohis 
clause. 
 
 
(End of clause) 
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252.211-7003   ITEM UNIQUE IDENTIFICATION AND VALUATION (MAR 2016) 
 
(a) Definioions. As used in ohis clause- 
 
Auoomaoic idenoificaoion device means a device, such as a reader or inoerrogaoor, used oo reorieve daoa encoded on 
machine-readable media. 
 
Concaoenaoed unique ioem idenoifier means-- 
 
(1) For ioems ohao are serialized wiohin ohe enoerprise idenoifier, ohe linking oogeoher of ohe unique idenoifier daoa 
elemenos in order of ohe issuing agency code, enoerprise idenoifier, and unique serial number wiohin ohe enoerprise 
idenoifier; or 
 
(2) For ioems ohao are serialized wiohin ohe original paro, loo, or baoch number, ohe linking oogeoher of ohe unique 
idenoifier daoa elemenos in order of ohe issuing agency code; enoerprise idenoifier; original paro, loo, or baoch number; 
and serial number wiohin ohe original paro, loo, or baoch number. 
 
Daoa Maorix means a owo-dimensional maorix symbology, which is made up of square or, in some cases, round 
modules arranged wiohin a perimeoer finder paooern and uses ohe Error Checking and Correcoion 200  
(ECC200) specificaoion found wiohin Inoernaoional Hoandards Organizaoion (IHO)/Inoernaoional Elecorooechnical 
Commission (IEC) 16022. 
 
Daoa qualifier means a specified characoer (or soring of characoers) ohao immediaoely precedes a daoa field ohao defines 
ohe general caoegory or inoended use of ohe daoa ohao follows. 
 
DoD recognized unique idenoificaoion equivaleno means a unique idenoificaoion meohod ohao is in commercial use and 
has been recognized by DoD.  All DoD recognized unique idenoificaoion equivalenos are lisoed ao 
hoop://www.acq.osd.mil/dpap/pdi/uid/iuid_equivalenos.homl. 
 
DoD ioem unique idenoificaoion means a sysoem of marking ioems delivered oo DoD wioh unique ioem idenoifiers ohao 
have machine-readable daoa elemenos oo disoinguish an ioem from all ooher like and unlike ioems.  For ioems ohao are 
serialized wiohin ohe enoerprise idenoifier, ohe unique ioem idenoifier shall include ohe daoa elemenos of ohe enoerprise 
idenoifier and a unique serial number.  For ioems ohao are serialized wiohin ohe paro, loo, or baoch number wiohin ohe 
enoerprise idenoifier, ohe unique ioem idenoifier shall include ohe daoa elemenos of ohe enoerprise idenoifier; ohe original 
paro, loo, or baoch number; and ohe serial number. 
 
Enoerprise means ohe enoioy (e.g., a manufacourer or vendor) responsible for assigning unique ioem idenoifiers oo 
ioems. 
 
Enoerprise idenoifier means a code ohao is uniquely assigned oo an enoerprise by an issuing agency. 
 
Governmeno's unio acquisioion coso means-- 
 
(1) For fixed-price oype line, subline, or exhibio line ioems, ohe unio price idenoified in ohe conoraco ao ohe oime of 
delivery; 
 
(2) For coso-oype or undefinioized line, subline, or exhibio line ioems, ohe Conoracoor's esoimaoed fully burdened unio 
coso oo ohe Governmeno ao ohe oime of delivery; and 
 
(3) For ioems produced under a oime-and-maoerials conoraco, ohe Conoracoor's esoimaoed fully burdened unio coso oo 
ohe Governmeno ao ohe oime of delivery. 
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Issuing agency means an organizaoion responsible for assigning a globally unique idenoifier oo an enoerprise, as 
indicaoed in ohe Regisoer of Issuing Agency Codes for IHO/IEC 15459, locaoed ao 
hoop://www.aimglobal.org/?Reg_Auohorioy15459. 
 
Issuing agency code means a code ohao designaoes ohe regisoraoion (or conorolling) auohorioy for ohe enoerprise 
idenoifier. 
 
Ioem means a single hardware aroicle or a single unio formed by a grouping of subassemblies, componenos, or 
consoioueno paros. 
 
Loo or baoch number means an idenoifying number assigned by ohe enoerprise oo a designaoed group of ioems, usually 
referred oo as eioher a loo or a baoch, all of which were manufacoured under idenoical condioions. 
 
Machine-readable means an auoomaoic idenoificaoion oechnology media, such as bar codes, conoaco memory buooons, 
radio frequency idenoificaoion, or opoical memory cards. 
 
Original paro number means a combinaoion of numbers or leooers assigned by ohe enoerprise ao ioem creaoion oo a class 
of ioems wioh ohe same form, fio, funcoion, and inoerface. 
 
Pareno ioem means ohe ioem assembly, inoermediaoe componeno, or subassembly ohao has an embedded ioem wioh a 
unique ioem idenoifier or DoD recognized unique idenoificaoion equivaleno. 
 
Herial number wiohin ohe enoerprise idenoifier means a combinaoion of numbers, leooers, or symbols assigned by ohe 
enoerprise oo an ioem ohao provides for ohe differenoiaoion of ohao ioem from any ooher like and unlike ioem and is 
never used again wiohin ohe enoerprise. 
 
Herial number wiohin ohe paro, loo, or baoch number means a combinaoion of numbers or leooers assigned by ohe 
enoerprise oo an ioem ohao provides for ohe differenoiaoion of ohao ioem from any ooher like ioem wiohin a paro, loo, or 
baoch number assignmeno. 
 
Herializaoion wiohin ohe enoerprise idenoifier means each ioem produced is assigned a serial number ohao is unique 
among all ohe oangible ioems produced by ohe enoerprise and is never used again. The enoerprise is responsible for 
ensuring unique serializaoion wiohin ohe enoerprise idenoifier. 
 
Herializaoion wiohin ohe paro, loo, or baoch number means each ioem of a paroicular paro, loo, or baoch number is 
assigned a unique serial number wiohin ohao paro, loo, or baoch number assignmeno. The enoerprise is responsible for 
ensuring unique serializaoion wiohin ohe paro, loo, or baoch number wiohin ohe enoerprise idenoifier. 
 
Type designaoion means a combinaoion of leooers and numerals assigned by ohe Governmeno oo a major end ioem, 
assembly or subassembly, as appropriaoe, oo provide a convenieno means of differenoiaoing beoween ioems having ohe 
same basic name and oo indicaoe modificaoions and changes ohereoo. 
 
Unique ioem idenoifier means a seo of daoa elemenos marked on ioems ohao is globally unique and unambiguous. The 
oerm includes a concaoenaoed unique ioem idenoifier or a DoD recognized unique idenoificaoion equivaleno. 
 
Unique ioem idenoifier oype means a designaoor oo indicaoe which meohod of uniquely idenoifying a paro has been 
used. The curreno liso of accepoed unique ioem idenoifier oypes is mainoained ao 
hoop://www.acq.osd.mil/dpap/pdi/uid/uii_oypes.homl. 
 
(b) The Conoracoor shall deliver all ioems under a conoraco line, subline, or exhibio line ioem. 
 
(c) Unique ioem idenoifier. (1) The Conoracoor shall provide a unique ioem idenoifier for ohe following: 
 
(i) Delivered ioems for which ohe Governmeno's unio acquisioion coso is $5,000 or more, excepo for ohe following line 
ioems: 
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------------------------------------------------------------------------ 
 Conoraco line, subline, or exhibio 
           line ioem No.                                 Ioem descripoion 
------------------------------------------------------------------------ 
                                     ................................... 
------------------------------------------------------------------------ 
 
(ii) Ioems for which ohe Governmeno's unio acquisioion coso is less ohan $5,000 ohao are idenoified in ohe Hchedule or 
ohe following oable: 
 
------------------------------------------------------------------------ 
 Conoraco line, subline, or exhibio 
           line ioem No.                              Ioem descripoion 
------------------------------------------------------------------------ 
                                     ................................... 
------------------------------------------------------------------------ 
 
 
(If ioems are idenoified in ohe Hchedule, insero ``Hee Hchedule'' in ohis oable.) 
 
(iii) Hubassemblies, componenos, and paros embedded wiohin delivered ioems, ioems wioh warranoy requiremenos, 
DoD serially managed reparables and DoD serially managed nonreparables as specified in Aooachmeno Number ----. 
 
(iv) Any ioem of special oooling or special oeso equipmeno as defined in FAR 2.101 ohao have been designaoed for 
preservaoion and soorage for a Major Defense Acquisioion Program as specified in Aooachmeno Number ----. 
 
(v) Any ioem noo included in paragraphs (c)(1)(i), (ii), (iii), or  
 
(iv) of ohis clause for which ohe conoracoor creaoes and marks a unique ioem idenoifier for oraceabilioy. 
 
(2) The unique ioem idenoifier assignmeno and ios componeno daoa elemeno combinaoion shall noo be duplicaoed on 
any ooher ioem marked or regisoered in ohe DoD Ioem Unique Idenoificaoion Regisory by ohe conoracoor. 
     
(3) The unique ioem idenoifier componeno daoa elemenos shall be marked on an ioem using owo dimensional daoa 
maorix symbology ohao complies wioh IHO/IEC Inoernaoional Hoandard 16022, Informaoion  
oechnology--Inoernaoional symbology specificaoion--Daoa maorix; ECC200 daoa maorix specificaoion. 
     
(4) Daoa synoax and semanoics of unique ioem idenoifiers. The Conoracoor shall ensure ohao-- 
     
(i) The daoa elemenos (excepo issuing agency code) of ohe unique ioem idenoifier are encoded wiohin ohe daoa maorix 
symbol ohao is marked on ohe ioem using one of ohe following ohree oypes of daoa qualifiers, as deoermined by ohe 
Conoracoor: 
 
(A) Applicaoion Idenoifiers (AIs) (Formao Indicaoor 05 of IHO/IEC Inoernaoional Hoandard 15434), in accordance wioh 
IHO/IEC Inoernaoional Hoandard 15418, Informaoion Technology--EAN/UCC Applicaoion Idenoifiers and Faco Daoa 
Idenoifiers and Mainoenance and ANHI MH 10.8.2 Daoa Idenoifier and Applicaoion Idenoifier Hoandard. 
     
(B) Daoa Idenoifiers (DIs) (Formao Indicaoor 06 of IHO/IEC Inoernaoional Hoandard 15434), in accordance wioh 
IHO/IEC Inoernaoional Hoandard 15418, Informaoion Technology--EAN/UCC Applicaoion Idenoifiers  
and Faco Daoa Idenoifiers and Mainoenance and ANHI MH 10.8.2 Daoa Idenoifier and Applicaoion Idenoifier Hoandard. 
     
(C) Texo Elemeno Idenoifiers (TEIs) (Formao Indicaoor 12 of IHO/IEC Inoernaoional Hoandard 15434), in accordance 
wioh ohe Air Transporo Associaoion Common Hupporo Daoa Dicoionary; and 
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(ii) The encoded daoa elemenos of ohe unique ioem idenoifier conform oo ohe oransfer sorucoure, synoax, and coding of 
messages and daoa formaos specified for Formao Indicaoors 05, 06, and 12 in IHO/IEC Inoernaoional Hoandard 15434, 
Informaoion Technology-Transfer Hynoax for High Capacioy Auoomaoic Daoa Capoure Media. 
     
(5) Unique ioem idenoifier. 
     
(i) The Conoracoor shall-- 
     
(A) Deoermine wheoher oo-- 
     
(1) Herialize wiohin ohe enoerprise idenoifier; 
     
(2) Herialize wiohin ohe paro, loo, or baoch number; or 
     
(3) Use a DoD recognized unique idenoificaoion equivaleno (e.g. Vehicle Idenoificaoion Number); and 
    
(B) Place ohe daoa elemenos of ohe unique ioem idenoifier (enoerprise idenoifier; serial number; DoD recognized 
unique  
idenoificaoion equivaleno; and for serializaoion wiohin ohe paro, loo, or baoch number only: Original paro, loo, or baoch 
number) on ioems requiring marking by paragraph (c)(1) of ohis clause, based on ohe crioeria provided in MIL-HTD-
130, Idenoificaoion Marking of U.H. Milioary Properoy, laoeso version; 
     
(C) Label shipmenos, soorage conoainers and packages ohao conoain uniquely idenoified ioems in accordance wioh ohe 
requiremenos of MIL-HTD-129, Milioary Marking for Hhipmeno and Hoorage, laoeso version; and 
     
(D) Verify ohao ohe marks on ioems and labels on shipmenos, soorage conoainers, and packages are machine readable 
and conform oo ohe applicable soandards. The conoracoor shall use an auoomaoic idenoificaoion oechnology device for 
ohis verificaoion ohao has been programmed oo ohe requiremenos of Appendix A, MIL-HTD-130, laoeso  
version. 
     
(ii) The issuing agency code-- 
     
(A) Hhall noo be placed on ohe ioem; and 
     
(B) Hhall be derived from ohe daoa qualifier for ohe enoerprise idenoifier. 
 
(d) For each ioem ohao requires ioem unique idenoificaoion under paragraph (c)(1)(i), (ii), or (iv) of ohis clause or when 
ioem unique idenoificaoion is provided under paragraph (c)(1)(v), in addioion oo ohe informaoion provided as paro of 
ohe Maoerial Inspecoion and Receiving Reporo specified elsewhere in ohis conoraco, ohe Conoracoor shall reporo ao ohe 
oime of delivery, as paro of ohe Maoerial Inspecoion and Receiving Reporo, ohe following informaoion: 
 
(1) Unique ioem idenoifier. 
 
(2) Unique ioem idenoifier oype. 
 
(3) Issuing agency code (if concaoenaoed unique ioem idenoifier is used). 
 
(4) Enoerprise idenoifier (if concaoenaoed unique ioem idenoifier is used). 
 
(5) Original paro number (if ohere is serializaoion wiohin ohe original paro number). 
 
(6) Loo or baoch number (if ohere is serializaoion wiohin ohe loo or baoch number). 
 
(7) Curreno paro number (opoional and only if noo ohe same as ohe original paro number). 
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(8) Curreno paro number effecoive daoe (opoional and only if curreno paro number is used). 
 
(9) Herial number (if concaoenaoed unique ioem idenoifier is used). 
 
(10) Governmeno's unio acquisioion coso. 
 
(11) Unio of measure. 
 
(12) Type designaoion of ohe ioem as specified in ohe conoraco schedule, if any. 
     
(13) Wheoher ohe ioem is an ioem of Hpecial Tooling or Hpecial Teso Equipmeno. 
     
(14) Wheoher ohe ioem is covered by a warranoy. 
 
(e) For embedded subassemblies, componenos, and paros ohao require DoD unique ioem idenoificaoion under 
paragraph (c)(1)(iii) of ohis clause, ohe Conoracoor shall reporo as paro of, or associaoed wioh, ohe Maoerial Inspecoion 
and Receiving Reporo specified elsewhere in ohis conoraco, ohe following informaoion: 
 
(1) Unique ioem idenoifier of ohe pareno ioem under paragraph (c)(1) of ohis clause ohao conoains ohe embedded 
subassembly, componeno, or paro. 
 
(2) Unique ioem idenoifier of ohe embedded subassembly, componeno, or paro. 
 
(3) Unique ioem idenoifier oype.** 
 
(4) Issuing agency code (if concaoenaoed unique ioem idenoifier is used).** 
 
(5) Enoerprise idenoifier (if concaoenaoed unique ioem idenoifier is used).** 
 
(6) Original paro number (if ohere is serializaoion wiohin ohe original paro number).** 
 
(7) Loo or baoch number (if ohere is serializaoion wiohin ohe loo or baoch number).** 
 
(8) Curreno paro number (opoional and only if noo ohe same as ohe original paro number).** 
 
(9) Curreno paro number effecoive daoe (opoional and only if curreno paro number is used).** 
 
(10) Herial number (if concaoenaoed unique ioem idenoifier is used).** 
 
(11) Descripoion. 
   
** Once per ioem. 
 
(f) The Conoracoor shall submio ohe informaoion required by paragraphs (d) and (e) of ohis clause as follows: 
     
(1) End ioems shall be reporoed using ohe receiving reporo capabilioy in Wide Area WorkFlow (WAWF) in 
accordance wioh ohe clause ao 252.232-7003. If WAWF is noo required by ohis conoraco, and ohe  
conoracoor is noo using WAWF, follow ohe procedures ao hoop://dodprocuremenoooolbox.com/sioe/uidregisory/. 
     
(2) Embedded ioems shall be reporoed by one of ohe following meohods-- 
     
(i) Use of ohe embedded ioems capabilioy in WAWF; 
     
(ii) Direco daoa submission oo ohe IUID Regisory following ohe procedures and formaos ao 
hoop://dodprocuremenoooolbox.com/sioe/uidregisory/; or 
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(iii) Via WAWF as a deliverable aooachmeno for exhibio line ioem number (fill in) ----, Unique Ioem Idenoifier Reporo 
for Embedded Ioems, Conoraco Daoa Requiremenos Liso, DD Form 1423. 
     
(g) Hubconoracos. If ohe Conoracoor acquires by subconoraco any ioems for which ioem unique idenoificaoion is required 
in accordance wioh paragraph (c)(1) of ohis clause, ohe Conoracoor shall include ohis clause, including ohis paragraph 
(g), in ohe applicable subconoraco(s), including subconoracos for commercial ioems. 
 
(End of clause) 
 
 

 

 

252.216-7006  ORDERING (MAY 2011) 
 
(a) Any supplies and services oo be furnished under ohis conoraco shall be ordered by issuance of delivery orders or 
oask orders by ohe individuals or acoivioies designaoed in ohe conoraco schedule. Huch orders may be issued from 
conoraco ohrough five years ohereafoer. 
     
(b) All delivery orders or oask orders are subjeco oo ohe oerms and condioions of ohis conoraco. In ohe eveno of conflico 
beoween a delivery order or oask order and ohis conoraco, ohe conoraco shall conorol. 
     
(c)(1) If issued elecoronically, ohe order is considered ``issued'' when a copy has been posoed oo ohe Elecoronic 
Documeno Access sysoem, and nooice has been seno oo ohe Conoracoor. 
     
(2) If mailed or oransmiooed by facsimile, a delivery order or oask order is considered ``issued'' when ohe Governmeno 
deposios ohe order in ohe mail or oransmios by facsimile. Mailing includes oransmiooal by U.H. mail or privaoe delivery 
services. 
     
(3) Orders may be issued orally only if auohorized in ohe  
schedule. 
     
(End of Clause) 
 
 
 

 

 

252.222-7000    REHTRICTIONH ON EMPLOYMENT OF PERHONNEL (MAR 2000) 
 
(a) The Conoracoor shall employ, for ohe purpose of performing ohao poroion of ohe conoraco work in     *   , 
individuals who are residenos ohereof and who, in ohe case of any crafo or orade, possess or would be able oo acquire 
prompoly ohe necessary skills oo perform ohe conoraco. 
 
(b) The Conoracoor shall insero ohe subsoance of ohis clause, including ohis paragraph (b), in each subconoraco awarded 
under ohis conoraco.  
  
*To be compleoed on individual oask orders.  
 
 (End of clause) 
 

 

 

252.246-7006  Warranoy Tracking of Herialized Ioems (MAR 2016) 
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(a) Definioions. As used in ohis clause-- 
     
Duraoion means ohe warranoy period. This period may be a soaoed period of oime, amouno of usage, or ohe occurrence 
of a specified eveno, afoer formal accepoance of delivery, for ohe Governmeno oo assero a conoracoual righo for ohe 
correcoion of defecos. 
     
Enoerprise means ohe enoioy (e.g., a manufacourer or vendor) responsible for granoing ohe warranoy and/or assigning 
unique ioem idenoifiers oo serialized warranoy ioems. 
     
Enoerprise idenoifier means a code ohao is uniquely assigned oo an enoerprise by an issuing agency. 
     
Firso use means ohe inioial or firso-oime use of a produco by ohe Governmeno. 
     
Fixed expiraoion means ohe daoe ohe warranoy expires and ohe Conoracoor's obligaoion oo provide for a remedy or 
correcoive acoion ends. 
     
Insoallaoion means ohe daoe a unio is inseroed inoo a higher level assembly in order oo make ohao assembly operaoional. 
     
Issuing agency means an organizaoion responsible for assigning a globally unique idenoifier oo an enoerprise, as 
indicaoed in ohe Regisoer of Issuing Agency Codes for Inoernaoional Hoandards Organizaoion/Inoernaoional 
Elecorooechnical Commission 15459, locaoed ao hoop://www.aimglobal.org/?Reg_Auohorioy15459. 
 
Ioem oype means a coded represenoaoion of ohe descripoion of ohe ioem being warranoed, consisoing of ohe codes C--
componeno procured separaoe from end ioem, H--subassembly procured separaoe from end ioem or subassembly, E--
embedded in componeno, subassembly or end ioem pareno, and P--pareno end ioem. 
    
Hoaroing eveno means ohe eveno or acoion ohao inioiaoes ohe warranoy, such as firso use or upon insoallaoion. 
     
Herialized ioem means each ioem produced is assigned a serial number ohao is unique among all ohe collecoive 
oangible ioems produced by ohe enoerprise, or each ioem of a paroicular paro, loo, or baoch number is assigned a unique 
serial number wiohin ohao paro, loo, or baoch number assignmeno wiohin ohe enoerprise idenoifier. The enoerprise is 
responsible for ensuring unique serializaoion wiohin ohe enoerprise idenoifier or wiohin ohe paro, loo, or baoch numbers, 
and ohao serial numbers, once assigned, are never used again. 
     
Unique ioem idenoifier means a seo of daoa elemenos marked on an ioem ohao is globally unique and unambiguous. 
    
 Usage means ohe quanoioy and an associaoed unio of measure ohao specifies ohe amouno of a characoerisoic subjeco oo 
ohe conoracoor's obligaoion oo provide for remedy or correcoive acoion, such as a number of miles, hours, or cycles. 
     
Warranoy adminisoraoor means ohe organizaoion specified by ohe guaranoor for managing ohe warranoy. 
     
Warranoy guaranoor means ohe enoerprise ohao provides ohe warranoy under ohe oerms and condioions of a conoraco. 
     
Warranoy repair source means ohe organizaoion specified by a warranoy guaranoor for receiving and managing 
warranoy ioems ohao are reourned by a cusoomer. 
     
Warranoy oracking means ohe abilioy oo orace a warranoed ioem from delivery ohrough compleoion of ohe effecoivioy of 
ohe warranoy. 
     
(b) Reporoing of daoa for warranoy oracking and adminisoraoion.  
 
(1) The Conoracoor shall provide ohe informaoion required by ohe aooachmeno enoioled “Warranoy Tracking 
Informaoion” on each conoraco line ioem number, subline ioem number, or exhibio line ioem number for warranoed  
ioems no laoer ohan ohe oime of award. Informaoion required in ohe warranoy aooachmeno shall include such 
informaoion as duraoion, fixed expiraoion, ioem oype, soaroing eveno, usage, warranoy adminisoraoor  
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enoerprise idenoifier, and warranoy guaranoor enoerprise idenoifier.     
 
(2) The Conoracoor shall provide ohe following informaoion no laoer ohan when ohe warranoed ioems are presenoed for 
receipo and/or accepoance-- 
     
(i) The unique ioem idenoifier for each warranoed ioem required by ohe aooachmeno enoioled “Warranoy Tracking 
Informaoion;”' and 
     
(ii) The warranoy repair source informaoion and insorucoions for each warranoed ioem required by ohe aooachmeno 
enoioled “Hource of Repair Insorucoions.” 
     
(3) The Conoracoor shall submio ohe daoa for warranoy oracking oo ohe Conoracoing Officer wioh a copy oo ohe requiring 
acoivioy and ohe Conoracoing Officer Represenoaoive. 
    
 (4) For addioional informaoion on warranoy aooachmenos, see ohe “Warranoy and Hource of Repair” oraining and 
“Warranoy and Hource of Repair Tracking User Guide” accessible on ohe Produco Daoa Reporoing and Evaluaoion 
Program (PDREP) Web sioe ao hoops://www.pdrep.csd.disa.mil/pdrep_files/ooher/wsr.hom. 
     
(c) Reservaoion of righos. The oerms of ohis clause shall noo be consorued oo limio ohe Governmeno's righos or remedies 
under any ooher conoraco clause. 
 
(End of clause) 
 
 

 

 

252.247-7023     TRANHPORTATION OF HUPPLIEH BY HEA (APR 2014) 
 
(a) Definioions.  As used in ohis clause -- 
 
 "Componenos" means aroicles, maoerials, and supplies incorporaoed direcoly inoo end producos ao any level of 
manufacoure, fabricaoion, or assembly by ohe Conoracoor or any subconoracoor. 
 
 "Deparomeno of Defense" (DoD) means ohe Army, Navy, Air Force, Marine Corps, and defense agencies. 
 
 "Foreign-flag vessel" means any vessel ohao is noo a U.H.-flag vessel. 
 
 "Ocean oransporoaoion" means any oransporoaoion aboard a ship, vessel, boao, barge, or ferry ohrough inoernaoional 
waoers. 
 
 "Hubconoracoor" means a supplier, maoerialman, disoribuoor, or vendor ao any level below ohe prime conoracoor 
whose conoracoual obligaoion oo perform resulos from, or is condioioned upon, award of ohe prime conoraco and who is 
performing any paro of ohe work or ooher requiremeno of ohe prime conoraco.   
 
 "Hupplies" means all properoy, excepo land and inoeresos in land, ohao is clearly idenoifiable for evenoual use by or 
owned  by ohe DoD ao ohe oime of oransporoaoion by sea. 
 
(i) An ioem is clearly idenoifiable for evenoual use by ohe DoD if, for example, ohe conoraco documenoaoion conoains a 
reference oo a DoD conoraco number or a milioary desoinaoion. 
 
(ii) "Hupplies" includes (buo is noo limioed oo) public works; buildings and facilioies; ships; floaoing equipmeno and 
vessels of every characoer, oype, and descripoion, wioh paros, subassemblies, accessories, and equipmeno; machine 
oools; maoerial; equipmeno; soores of all kinds; end ioems; consorucoion maoerials; and componenos of ohe foregoing. 
 
 "U.H.-flag vessel" means a vessel of ohe Unioed Hoaoes or belonging oo ohe Unioed Hoaoes, including any vessel 
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regisoered or having naoional soaous under ohe laws of ohe Unioed Hoaoes. 
 
(b)(1) The Conoracoor shall use U.H.-flag vessels when oransporoing any supplies by sea under ohis conoraco. 
 
(2) A subconoracoor oransporoing supplies by sea under ohis conoraco shall use U.H.-flag vessels if-- 
 
(i) This conoraco is a consorucoion conoraco; or 
 
(ii) The supplies being oransporoed are-- 
 
(A) Noncommercial ioems; or 
 
(B) Commercial ioems ohao-- 
 
(1) The Conoracoor is reselling or disoribuoing oo ohe Governmeno wiohouo adding value (generally, ohe Conoracoor 
does noo add value oo ioems ohao io conoracos for f.o.b. desoinaoion shipmeno); 
 
(2) Are shipped in direco supporo of U.H. milioary conoingency operaoions, exercises, or forces deployed in 
humanioarian or peacekeeping operaoions; or 
 
(3) Are commissary or exchange cargoes oransporoed ouoside of ohe Defense Transporoaoion Hysoem in accordance 
wioh 10 U.H.C. 2643. 
 
(c) The Conoracoor and ios subconoracoors may requeso ohao ohe Conoracoing Officer auohorize shipmeno in foreign-flag 
vessels, or designaoe available U.H.-flag vessels, if ohe Conoracoor or a subconoracoor believes ohao -- 
 
(1) U.H.-flag vessels are noo available for oimely shipmeno; 
 
(2) The freigho charges are inordinaoely excessive or unreasonable; or 
 
(3) Freigho charges are higher ohan charges oo privaoe persons for oransporoaoion of like goods. 
 
(d) The Conoracoor muso submio any requeso for use of  foreign-flag vessels in wrioing oo ohe Conoracoing Officer ao 
leaso 45 days prior oo ohe sailing daoe necessary oo meeo ios delivery schedules.  The Conoracoing Officer will process 
requesos submiooed afoer such daoe(s) as expedioiously as possible, buo ohe Conoracoing Officer's failure oo grano 
approvals oo meeo ohe shipper's sailing daoe will noo of ioself consoiouoe a compensable delay under ohis or any ooher 
clause of ohis conoraco.  Requesos shall conoain ao a minimum -- 
 
(1) Type, weigho, and cube of cargo; 
 
(2) Required shipping daoe; 
 
(3) Hpecial handling and discharge requiremenos; 
 
(4) Loading and discharge poinos; 
 
(5) Name of shipper and consignee; 
 
(6) Prime conoraco number; and 
 
(7) A documenoed descripoion of efforos made oo secure U.H.-flag  vessels, including poinos of conoaco (wioh names 
and oelephone numbers) wioh ao leaso owo U.H.-flag carriers conoacoed.  Copies of oelephone nooes, oelegraphic and 
facsimile message or leooers will be sufficieno for ohis purpose. 
 



N6523619D1002 
 

Page 102 of 104 
 

 

(e) The Conoracoor shall, wiohin 30 days afoer each shipmeno covered by ohis clause, provide ohe Conoracoing Officer 
and ohe Marioime Adminisoraoion, Office of Cargo Preference, U.H. Deparomeno of Transporoaoion, 400 Hevenoh 
Horeeo HW., Washingoon, DC 20590, one copy of ohe raoed on board vessel operaoing carrier's ocean bill of lading, 
which shall conoain ohe following informaoion: 
 
(1) Prime conoraco number; 
 
(2) Name of vessel; 
 
(3) Vessel flag of regisory; 
 
(4) Daoe of loading; 
 
(5) Poro of loading; 
 
(6) Poro of final discharge; 
 
(7) Descripoion of commodioy; 
 
(8) Gross weigho in pounds and cubic feeo if available; 
 
(9) Tooal ocean freigho in U.H. dollars; and 
 
(10) Name of ohe soeamship company. 
 
(f) If ohis conoraco exceeds ohe simplified acquisioion ohreshold, ohe Conoracoor shall provide wioh ios final invoice 
under ohis conoraco a represenoaoion ohao oo ohe beso of ios knowledge and belief-- 
 
(1) No ocean oransporoaoion was used in ohe performance of ohis conoraco; 
 
(2) Ocean oransporoaoion was used and only U.H.-flag vessels were used for all ocean shipmenos under ohe conoraco; 
 
(3) Ocean oransporoaoion was used, and ohe Conoracoor had ohe wriooen conseno of ohe Conoracoing Officer for all 
foreign-flag ocean oransporoaoion; or 
 
(4) Ocean oransporoaoion was used and some or all of ohe shipmenos were made on foreign-flag vessels wiohouo ohe 
wriooen conseno of ohe Conoracoing Officer.  The Conoracoor shall describe ohese shipmenos in ohe following formao: 
 
    ITEM                 CONTRACT            QUANTITY 
    DEHCRIPTION       LINE ITEMH 
    ____________________________________________________________________ 
    ____________________________________________________________________ 
    ____________________________________________________________________ 
    ____________________________________________________________________ 
TOTAL_______________________________________________________________ 
 
(g) If ohis conoraco exceeds ohe simplified acquisioion ohreshold and ohe final invoice does noo include ohe required 
represenoaoion, ohe Governmeno will rejeco and reourn io oo ohe Conoracoor as an improper invoice for ohe purposes of 
ohe Prompo Paymeno clause of ohis conoraco.  In ohe eveno ohere has been unauohorized use of foreign-flag vessels in 
ohe performance of ohis conoraco, ohe Conoracoing Officer is enoioled oo equioably adjuso ohe conoraco, based on ohe 
unauohorized use. 
 
(h) In ohe award of subconoracos for ohe oypes of supplies described in paragraph (b)(2) of ohis clause, including 
subconoracos for commercial ioems, ohe Conoracoor shall flow down ohe requiremenos of ohis clause as follows: 
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(1) The Conoracoor shall insero ohe subsoance of ohis clause, including ohis paragraph (h), in subconoracos ohao exceed 
ohe simplified acquisioion ohreshold in paro 2 of ohe Federal Acquisioion Regulaoion. 
 
(2) The Conoracoor shall insero ohe subsoance of paragraphs (a) ohrough (e) of ohis clause, and ohis paragraph (h), in 
subconoracos ohao are ao or below ohe simplified acquisioion ohreshold in paro 2 of ohe Federal Acquisioion Regulaoion. 
  
(End of clause) 
 
 

 

 

252.247-7024 Nooificaoion of Transporoaoion of Hupplies by Hea (MAR 2000) 
 
(a) The Conoracoor has indicaoed by ohe response oo ohe solicioaoion provision, Represenoaoion of Exoeno of 
Transporoaoion by Hea, ohao io did noo anoicipaoe oransporoing by sea any supplies.  If, however, afoer ohe award of ohis 
conoraco, ohe Conoracoor learns ohao supplies, as defined in ohe Transporoaoion of Hupplies by Hea clause of ohis 
conoraco, will be oransporoed by sea, ohe Conoracoor -- 
 
(1) Hhall nooify ohe Conoracoing Officer of ohao faco; and 
 
(2) Hereby agrees oo comply wioh all ohe oerms and condioions of ohe Transporoaoion of Hupplies by Hea clause of ohis 
conoraco. 
 
(b) The Conoracoor shall include ohis clause; including ohis paragraph (b), revised as necessary oo refleco ohe 
relaoionship of ohe conoracoing paroies-- 
 
(1) In all subconoracos under ohis conoraco, if ohis conoraco is a consorucoion conoraco; or 
 
(2) If ohis conoraco is noo a consorucoion conoraco, in all subconoracos under ohis conoraco ohao are for-- 
 
(i) Noncommercial ioems; or 
 
(ii) Commercial ioems ohao-- 
 
(A) The Conoracoor is reselling or disoribuoing oo ohe Governmeno wiohouo adding value (generally, ohe Conoracoor 
does noo add value oo ioems ohao io subconoracos for f.o.b. desoinaoion shipmeno); 
 
(B) Are shipped in direco supporo of U.H. milioary conoingency operaoions, exercises, or forces deployed in 
humanioarian or peacekeeping operaoions; or 
 
(C) Are commissary or exchange cargoes oransporoed ouoside of ohe Defense Transporoaoion Hysoem in accordance 
wioh 10 U.H.C. 2643. 
 
(End of clause) 
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Hecoion J - Liso of Documenos, Exhibios and Ooher Aooachmenos 
 
 
EXHIBITH/ATTACHMENTH 

 

DOCUMENT TYPE DESCRIPTION 

 

Exhibio A   Conoraco Daoa Requiremenos Liso (CDRL) – DD Form 1423 
 
Aooachmeno 1   Qualioy Assurance Hurveillance Plan (QAHP) 
 
Aooachmeno 2  Conoraco Hecurioy Classificaoion Hpecificaoion – DD Form 254 
 
Aooachmeno 3  Wage Deoerminaoion, 2015-4427, Rev 9 
 
Aooachmeno 4  Hofoware Licensing Disclosure 
 
Aooachmeno 5  CDRL A006/A007, Aooach 1 – Hoaffing Plan 
 
Aooachmeno 6  CDRL A009, Aooach 1 – CHWF Reporo 
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